CCTVyl|eRER=E

et ViRt S



Agenda (1/2)

01 03
B#EZER Rl DR
05 06

iR IEAEG A2 | P-CAM | ) £ 4%



Agenda (2/2)

07 08
| P-CAMAt & LLDP Power-
P By via—MDI

10 11
K FEPoESEE  PoEfEE HEAZ




[ a9 3

ZYXEL  EPEAEERRYMRAHLE

Your Networking Ally

1. PoE #8i&
PoE #I& i R BT IZ M IRAVE R, (LE 1 EIRE, BaiEm B EE
® POE switch fTYE 2=, L2 /{FERMES

2. iE#f(Internet) B EZMRE VB U
B/ B R ERIBECCTV ISR B 1 SAS L AT
& camera BBER ESMNE/ PUHEIIR RS /T8 AR

& EHlcamera %1%, EHIHEL B Rlombie(BR ) -

s
0
'
A
\ >
l >
5
! >

S
¥ y
H >
Sl S =
>
' >
1
(]
7 i Victim’s Server
Z . Server is overloaded with
7 ’ requests making it

Botnets

TR N\ Wiy 77 /[ EEEE
Lt LR = BEEM
(IPcamz& &) S—— #18 B B o

transformed into botnets to launch DDos attack.



BRIEER

O]




ZYXEL %Ij

Your Networking Ally
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Your Networking Ally
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Your Networking Ally
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PoE BEXEiHhE

15.4W 12.95W
IEEE 802.3af 1 AW 3.84W
PoE Type 1
2 7W 6.49W
3 15.4W 12.95W
IEEE 802.3at
PoE+ Type 2 4 30W 25.5W
IEEE 802.3bt S 45W 40W
Type 3

PoE++ 4 - 1w
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Larger POE PWR budget delivers worry-free installation

experience for camera installers.
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GS$1350 SERIES

MANAGED
SEZPOEHFER/N P 1S AT & ATPOETF
FEE ]

GS1300 SERIES

UNMANAGED

PoEg: KLED# /RPOE SR (A FE TR
(>95%)

‘ZYXEL

Intuitive LED indicator
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o iR (Classification Mode)
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HETNRFEE 130W sy¥ErER (Classification Mode)

SHEETR 7+8+7 = 22W
ST ThER 15.4+15.4+15.4 = 46.2W
FIERTIR 130-46.2 = 83.8W
JHEEE R, (Consumption Mode)
‘ | d THFEDR 74+8+7 = 22W
TH3R
Class 0-15.4W AR N/A
FIgRTH 130-22 = 108W
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PoE Setup
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Ethernet port
SRR 4KV 2KV
Ethernet Port 15 KV (Air) 8 KV (Air)
FHEETE 8 KV (Contact) 4 KV (Contact)

Power supply
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B =8 K -Surveillance Mode

o BfolfEFH Surveillance Mode?
PRt HEN Web FLaIJT{# IP Bafrrds
FEALZ24E IP camera A2 HAES Port IR A EREEER
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Surveillance Mode

o Yfa[{J#a % Surveillance Mode?
o WAL TS A B o] DI E
o REFFEEIREA _EEBETUR

After first user login From Main Dashboard

@Logoﬁ @HE‘D Forcrr £H) Surveillanc
StandardMode @
Skttt seressrnans

: ESurveiIIunce Mode
O SR e e Neighbor
= Y= ]
<

20 01:29:05

T x—. .00 hours,05 mins.02 secs

H7:70:38
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Surveillance Mode

© EERREREN

ZYX EL | 651350 @ mefresh @ Save e Wizard @ Logout @ Heip @ Forum @ Standord :“'g';}": mMebula
i)

Auto Reﬁesh|60

! Summary Melghbor Detall Y
Used Power(W) sUmmqry
——— PCAM I 6 : o EREH ONVIF 3
: s e
Ofthers 0 53 ; e -
130 : * HUn PoE fLEE kRS
PD ﬁﬁ%%‘g A PD C Bandwidtih R =xfended Device System
#EimAuto PD YOMe  Laqlih Speed Draw  TWRX(E) O 2 Type Name
Recovery (=M1 24 i]comf; 2.1 %0; P comera §WV-SPWS32L  192.168,10.11
AR : 1W 122 %i‘r oo ioisuble P comers § WV-SPV7BIL  192.168.10.12 1
: . : . : o o
: ACOM/F 10.6 ‘I%%" ! 1 ioBoble IPcomers WVS2550L  192.148.10.13 ) - ﬁ% }%ﬁ
CRC . E]mr 12 ﬁg" o Eﬁisuble P ccmemi WV-54131  192.168.10.14 [ © =cb y ° ﬁﬁl LLHE)CP 5 ONVIF
e —— e o N H = D5 . o T%%UE,\]WE
o BEALHAZE Port _EHY | iDtoble  Peomes 2002025700 192.158.10.15 1

s @R : .m,»; s ‘é’fé’: ........ Dioble P comera JPCHAWI0S 1521681006 1
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Surveillance Mode

. jﬁ% RmEtk = PD Health
‘= Auto PD Recovery IhgEfE Switch Port FEFHZ
« 3 TEA[REAYIRRE:
-« &RIE - SGRER A LLDP/Ping 1HI{E polling interval HHEHEIEIR (i 15 =]
+ D8 - SCHAgsiEE LLDP/Ping #HIFE polling interval SRS EHIZ]E (5 5
o @R — CHags Port #F resume power interval 5 resume polling interval (3% #{E
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. EiAuto PD _ 2
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Surveillance Mode

. Tﬁ% Z:RiEMR — Cyclic Redundancy Check (CRC)

RURNHE A s Port BY§

©  IEFEAVHERILEEES 0"
« CRC ATREg N A BHVERIS AL E 13 10
o CRC AR DIIE 8 5 A ER &R

SRk NI L6

CRC
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Surveillance Mode

*  Quick Setup Panel

* Provides quick links to surveillance-related setup

ZY):EL | GS1350 @ Refresh @ Save e wizard @ Logout @ Help @ Forum i Standard :-\:;\“: Nebula

E SUMMARY

IP Address Information P Setup Quick Links
(§’ QUICK SETUP
IPv4 Address Default Gateway -_—, @ E "y g
B s 172.21.56.48 172.21.59.254 73 Aute Camera Recovery $4 PofsSetp
subnet Mash =
- i [ EdendedRange&Portsetio [M@® ONVIF
&) PoORT e e

= SWITCHING

¥ MAINTENANCE
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Surveillance Mode

 Navigation Panel

SUMMARY

QUICK SETUP

SYSTEM

SWITCHING

NETWORKING

SECURITY

MAINTENANCE

SWITCHING

Broadcast Storm
Control

Link Aggregation
Loop Guard
VLAN

SYSTEM
System Information
General Setup PORT
Cloud Management . Auto PD recovery
PoE Setup
...................................................... Port Setup
SECURITY
+ Access Control
MAINTENANCE

+ Maintenance

i

NETWORKING
IP Setup
ONVIF
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Surveillance: ONVIF

5 AVA=L: )
(e S AN 7] ff AR 5 A S o 42 st i [l () RE
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Tt B AR DAY aS S
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Surveillance: ONVIF

Open Network Video Interface Forum
> 2008 Fd MAIA I E:
Axis Communications,
Bosch Security Systems
Sony Corporations
FRBCPESHE - BN AERS PN oL - AR R R8sk (NVR) -
AR A R R B EEAG (VMS) - R FIZE R SR ERITE TR 22 -
Gt — A AR E R It - s R FEIRES ~ PSS T e R 2 /i
hiE @ (EEEPERIME AN =TT -
R R Y E SR P R Rs iR R E
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Surveillance: ONVIF

Web Service Dynamic Discovery (WS-Discovery)
{2 Multicast BT =0T 1P 224 fmiy i =

Hryfirhk: 239.255.255.250
(@ F UDP port 3702

Packet Types:

+ Hello

+ Probe

+ Probe Match

Bye

IPG-7930PSS

192.168.1.129

IP camera

20:d1:60::20:10

1 5‘?2.1 68.1.33

MAC Device Type
20:d1:60:1f:2a0:10 NVR
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Surveillance: ONVIF

 WS-Discovery

A HAES R ONVIF iR g EHL WS-Discovery iUE

 Probe :UZHH NVR 2

Probe-Match :{ =2 IP cameras 7=}

*  Bye sllE Eax A AR SIS AT Ik I

o XHAEEE 30sec iEH probe messages £l ONVIF BFHY ports

« IREEEHE (unlearn) EEREEEEZAEHIN 120 P&

©  WIREENEACHAES Port BEREERLR - I Port FAVESEIRREE LR
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Surveillance: ONVIF

« Web GUI: Surveillance Mode

ZYXEL | Gsi3s50

2| NETWORKING
IP Setup

Surveillance Mode

ONVIF

ONVIF

Active

VLAN

0 Refrash @ Save e Wizard @ Logout @ Help @ Forum | @ Standard 3,{' Nebula

: I ) frevreeree e A e
C
. VvID Port
1 ] 1-24 i
2 10 1-20 v
+Add

o EZIEI2MHVLAN

Achve (dial)
TEis% “OFF”

o E"ON", WS-discovery#
7~ NHEVLAN /Portfzf &
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Surveillance: ONVIF

« Web GUI: Surveillance Mode

SUMMARY

Summary

Connect Ports

wy

2
26

PD Link

Port Port Name Healt Spee
h d

1 - 1G/F
2 - Down
3 = Down

Power Usage(W)

Auto Refresh Sec. 0

IP CAM 0
NVR 0
Others | 0
Neighbor Detuail { Summary
PoE  Bandwidth Extende  Device O\ & Flush All
Draw  Tx/Rx(%) d Range Type
— Port1 & Flush
0.0/ .
0.0 o] Disable e vE, 5 SR Y
0.0 Port Name PD Health: Link Speed: PoE Draw:
- 100M/F 2.1 ®
0.0/ ; Reboot
00 00 ¢ Disabls Bandwidth Tw/Rx(%): CRC: Extend Range: PD Falled Count:
0.0/ 0.0 0 Disable 0
0.0/ :
0.0 0.0 o] Disable Remote
System Name: Port Madel: 1P:
- = IPG-7930P55 192.168.1.129 @ b
Location: Desc MA Device Type:
country China - - - IP camera
> 2021 ZYXEL| 47
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Surveillance: ONVIF

Web GUI: Standard Mode

Advance Application ONVIF

| Active : E
------- -

VLAN
|

| VID
| Port |

F' 1 1 1-24
| 2 1-20

— owr |

Active (checkbox)

s FHE RFTAE
o "¥T]"BWS-discoveryEEn T

[ VLAN /PortdyaH 2

+Add
o I EMIN2MEVLAN
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Surveillance: ONVIF

- What information is displayed in Neighbor Detail page?
*  Mix of information gathered from LLDP and WS-Discovery

« Switch prioritizes WS-Discovery over LLDP information

Cll WEB GUI
GS1350# show onvif info interface port-channel 1 Neighbor Detdail { Summary
Port 1 Q -
Discovered Devices : 1 & Flush Al
— Port1 1
Device Name : ONVIF_CAMERA ° g ek
Device Type :IP Camera Port Name: PD Health: Link Speed: PoE Draw:
Model : IPG-7930PSS - Toany, ] e
IP Address :192.168.1.129 Bandwidth Tx/Rx(% CRC: Extend Rangs: PD Failed Count: =
Location : country China 0.0/ 0.0 0 Disable 0
Remote
GS1350# ) )
et Port: Model: IP:
- IPG-7930PSS 192.168.1.129
coumry China D R = ‘ t_P-cc_lfneFC;

Device Type :
Determined by WS-Discovery <~
Either “IP camera” or “NVR" 5 2021 ZYMEL| 49
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© {EuiE AR AR NP ORI ES A RE R BRI BB A (R 21 100K BA_E

IT Conftrol
Center
i
------ mn e m ' ' .
- *- - . -‘ --------- E a@EEE ===r=n== .. I I I
POE model 80 meters 90 meters 80 meters .
- ° ° 'Y 'Y Y Y Parking Lot
é ) 250 meters )
[ ] [ ] [ ] *
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Is It Standard?

© AERE(REERE E o SCHARSRF R EEE E Ry 10Mbps
TF&|EEE802.3i 10BASE-TZ:A:

© AEAE(REERE L o SR REDEEE ST TR R
POEEE Rz KL/ IEEE 802.3atfEsts
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= | OPAYSE
LR LUK 4R 10Mbps
LR FE
802.3affH L
*  AEHILLTOMbpsHyZH E R AR T
e Bk e e (3 B e (A W 22
5 HI802.3atfH =
DR m2E33W
R [ E s 1OMbps
© DURHERS S Z Ok Cat.5ell |
° GS1300%F1 ] DUk (it 8 S (Y B AL (e 21 250K
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3-Step for Extended Range on GS1300 Series

STEP 1
FRB P SRS R A DIPGHRA

*only 2/4 ports on GS1300

STEP 3

STEP 2
R ER GRS
Link LED #~1#&k& (10Mbps)
POE LED &H4%fE(802.3at)
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2-Step for Extended Range on GS1350 Series

I AERFE SR B BE T RE
Basic Setting > Port Setup

STEP 1.1

Port Setup

e AR EE

Configure the Eor’ricular port

._ |Aufc
__Aufé

| | Auto

| [ Autc

| |Aute

: ”{ﬁ\ufc
| |Auto

@ Refresh

@ Save

@ Status

STEP 1.3
Click to save

é STEP 1.2
Click to apply the setting

the configuration
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;7’ A= =
Eﬁﬂlﬁ\; b (JLR

2. HYFSEE LR
. Link LED: Amber
. PoE LED: Green

Link LED shows amber for 10Mbps @ ® PoE LED shows green for 802.3at

ZYXEL
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HHE 2B B HIRERE

© IPESEAA FEANELAYSE (Dome » PTZ ..)

© HREERSEREGETHIRA > (e PR R < T Y S K BE i
REGHAAE -

© QRSB e B R (BT

- A RESRIPEE AR EE H A BT DU ER SR (DAY s &

pigtail cable
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TN

. E%%UEETEW%%E%%%Z% R AT LAT/EJE@E
B R S DA 0 DI CRER RS
: %fmplngﬁJ%chMﬁﬁﬁi%ﬁ%%ﬁﬁﬁ%éErf-j
3. WHRPINGHIEK M
e DUR A i 4 B DAUR SR i HY Catbe sl Caté ik
U FE AR ES RS/ N 250m

* According to our internal tests, 200m seems to work in most cases.
+ Relevant IOP test report, please visit the zypartner website
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B4R

SEAPSREE

Main Status > Neighbor

~-LLDP

AP2

SwitchD

1GIF
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down
Down

Down

0.0
4.3

00

oo |.»
= =1

=}
=

WACES0!

WACS5030-5
XG54600-32F

192.168.1.28

192.148.

Status

Neighbor Detail
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Switch

et

Y

=

+

H

* Main Status > Neighbor > Neighbor Detail
- HHEPort{ReE 2% 1 OfEEL# 1S 5

[ W Local Port 5

Desc. SwitchD | PD Heclth - Link T1OM/H PoE Drowe [W) a0 PWR Cycle

Remaote
System Nome  WACS502D-E Model WACSS02D-E Firmwars  W5.40{AASD.O) IP 192.168.1.28
Port 1 Desc. UPLIMNK Lecation  Port2 MAC AQ-E4-CE-B4-54-18 Resst to Default
System Nome  WACS502D-3 Model WACE502D-5 Firmware  W5.40{AASED) IP -
Port 1 Desc. UPLIMK Location — MAC AQ-E4-CB-TE-EC-22 Resst to Default
System Mames  NWAITI123-AC-HD Mogs| NWAT123-AC-HD Firmware  W5.44[ABIN.O} P 192.168.1.2
Port 1 Dese. UPLINK Location - MAC &0-31-57-0F-8D-28 Reset to Default
System Mame  SwitchC Moas| GS2210-8HP Firmware W4.50[AASGLZ) | 02/27/2018 P 192.158.1.1
Port 1 Desc. Locatian MAC 4c-9f-H-7f-03-de Reset to Default
System Name  NWASI23-AC-HD Model NWAS123-AC-HD Firmwwvare  V5.40[ABIM.0}-DF-2019-04-25 IP -
Port | Desc. UPLINK Llocation — MAC SC-E2-8C-9F-F3-D5 Reset to Default
System Mame MNWAT 1 23-ACw2 Model| MNWAT123-ACw2 Firmware  W5.35[ABEL 4) IP 192.168.1.2
Port | Desc. lan Location — MAC 1C-74-0D-FF-B8-36 Reset to Default
System Name mwal 121-ni Model| MNWATTZ1-NI Firmware  WZ.10{AABJO] IP 192.166.1.2
Port 1 Desc. =th0 Llocation - MAC 4c-Fe-ff-bc-e3-ed Reset to Default
System Name wacts02d-e Model| WACS502D-E Firmware  W4.23{AASD 2)-DF-2017-10-11 IP 192.166.1.2
Port 1 Desc. UPLINK Llocation - MAC 4C-FE-FF-P0-B0-58 Reset to Default
SystemNome  NWASI21-NI Model NWAS121-NI Firmware  V5.10{AAID.8}-DF-2019-02-15 IP 192.168.1.2
Port 1 Desc. lan Location MAC BO-B2-DC-71-B4-2E Reset to Default
System Name  XG54600-32F Model HG54600-32F Firmware  V4.80[ABBLO) | 11/24/2018 IP 192.168.1.4
Paort 25 Desc. Lecation MAC BE-EC-AZ-OF-CED2 Resst to Default
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© EEHEZEIRUAILE TIER - EEPOERGARS BT RLE)
© AHE AR IE?

* ¥

E he ¢ ¢

Hotel

E;\

IT Conftrol

Center LH LH |E

PoE model
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Auto PD Recovery

© HEMEERAIIEIR
© HECRAEREAY A SEME
o B/ DFERF AT E R

@ i Office

PoE model

IT Control
Center
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Auto PD Recovery Mode

- LLDP mode

BN L AR B It LB R I LLDPER
+ Ping mode

F BT PINGER KA A A AL B (iR ARG

[up

LLDP packets

Ping requests
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LLDP Mode

© XiREs THE R LLDPE R
© BEEARE N R A HILLD PR
© ELLDPER PR S i N - R T EERCEIREN

e LLDP Table Aging
HHLEE LA is not in the LLDP table  Time: 120s

oo | e | v |

@ PSE stops delivering power = = e » Reboot Count a
and PD is rebooting € | -
Ist fime to 2nd time to
Check PD check LLDP table [Kelglclel qiEblnle]e]ls}
health status 4 ®10s? * * ®
PoE model e
192.168.1.1 :
= A ] : :
R Apply Auto 600s 60055 Start Resume 600s 600s 600s
resume PD Recovery ! Polling Count
Interval

> 2021 ZYXEL| 65



Ping Mode

o EEBTTRINGEE KA K H EE R IR
« FPEEZEI T3 pPING
© F20PHIT—FEEL
© FRETREIL AW EpINg KRR
o M—HARRIEEEREER? B TEREIREIE
\
PSESL"dpESi”SSQSﬂ%‘;W@

1 2 3 4 5 6 7 89

Check PD ¢ ? 0 *®®s? M ¢ 9
health status

PoE model 3 ]
192.168.1.1 : :
e : : B S : : :
. BN O m = . ] : L A M
R Apply Auto 600s i Start Resume 600s 600s 600s
esume PD Recovery i Polling Count

Polling Interval :
Resume Power

Interval > 2021 ZYXEL| 66



Web GUI

 Advanced Application > Auto PD Recovery

Avlo PD Recovery
. 8 Polling Interval  Polling : Resume Polling PD Rebool Resume Power
Rt Aalve ) ode el bor {sec) Count safion Interval (zec) i Count ; Inferval (sec) ;
- Febootaom~] o] [ 1 [
Oring | I
LLDP mode i R Fgd — [rebootaAlarm v|  leoo | b o |
O ping | | o | B |
® LoP
2 @ 5 = — | il E [reboot-alarm v|  s00 | 1 o ]
Pi d 3 g O . [reboot-alarm v|  |eoo | | o |
iNg mMode  F S > ® ring  [192168.1.30 | 20 | B
i w2 —=F [reboot-Alarm v|  leoo | ] o |
O ping | | o | B ]
® 1oP
5 G a— | el E [reboot-alarm v|  s0o | b ] e ]
3 g 2 [rebootAlarm v|  [eoo | ) o |
O ping | | o | B |
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Main Status > Neighbor

il
(R

>l

HIRRE (1/2)

LLDP mode: {18 Emat a2 T 58

Ping mode: {1k {8 i

1 - 1GIF
2 - L ] 1G/F
3 - Dow

4 - @ 1GIF
] - Dows
] - Dow
T - Dow
8 - Dows
9 - Dows
10 - Dow
1 - Dows
12 - Dows
13 - Dows
14 - Dow
15 - Dow
16 - Dows
17 - Dows
18 - Dow

0.0
3.7
0.0
3%
00
0.0
00
0.0
0.0
00
0.0
00
00
0.0
00
00
0.0
0.0

WACS502D-E

WACE5030-5

s ] B A o S P o A 1 T ST

192.148.1.30

Status Meighbor Detail
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Status Meighbor Detail

1 — = 1G/E 0.0 - - @
2 AP1 ] 1G/E 4.4 WAC4502D-E 192.188.1.28 @
3 - — Diown 0.0 - - =]
nee 4 APZ ] 1G/F 41 WAC4502D-5 192165130 @
5 SwitchD - 1G(F 00 XG34400-32F 192.166.1.4 @
& - - Down 0.0 - - @

Swilch Neighbor Status Meighbor Detail
Port Name PWR Cycle Reselto Default
1 — i 1G/E 00 - - [m]
2 AP1 e 1GIF 36 WACE5020-8 192,188,128 @
3 - - Down 0.0 — - 2]
4 AP2 e Down 4.1 WACS5030-5 192.168.1.30 [ FETTETETELY PP =
5 SwitchD - 1G/F Q.0 XG54400-32F 192.166.1.4 @
8 - - Down 00 - - =

Swilch Neighbor

Port Name System Name
1 - - 1G/E 0.0 - - [m]
2 AP] e 1GfF 37 WAC4502D-E 192.168.1.28 Cycle (]
El i 2 Dewn 00 - — @
[PTTYPTTTTTTPITE TR APZ ® 1G/F 45 WACS5030-3 192.186.1.30 @
5 SwitchD - 1G/F 0.0 X(354600-32F 192.168.1.4 ]
6 - — Dawn 00 — -
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&l (1/2)

 Enabled
. Basic Setting > PoE Setup > PoE Setup

- gsRiftreloading LU EE ISR H L EE A HLE

« Configuration
* Factory-default
« Custom-default

PoE Setup PoE Status

PoE Mode O Classificotion ® Consumption
Continuous PoE Active [« I | Firmwars Upgrads Click Here
| Restore Configuration Click Hers
| Backup Cenfiguration Click Hers
| Erase Running-Configuration Chick Here

D D Prio ower-Up = pHesanas — - == =

o = o Save Configurction
= Crifical ¥ 502.3af M ] L Custom Default
1 7] Low v | |so23at v (] ]
| e | s .
2 “ [Low v| [so23ct  ¥| @ e2 el St -
—— = - aciory Leiaul
3 ] |Low v ‘ |602.3::11 ki ‘ J =l Current: Configuration 1 L
- == Custom Default
4 ] [Low v| [g023acf  v| 2 @
5 Il ||_0W v \ |302,3g1 v \ (] 7 Tech-Support Click Hers
6 v [tow v| [so23at  v] (] [
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thEsE DL T T AR REN 400 BT R A

EIRGGE I
HCLIg{TBoot configuration

PoE model

GS1358# boot config 1
Do you really want to reboot system with configuration file 1? [y/N]y
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Web

B POEHLEEIREEE (1/2)

GUI
Reload configuration

192.168.1.1 says

In order to keep current settings, please save or backup any unsaved
changes. PDs will be kept powered on during system reboots. Do you

wish to proceed to reboot?
n Ca nce'

Reload factory-default/custom-default

192.168.1.1 says

PDs will be kept powered on during system reboots. Do you wish to
restore settings to factory default and reboot?

“ cancel

192.168.1.1 says

PDs will be kept powered on during system reboots. Do you wish to
restore settings to custom default and reboot?

“ cancel

> 2021

ZYXEL|
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BiEf Continuous PoE £2[E (1/2)

- Web GUI
Reload configuration

192.168.1.1 says

In order to keep current settings, please save or backup any unsaved
changes. PDs will encounter power cycle during system reboots. Do you

wish to proceed to reboot?

Reload factory-default/custom-default

192.168.1.1 says 192.168.1.1 says
PDs will encounter power cycle during system reboots. Do you wish to PDs will encounter power cycle during system reboots. Do you wish to
restore settings to factory default and reboot? restore settings to custom default and reboot?

n Ca nce' n Ca nce'
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LML

LR

(FiAER

#MDI TLV L EE

538 LLDPER I POET RS

Power negotiation

Response to the power negotiation
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Mechanism

| IEEE B@2.3 - MAC/PHY Configuration/Status

Type: Organization Specific (127)

« LLDP with power-via-MDI TLV

. PD requested power
. PSE allocated power e S Oy

MDI Power Support: @x8e
PSE Power Pair: 1
Power Class: 4 (5)
@1.. .... = Power Type: Type 2 PD Device (1)
..81 .. = Power Source: 1 PSE
. 9688 = Power Priority: Unknown (@)

LLDP W|Th power_\/lO_MDl TLV I PD Requested Power Value: 25.@. Watt

PSE Allocated Power Value: ©8.8. Watt

- PD reques‘red power I End of LLDPDU
- PSE allocated power: O

-

— -—
PoE model Other brand AP

I IEEE 882.1 - Port VLAN ID
4 |IEEE 8@2.3 - Power Via MDI T P P PP PP PP TP T PPPTTTPPPIRPPPIIIFS =%

p s s £ B b Ao = TLV Type: Organization Specific (127)

,,,,,,, @ @ee@ 1188 = TLV Length: 12 ) )

Organization Unique Code: IEEE 802.3 (@x0e12ef) LLDP Wﬁh power-\qQ-MDl TLV

IEEE 802.3 Subtype: Power Via MDI (@x82)

5 MDT Power Support: Bxa7 - PDrequested power

PSE Power Pair: 1

e Rt - PSE allocated power

00.. .... = Power Type: Type 2 PSE Device (@)

..81 .... = Power Source: 1 Primary Power Source

.... 8880 = Power Priority: Unknown (8
PD Requested Power Value: 25.8. Watt
PSE Allocated Power Value: 25.8. Watt

> End of LLDPDU
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Web GUI

* Basic Setting > PoE Setup > PoE Setup

PoE Selup . PoE Status

PoE Maode O Clasificotion ® Consumption

Continuous PoE Active ||

Max Power Wide Range LLDP Power Via

{(mW} | Defeclion MDI
d O |critical v| |gsoz3cf v o =]
1 Fd [Low | |so23at 7| = c]
2 v [Low v]| [a02.30t 7| = l
3 v [low v| [s023at v] O £
4 Fd [low v]| [s023ct 7| O “
5 ] [low v]| [602.301 7| = 7
s ] [Low v]| [s02.3at v O £
7 @ low v| [so23at v| o
8 [low v| [s023at v = !
? ¥ [Low v]| [s023at v O £
10 e [Low | [g023act 7| = c]
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CLI

« Switch(config)# interface port-channel <port ID>
« Switch(config-interface)# lldp org-specific-tlv dot3 power-via-mdi

GS2218# config

GS2218(config)# interface port-channel 2

GS2218(config-interface)# lldp org-specific-tlv dot3 power-via-mdi
GS2218(config-interface)# exit

GS2218(config)# exit
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© =R
* POS&& itk
- 802.11ax WiFi6 AP

EAEE _— Min. PSE Power Max. PD Power

IEEE 802.3bt

POE++ Type 3

6 60W STW

ZYXEL
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SRR

« GS1350-6HP
. 802.3bt: Port 1 and Port 2
. Default system power budget 60W
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Web GUI

Basic Setting > PoE Setup > PoE Setup

Port 1-2

802.3bt v

802.3af

Legacy
Pre-802.3ct
802.3at

802.3at v

802.3af
Legacy

Pre-802.3at

PoE ._Seiup_

PoE Mode

Continuous PoE

# (]
]
2 I
4 3
pe - a— eiesaneniet

@ (;Iq_ssiﬂcqﬁon ® Consum_pﬁon

Active [

[critical v | |802.30f
Low w018 802.3bt
Low v 802.3bt

[Low v| |a023ct
Low ¥ 802.3at
Low v 802.3at

OoDoDDDoDog

PoE Status

UEEeEEOE
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- Default
- Port 1 #$#802.3btHy 7 E 5 H

802 . 3 bT I I_‘c!E Seh.lp . - : PE Slh.ls
9 nfinuous cfive
i é Max Power Wide Range LLDP Power Via
1 1 60W
Port1 : : 513504
ZYXEL = ] 5 - HP
POEIE 6O
Port 2
Switch A L&
7z i 3
1 é #
1 802.3bt 802.3bt
2 802.3bt 802.3at
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B 2-1

« Default
«  Port 2 #BE802.3bti T H
G S\
xxxxx v 802.3bt EesmEINY ___Poksche _ Fot Siatus
. v
P A
R . T R
Port1 @ : : ‘__fo:v:l
ZYXEL GS ] 350'6H P @l ,W‘
System total power: 60W
Port 2 : @
: . [ o -
60W x Switch5tE

®

C T v | o
1 802.3bt 802.3bt
2 802.3bt 802.3bt
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HiE 2-2

© et

e

E&,

=34

=i =

Port 2% 7€ FCritical

[ ]

,,,,, N 50230 B
o

x Switch Rt &

Port 1

ey : GS1350-6HP
System total power: 60W

Port2 :

60W i i
i 802.3bt
ugﬂﬂlll

PoE Sefup

PoE Mode
Confinuous PoE

O Clossification ® Consumption

Active

PoE Status

]

PD Priority

Max Power  Wide Range  LLDP Power Via
) MDI

Power-Up m

i Defecfion

| £ Low _ v| 502367 [ =] £
2 2 Critical | [802.3bt L [] @
3 7] Low v| [8023at [ 5] 5]
. “ ] e “
5 =] [tow v| [s02:3ct : = ]

C T v | o

1
2

802.3bt
802.3bt

802.3bt
802.3bt
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R BRI

© AR A DURH R R ERIR DR ARG e L B R i

© EYEFEEZ (consumption mode)
- 802.3bt ports(GS1350-6HP) K%

PD PD g> PD

| -

15.4W 15.4W
1 4W 22W 1 4W 22W
802.3 af 802.3 af
802.3af 2 /W 22W 802.3at 2 7W 22W
& 15.4W 22W 8 15.4W 22W
802.3at 4 30W 22W 802.3at 4 30W 33W

> 2021 ZYXEL| 90



Web GUI

* Basic Setting > PoE Setup > PoE Setup

PqE Setup
PoE Mode
Continuous PoE
Port PD
¢ O
1 4
2 £
3 ¥
4 4
5 £4
é
7
& ¥
9 [T
10 ¥

O Clasification ® Consumption
Active |+

PD Priority Power-Up Mu;:‘:;'e'l
[Low v]| [soz2at  +| |ioooo
[Low ]| [Bo23ct v

[Low | [Bo23ct v

[Low v]| [s023ct |

[low v| [s0z3at 7|

[Low v| [B023ct  v|

[Low v [Bozact  v|

[Low v| [sozact v

[Low v [Bozact v|

[Low ]| [Bo2act v|

PoE Status

Wide Range LLDP Power Via

Detectfion

EEEEEDEEE R B

A EE R &R
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w5= (1/3)

- Default

PoE .?:e!ug PoE Stalus

r
e

— T = [T I TTE 1 [TTTTT e @ - v 802.3at

2 802.301 802.301 45-60W Viiy
o0
3 802.3at 802.301 33W
4 802.3at 802.3af 22W SR l ’ I
5 802.3at 802.3at 33W
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5 (2/3)

« Configure as 25W

B
PoE Setup PoE Status .
PoE Mads O Clessification ® Consumpfion A
Continuous PoE Active @ °
"
H
H

(] |Cr\ﬁc:1\ v .7 - =]
1 £ Low ¥ @ ]
2 @ [low v [] “ P N
3 v [Low 7] =] 7] . ( ~
= 2 = v Port 2 : Port 5
5 @ L @

- CLITTL 0 [T @ - ) 802.3at

Port3. i i . Port 4

802.3bt 802.3af 15.4W vii
o0

2
3 802.3at 802.3bt 25W
802.3bt
4 802.3at 802.3af 22W
5

802.3at 802.3at 25W
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B3R (3/3)

- Configure as 14W

PoE Mode O Classification ® Consumption

Continuous PoE Active 2]

MaxPower  Wide Range  LLDP Power Via

PD Priority Power-Up .
r ectiol P

|critical v ] [g02.30f | HEH 30W

Low v| [so2apt v v -

B O

1

2 7 [low +] [sozabt v] [=] ] — N
- I I ) : : Port 2 Port 5 " )
4 [t Low v| [so2.3at v o 52

5 ¥ ow \ 802.3at 7| F] o]

- I TIT O [ETITTITTIrrrrerrs ® [ - ) 802.3at
Cancel . E E

802.3bt 802.3at yii

2
3 802.3at 802.30t 14W o
.oa o
802.3bt —
4 802.3at 802.3af 14W HEH
5

802.3at 802.3at 14W
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RATEREDHE

© R M T TR
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Bt
HReEH

PoE model
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4l

o HRF ] E]
&S] (Absolute fime range)
EHAEREE (Periodic time range)
© 4EpSIREIDIEH]
— ] 48 ¥t e ]
2 {8 72 FHHR ]
°© ACHARSRIEHSG ] H B s e A I AR IR L EE

Absolute Periodic

PoE model
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EERF R (Absolute Time Range)

Advanced Application > Time Range
(e[ 7 BrA
FIn P45 R

Mame ;ﬁ?‘r‘.em
Tyoe ® Absolute 'O Perodic
2019 v (OS5 ¥ ||O1T ¥ 08 v (:(0O ¥
Absolute = - ' ] -
End |2012 ¥ ||O5 ¥ ([[10¥| [17 ¥ |:|0O¥

Monday ¥ |00 ¥|:|00 7| to |Monday v|oor '::_GC- ¥|

Daily[00 v |-[00 v | #o [00 *]:[o0 *]

Periodic hMon Tue Wed Thu Fri Sat Sun Weskdays Weekend
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 Advanced Application > Time Range
°© RERE]

(ESTEE S

ERRSHIEPSS TN
o (B E R TR fE

BEFEAT — VR A KT

%R (Periodic Time Range)

Name %Ti’meOQ
Type ! Absolute ® Perodic
Start 1970 ¥ v|lo1v| |oov|:|o0 ¥
Abksolute 3 " 70 -.D] — T 2 ol 2 |
End [1970 v|[01 v|[o1 ¥] (o0 v]:[o0 ¥
Monday ¥ |00 Y |00 7| to [Monday v |00 v |:|00 Y
Perodic ¥ ton ¥ Tue L] Wed ¥ Thy L Fri L 5ot L sun L) Weekdays L] Weekend
O Daily|08 v|:[oo v | o [17 v|:[o0 ¥
:
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Apply Time Range Profile to PoE Port

« Basic Setting > PoE Setup > PoE Time Range Setup

PoE Time Range Setup PoE Status
Fort I |
Time Eonge
ool

1 time01

2 fime02

3 fime03

4 timed2 fim=03

3 timel3,fim=04

&

B

2

10

10
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