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Most common cyber incidents (% of
reported claims)

Ransomware

—— ..

Funds transfer fraud

Email compromise

Other

Percentage of claims by attack technique

54%
Email/phishing - -
Remote access
3
3rd Party 6%
compromise Other social
'\\ engineering

3
Brute force

(authentication) g Other
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z BETE | ZyXEL x| Z https://59.124.100.. X ‘ Z [ATP100-345-001] X ‘ Z [atp200.fourdl.con X ‘ ﬂJ URL@EFEEE X ”J Free Webmail@UR X + - X

< C O @& wmb.url.com.tw/src/webmail.php w 0 » C

r IR SEEE | B2 | 20E | BF | eSS | Bk H—EE | THB#H .
i ’ HBIREE *5: THBEEREEE2021503502H%3E | Fwd: Your package could not be delivered on 02.03.2021 ID51009[RAND][RAND]

T HHE: Chunghwa Post | PEHE 4
(ERERTEE) B#: (&), 35 58, 2021 7:20 am
W##E: charny@vot.url.com.tw
O trte B =3
%iﬁﬁﬁ B BTsUeE | Brrsi0es | ZREE |
FiE
@ Bl

@ P EEFFR 2 IR N4
Chunghwa Post Co., Ltd

i
BNbs iR

24 \i§
BAER

Hello ,
Last Reminder: This Email informs you that your shipment is still pending.
Your package could not be delivered on 02.03.2021 because no customs duty was paid ( 369 NT Dollars)
Merchant : Chunghwa Post
Order Number :00275029
Purchase Amount :369 NT Dollars
Delivery scheduled between : 03.03.2021 - 04.03.2021
« To confirm the shipment of your package Click here .

You will receive an email or SMS when you arrive in your home address. You will have 8 days, from the date of availability, to withdraw the package. Upon withdrawal, you will
be asked for ID.

« For more services, find the follow-up of your shipment by Clicking_here .
Thank you for your trust,

Sincerely,
Your Chunghwa Post customer service. %
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https://www.youtube.com/watchev=8DgE21SBHIO&t=5s


C:/Users/Future/Documents/Training/2020/駭客就是這樣跟我一起上班的社交工程攻擊過程重現.mp4
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Flash Oday vulnerability that made by North
Korea used from mid-November 2017. They
attacked South Koreans who mainly do
research on North Korea. (no patch yet)
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https://blog.trendmicro.com/the-patching-problem-best-practices-for-maintaining-up-to-date-systems/
https://blog.trendmicro.com/trendlabs-security-intelligence/upnp-enabled-connected-devices-in-home-unpatched-known-vulnerabilities/
https://www.trendmicro.com/vinfo/us/security/news/vulnerabilities-and-exploits/meltdown-and-spectre-intel-processor-vulnerabilities-what-you-need-to-know

mEELARREREKEE- SQL Injection

SQL Injection WAEMEE " MARNRBEER, 25 " B —F0
71 REEREUERAERE  B—EFENSIN (BREFEH ) B
SQLFEA - DU ~ BRERIABRIEMIFRERE -

[E=#HA ]

EWRE AR SQL

SELECT FROM users WHERE user='123' AND pwd='456";

o IESE : “or 1=1 -
o B . (BEEAHEA)

EWRE@m AR SQL

SELECT FROM users HWERE user='' or 1=1 ©2016ZYXEL| 13
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- APT ( Advanced Persistent Threat ) &EP&#TE D & 2
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{847 Firewall iZ2#£8Y-Policy FhzEPRR

- PRI AHARFS (Security Policy)
- JEEFRRTE - IP EAFE

- BEMRIBEZENEEME?

LAN
= = Q | |
Mail Server Web Server

(Port 110, 25) (Port 80, 443)
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- BHUTM olDIRE MK E - BEEARERANAYITE

Unified Threat Management(UTM)
ADP/IDP, Anti-Virus, Anti-Spam, Application Patrol, Content Filter

Complete Somewhat Very
Suspicious Suspicious Know Bad

Probably Might be
Good Good

Can’t identify by
tfraditional UTM
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Content Filter

EENIRES ‘,
Fast Fqu o
Malicious Link . RS | c—

0 Day
<
BN Malware
< Anti-Virus
Bot Commands ig_ﬁ#:A

& Stolen Data

App. Patrol

Command& Control Server
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NEREER B RRERTNRE ?

« Email Security with anti-phishing enhancement can detect phishing
attacks targeting users

<€ .3 Email Security

D Content Filter

Anti-Virus

Phishing \@i

App. Patrol
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MO PREEREBRREPEINRE ?

 Anti-Malware with multiple database environments can fully protect

your network

< Email Security Spam \8]'

Malicious Link . ———
Content Filter >ocees g

Anti-Malware Malware

<€ (AM signature + Cloud
threat database)

App. Patrol
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MO PREEREBRREPEINRE ?

- Sandbox performs deeper inspection to detect new or evasive threat
designed to hide from traditional prevention measures

S .
Email Security L \®l

—_——

Malicious Link

X Content Filter >oeess  “m
O Exploit
O = e
_CC) Malware
@)
V)

Anti-Malware

App. Patrol

Command& Conftrol Server
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- VLAN, Switch ACL, IP Security, Firewall Zone/ACL, VPN ... &
% g R - TR

- UTM ~ ATP Sandbox #[&Z 4 Gateway ... &
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- Firmware update ~ system security patch... ZF55EHE 4
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Online Demo 45
https://atp500demo.zyxel.com/

https://flex500.zyxel.com/

Notfe: Limited Administrator
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RE(1/3)

+ Web &
- Step 1: BECZIE S, #i A URL hitps://192.168.1.1

« Step 2: ZyWALL/USG/VPN/ATP gk &GS, sh 0% "R E4guh”

@ ERERTREES X+

<« C 0O A F£%|192168.1.1

A

REVIERAZTUANER

KEETAEEHER 192.168.1.1 FAIMMEN (NG - BHEHRFRE) - BERSE

NET:ERR_CERT_COMMON_NAME_INVALID
Q EET Chrome BESHNLEME - FRASCHENEE

PR AN EOZEHHE

?f1lﬂﬁ HEFAPMBAELES 192.168.1.1 ; HLRFHERRISE RIS - EUsEER
F=E “.‘ SRR MRS EERAEEPRE -

R By HTTPs 4t i

ARSI - 3%

'fﬁzli-%'lg’l_ B8 self-signed frer HiH 4
WIEEMNA Z2ME
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+ Web %€
« Step 3: TERIRSRE admin > Z4E 1234

ZYXEL

VPN100

Enter User Name/Password and click to login.

2) Nofe:

1. Turn on Javascript and Cookie setting in yvour web browssr.

2. Turn off Popup Window Blocking in your web browser.

3. Turn on Java Runtime Erwvironment (JRE) in your web browser.

4. Allow Gears if you are using Google Chrome.

5. Turn off Compatibility View settings in IE10 is recommended, or upgrade to [E11 for
better user experience.
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4REF (3/3)

+ Web %€
« Step 4: E5—20% A IyWALL/USG/VPN/ATP, 2&f5&r sk Ay 38E » Hikig
Apply B[IH].

ZYXEL

VPN100

Update admin Info

As a security precaution, it is required to change your password.

© 2020 Zyxel Networks 34



Network Risk Warning Screen

Y | Network Risk Warning
Network Risk Warning

Your network has potential security risk due fo following malware protection features
disabled or unlicensed. To provide continuous security protection of your network, please
activate license and features listed below.

Service Status
Security Policy Confrol Disabled
Please remind me: every fime |V|

= Note:

Want to register product or activate license® Please go to porfal.myzyxel.com.

* MRS AREFIREE LR - B&RES release E i SEE#Hr

© 2020 Zyxel Networks 35
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Web &

£

REFENTE : 1024*%768
ZiRBERE (EH)
« IE8~10 =L FHRA
Google Chrome v31 =Ll FREA
Firefox v25 & DL PR

BUFBEZS JavaScript k2 Cookie 5% & (THE AFIEL) .
SETHE R E (Pop-out Window)

i

bt
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(Dashboard)

EH IyWALL/USG/VPN/ATP: Web

AIE

ZYXEL venioo

General

@ @ @ @i @oromeer

CPU UL . .
sees Virtual Device
. 7%
I FWANI S WANZ, —————— LANOME ————
Memory Usage ZYXEL = - - - -
RearPanel >
— [ ]
Flosh Usoge i
. 9% . .
Device Information System Status
Usa Storage Usage Systern Name Boof Status
/oW vpn100 System default configuration
serial Number system Uptime
Active Sessions 5162144290052 ono2:18
/200000 MAC Address Range Current Date/Time
BE:ECIAZ12:C1:29 ~ BBEC:AS 1 2:C1:2F 2018-01-02
DHCF Tabls Firmwaire Version
1 Hosts) V4.30(ABFV.0) / 2017-11-23 21:14:36
1 sts)
Devies HA i fion:
svies Tx/Rx Statistics Port selection:

0 Switch Counter .
Nurber of Login Users T
l Rx.
Current Login User 615 715
admin unlimited /00:29:58
VRN Status The Lastest Logs
0 ‘ # Time Priority Category Message Destination
= 1 180102 161508 clert system Device staris us.
SSL VPN Status 2 2080102161510 clert system Port 4s upl
0/10 3 201801-02161454 olert policy-route Trunk SYSTEM_DEFAULT_WAN_TRUNK deac

4 2018-01-02 16:14:54 alert file-manage WARNING: #configure terminal account |

5 | 2018-01-02161454 olsrt fie-manage WARNING: #configure teminal account §

© 2020 Zyxel Networks
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CLI FE

« Console Port
 SSH

 Telnet

- Web Console
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Console Port

- %% Console Port EHFHBGET —SHLEEEHE (FA : =
ELEEHE )
. E N P Y2Vl -3 ' |
MIELUE ST UETIRME — S
RSl " =J ——
Speed: 115,200 bps i = == = ,
« Data Bits: 8 S !

« Parity: None
« Stop Bit: 1
* Flow Control: Off

USB to

s BAS/ELELAE Com Port 5 USB fo RS-232 Cable  [=232 D9
* XU tEHECEE - putty ~ teraterm .5

© 2020 Zyxel Networks 41



Tera Term

 TeraTerm Terminal £5E

File Edit [Setup| Control Window KanjiCode Help

Terminal...
::::fjw--- Tera Term: Serial port setu_ M
fana Keybosrd : Port;
Baud rate: 115200 -
Data: 8 bit - Cancel
SSH Authentication... Parity: _m
55H Forwarding...
SEH KeyGenerator... Stop:
TCR/P... Flow control:
General...
Recurring command Transmit delay
ViewhMode password 0 msecichar 1] msecfline

Additional settings...

Save setup...

Restore setup...

Load key map...

© 2020 Zyxel Networks 42



Initialization Information

U-Boot 2013.07 (Development build, svnversion: u-boot:501M, exec:)-svn501 (Build fime: Nov 21 2016 - 14:23:05)

BootModule Version: V1.16 | Nov 21 2016 14:23:.05
DRAM: Size = 2048 Mbytes

Press any key to enfer debug mode within 3 seconds.

Allocating memory for ELF segment: addr: Oxffffffff80800000 (adjusted to: 0x800000), size Oxc69a20
Start to check file system...

/dev/mmcblkOpé: 495/61440 files (0.4% non-contiguous), 74161/245760 blocks

/dev/mmcblkOp7: 168/131072 files (7.1% non-contiguous), 27243/524288 blocks

Done

Kernel Version: V3.10.87 | 2017-11-23 06:21:30

ZLD Version: V4.30(ABFV.0) | 2017-11-23 21:16:36

INIT: version 2.86 booting
Initializing Debug Account Authentication Seed (DAAS)... done.
Setting the System Clock using the Hardware Clock as reference...System Clock set. Local time: Fri Jan 5 23:03:45 UTC 2018

INIT: Entering runlevel: 3

Insmod ZYKLOG Module. Starting zylog daemon: zylogd zylog starts.
Starting syslog-ng secu-reporter.

Starting ZLD Wrapper Daemon....

Starting uam daemon.

Starting myzyxel daemon.

Starting periodic command scheduler: cron.

Start ZyWALL system daemon....

Starting link_updown daemon.

[zy_odp]lood ZyADP Ver1.0.0 OK

Applying system configuration file, please wait...

ZyWALL system is configured successfully with startup-config.conf

Welcome to VPN100

Username:

© 2020 Zyxel Networks
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SSH (1/2)

« [l SSH &3 ZyWALL/USG/VPN/ATP

File | Edit Setup Control

Window KanjiCode Help

MNew connection

Duplicate session

Cygwin connection

Log...

Comment to Log...
Wiew Log

Show Log dialog...
Send file...
Transfer

SSH SCP_.
Change directory...
Replay Lag...

TTY Record
TTY Replay

Print...

Disconnect

Exit

Alt+D
Alt+G

Alt+P

Alt+1
Alt+Q

s 40 Console Port fH—LL (& @ (E

Tera Term: New connection |

@ TCPAP Host: 192.168.1.1
History

22
) Telnet TCP porti:

55H version:
Protocol:

) Serial Port: | COM3: Intel[R] Active Management Te

| 0K | { Cancel ] [ Help ]

© 2020 Zyxel Networks
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SSH (2/2)

* BE > R8> SSH

o B default

e | Pmmse

"~ Cloud CNM AR5 £ )

@ — &% OFiE H &EiE WEHE MNEFH

. E 221 #a &I ik EhE

Qg USB f7F < - AL ALL Accept
B/ £ |83 218 SEET (50 |v| 7 Br1-121
Console E[E
DNS

Www

TELNET
FTP works 45



Telnet (1/2)

« [l Telnet &3 ZyWALL/USG/VPN/ATP

File | Edit Setup Control

Window KanjiCode Help

MNew connection

Duplicate session

Cygwin connection

Log...

Comment to Log...
Wiew Log

Show Log dialog...
Send file...
Transfer

SSH SCP_.
Change directory...
Replay Lag...

TTY Record
TTY Replay

Print...

Disconnect

Exit

Alt+D
Alt+G

Alt+P

Alt+1
Alt+Q

s 40 Console Port fH—LL (& @ (E

Tera Term: New connection

@ TCPIP

2 Serial

Host: 192.168.1.1
History

Service:

TCP portit: 23

SSH version: |SS5H?

Protocol;

Port: | COM3: Intel(R) Active Management Te

[ ok | | cancel | [ Help |

© 2020 Zyxel Networks
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Telnet (2/2)

o FRIE > %458 > TELNET

L~ = [
BWM i TREE :
——
5y Webi i ORA
N = : 3 : 23
LN iiﬁ;mﬁ ; EEme |
T e ——
e BRES IS
- . Cloud CNM Oz I FE B EHF MNEH
@ - 2% #s  BE firsk BifE
— T 2IE - AL ALL Accept
% USB % < £ |8 #18 SEET[50 |v| BR1-121
H HA/ 85
Console #EE
DNS
WWW

SSH

w zuzu cyxel Networks 47



Web Console (1/2)

« £ Web FHHEEH CLI

ZYXEL Aatr200 (=N ®06e

@

CPU ZEE = V
EEEE
I 2% e x|
V) B vweb-console-login (atp300) x  +
LERERE ZYXEL o
C A Notsecure | hitps//10.214.48.31/webconsole/ T Q w HIN =17 >
| 43 % ATP200
ZyWALL ATP Firewall
Flash EHE interface all
- 13% tatu

DHCP client
DHCP client

0/0 MB
ERMERY
56/600000 MAC fir}
BC:CF:4F:47:E8:44 ~ BC:C
DHCP 5= Bl
3 Host(s) V4.62(ABFW.0) / 2021-01-19 11:08:39
BAEREHR

P2 ¥

: Tx/ Rx kR
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Web Console (2/2)

+ EHIFE WebixEHEMEAH (FHEERZES SSH, Telnet FH Fim
Bz NHVEUTER)

 Debug messages A~ @ F LR
- {EHF port 11080 i port 3% & {=e port

« Web GUI setting

TELNET Error Message X]

. CLI Numker: 0
General Setfings Error Number: -2003
Error Message: 'Change TELNET port has failed. Port has been used for other
Encble services.'
Server Port: AI0B0 e - o]

Router(config)# ip telnet server port 11080

% Change TELNET port has failed. Port has been used for other services.
retval =-9003

ERROR: Change TELNET port has failed. Port has been used for other services.

© 2020 Zyxel Networks 49



0|48 EH MR TREE - J7Z0 1

1. HWERE SYS BN BériE
2. F#{E Reset #z§f 30 PR EZE] SYS ¥EFA2EMIE
3. JXpH Reset

RESET button

}AEHEE G Al - BN EE AB 1215 Reset (YA
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L R TRE - T2 2

e > IEETHEN > 5% EE > &E
REH
W BHHE

£'3
@ HisE
EREEEd

% e > ERBEE X
N\ - HERBEs R
m— /SR e
EEEE: system-default.conf
e EEREREEREE -
@ O U IFERARERE
O TEEIFERBEE - TEE F—ROBE
. | v e :
e O REEEGEREREER
«* O ZARESBVWERTERRTE » BERE I —XrIETE

ok | Cancel
£ |1 ERE=a =] SEBET 50 |v| 17 Bn1-810. HF817
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5 R

- =3

Router# configure terminal

Router(config)# apply /conf/system-default.conf
Set SW_WDT timeout: 60 secs

WTP System-log suppression: enable

WTP mail server '1' log_category/(all) is:all

WTP mail server '2' log_category/(all) is:all

USB Storage: off

WTP System-log suppression: enable

System-log suppression: enable

server category 'forward-web-sites' is : disable
server category 'ssl-inspection-traffic'is : disable
mail server '1' log_category(all) is:all

mail server '2' log_category(all) is:all
Router(config)#

© 2020 Zyxel Networks
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S EC A A AT E TR

{i FiConsole B i » A7 BIHGBIZIN ALl T2

& COM3 - PuTTY — O X

501 (BuildjPs
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L TR AHe] ey E E AE

- EHIB A% > T#E " startup-config-back.conf | & " startup-
config.conf |

@ MAINTENANCE

File Manager

Diagnostics
— Packet Flow Explore
— Shutdown

4| 2|3 |

Configuration File Firmware Management Shell Script

Configuration Files

% Rename W Remove| & Download | ¥ Copy [> Apply

1 lastgood.conf 29345 2020-10-08 01:58:09
2  system-default.conf 28165 2020-10-08 01:55:34
3 startup-config-back.conf 30188 2020-10-08 01:55:34
4 startup-config.conf 29785 2020-10-08 01:59:01
Page |1 of 1 Show |50 |v|items Displaying 1 - 4 of 4

Upload Configuration File

To upload a configuration file, browse to the location of the file (.conf) and then click Upload.

File Path:
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S EC A A AT E TR

- Copy ! startup-config.conf | #ypasswordHift " startup-config-
back.conf | Aypassword

:Il:startup-conﬂg—back.conf ] TEL

EEF) H/EE) #HHXO) BRNV) RE

I saved at 2020-10-08 09:50:47

! model: ATP200

! firmware version: 4.55(ABFW.0)ITS-WK26-194697

|
language Traditional_Chinese
i

Eardware—watchdog—timer start
i

software-watchdog-timer 60

i

gel sip

ge2 wanl

ge3 wan?

ged lanl

ge5 lan2

geb dmz

ge reserved

interface-name
interface-name
interface-name
interface-name
interface-name
interface-name
interface-name
|

username admin
|

encrypted—passwordI$5$cDKEY»Dz$Hih9cheIBIL9anI7Cath8ijddxlX3lO$Iuser—Lype admin

port-grouping lanl
port 4

port 5

port 6

|

bort—grouping lan2
|

bortfgrouping reserved
port 7

|

port-grouping dmz

<

E195), 5517

100%

Windows (CRLF)

UTF-8

|\ startup-config.conf I RER

EERF) \EE BAO) ®WRV)
! saved at 2020-10-08 02:
! model: ATP200

! firmware version:
1

Ei]
23:27

4.55(ABFW.0)ITS-WK26-1r94697
Hardware—watchdogftimer start

1

software-watchdog-timer 60

1

i ‘ace-name
interface-name
interface-name

interf
f
f
inLer{acefname
f
f

gel sfp
ge?2 wanl
ge3 wan2
ged lanl
interface-name ge5 lan2
interface-name geb dmz
interface-name ge7 reserved

BEssssssEEsEEEEEEEEEEEEEEEEEEEE

usernanc admin encrypted- password| RS

9wSTKx$Um4bDIPeYWE.

1ol l

poxtfgloup1ng lanl
port 4
port 5
lporL 6

bort—grouping lan2
]

port-grouping reserved
port 7
]

port-grouping dmz
1

éccount pppoe WAN1_PPPoE_ACCOUNT
rd
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SECE B E EAE

- ¥ T startup-config-back.conf | & HriE41% F{EFApPly

Configuration Files

@ MAINTENANCE

File Manager
x\ — Diagnostics Y Rename W Remove &. Download B Copy |[> Apply

N\ Packet Flow Explore
| —
— Shutdown 1 lastgocd.conf 29345 2020-10-08 01:58:09
2  system-defaulf.conf 28165 2020-10-08 01:55:34
| —
| 3 Newconf 29809 2020-10-08 02:08:26 |
2:03 4  startup-config-back.conf 30188 2020-10-08 01:55:34
@ 5  startup-config.conf 29785 2020-10-08 01:59:01
i
» Page |1 of | Show |50 |~ | items Displaying 1 -5 of 5

Upload Configuration File

To upload a configuration file, browse to the location of the file (.conf) and then click Upload.

File Path:
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Navigation Dashboard
Panel



Ll

FLEX200 FEH

e EERE

General

ZYXYEL usG FLEX 200

Advanced Threat Protection

Virtual Device

e

ZYXEL

USO FLEX
ZyWALL Security

,—wnm-,,—wmz-, ; - LANIDMZ

Bl | B -@- Q---

Rear
Panel

@ee®C@06

>

CPU Usage
1 2%
Memaory Usage
I 35%
Flosh Uscge
[ 15%
USE Storags Usags

0/0 MB
Active Sessions
| 405/600000
DHCP Table
l Host{s}

Mumber of Login Users

1

Device Information

Systern Mame
usgflex200

Serial Mumber
3202112200432

MAC Address Range
BC:CF:4F:B8:71:44 ~ EC:CF:4F:B8:71:4A

Firmware Version
V4.50(ABULO) / 2020-10-17 04:17:25

System Status

Boot Status
System default configuration

Systemn Uptime
01:23:31

Current Date/Time
2020-11-17 / 13:07:56 UTC+08:00

Current Login User

Tx/Rx Statfistics

=

Port Selecticn: P2

Tx

59



LiL
y!
il
TT]

[ ] ) /»_.
« Virtlual Device T gHf7YJ#A
« Example : VPN100 ~ ATP100
Different models have different virtual device panels
Virtual Device
ZY>:EL o —usB— . WANT - WANZ . LAN/DMZ 1
o “E:ET I I : D EE Nu.me.:lunl.
-:AAT;:'UE: o IO"I’?E"I_::: :'I / 255.255.255.0
Virtual Device
@ .9
EHEE ESEE
ZYXEL s WAN LANDMZ 12v= 24 P2 P4
Pogg . -] . Ew o
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Navigation Panel

« Main Dashboard Screens

Dashboard - show status information about the gateway

General

CPU U - N
eas Virtual Device
| 1 2%
» —usB— FWAN1--WANZq ———— LAN/DMZ ——————
Memon U XEL . R T
" esaeE - Rear >
o — .. ee, [ | ST -T- RS
§I ZYWALL Sacurtty L o=

Flesh Usage

] 15%

USE Storage Usage Device Information System Status

Systern Name Boot Status
0/0 MB usgflex200 system default configuration

Active Sessions Serial Number System Uptime
‘ ‘ 5202112200432 01:23:31

l 405/600000 MAC Address Range Current Date/Time

DHCP Table BC:CF:4F:B8:71:44 ~ BC:CF:4F:B8:71:4A 2020-11-17 / 13:07:56 UIC+08:00

o Firmware Version

1 Hostis) | | v4.40(ABULD) / 2020-10-17 04:17:25

MNumber of Login Users

1 Tx/Rx Statistics Port Selection: P2 7
Current Login User

. .. TX

Advanced Threat Protection

© 2020 Zyxel Networks
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Navigation Panel (1/2)

« Monitor Screen

Monitor - display status and

statistics information

EREAKE
- ABER
- BhEEER
- EEAFER
- ARSI ERE 4

N—
[ —
~ bFE
- BEFEHR=E
~ SSLiE&E
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Navigation Panel (2/2)

- Configuration Screen and Maintenance Screen
D el

(@ == (@)
L i BEEEES
— == .
~ R KL )
2 r— .
| ~—
— FARE/SEFhRAE

~ VPN

W swm

e — Web i

@ P RS
- REMRH Maintenance - manage the

% ~ ¥ configuration and firmware files, run
- the diagnostics, and reboot or shut

Cloud CNM down the ZyWALL/USG/VPN/ATP

~ Rif
~ HEEBRE
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Agenda

02 03

H@mn FrHEsE GUI S ERYFEEY
Port



HEEEANHE & Port?

e Port
o EERRRIIFLAL

Vivapivary

o HEER H4R/ N HLS S E RS Port. EX: Bridge, Vlan... &4

Port 4745:
RJ-45 port, USB port, RS-232 serial port

.
..................................

ZYXEL

SrES A
Port Role, Ethernet, PPP, Cellular, Tunnel, VLAN, Bridge, Trunk
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gz E GUI

© EEHME
+ BOE > 48 > N

The management interface category

PPP BE VLAN £ 53 i 48 i i3] VPNIEETH RS R T SR

BRIBEE

1— LAN/DMZ —
P1

P2

sfp (OPT) ®
IP/MAC 815 lan1 (LAN1) ® ® @® O
. lan2 (LAN2) c o 0O O
DNS A58 dmz (DMZ) oo 0o
~ VPN reserved O O @] ®
— BWM
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>

TR -

nnd

HYEE

35 (1/4)

Internal interface

« Connecting to alocal network (DHCP Server/Relay, fit Gateway %7€ )

External interface

« Connecting to an external network like the Infernet
(DHCP Client, 5 Gateway %€ )

General interface

Internal --> External (NAT)

# Edit Ethernet

Show Advanced Settings

General Settings

Encble Interface

Y external

...................................................

Interface Name:
Port:

Ione:

MAC Address:
Description:

: |intermnal

: |general

[Cptional)
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=
(1T
7/
[hnad

TEIHYTESH (2/4)

Internal Interface

Interface Propertiez

Interface Type:
Interface Name:
Port:

Lone:

MAC Address:
Description: (Optional)

IP Address Assignment

IP Adidress: i [192.16800
Subnef Mask: fzmassme [
[l Enable IGMP Support
@ IGMP Upsfream
@ |GMP Downstream
DHCP Setting
e ————— sassasiseanteianesy r———
P Pool Start Addiress: 192.168.1.33 Pool Sze: (200 | i
First DNS Server (Opfional): IyWALL v
Second DNS Server (Optional): None i
§ Thig NS sever (9rtengli. ......... None e :

© 2020 Zyxel Networks 69



>

(m

B3H (3/4)

Interface Propertiez

Interface Type:

Interface Name: wan|
Port: P2

lone: WAN

MAC Address:
Description: (Cptional)

IP Address Assignment

[ Advance

D Use Fixed IP Address

Metric: 0 (0-15)

© 2020 Zyxel Networks
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>

HYTE

3H (4/4)

General Interface

Interface Properties

Interface Type:
Interface Name:
Port:

ione:

MAC Addrass:

Description:

IP Address Assignment

= |general H
L] .

sf
P1

OPT

B8:EC:A3:12:C1:29

|

external, the device will add corresponding

(Optional)

When the Interface Type is set to internal or

default route and SNAT settings.

: © Use Fixed IP Address

IP Address:
Subnet Mask:

Gateway:

0.0.0.0
0.0.0.0

. O Get Automatically
gE‘ Advance

Enable IP/MAC Binding

Enable Logs for IP/MAC Binding Viclation

© 2020 Zyxel Networks
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VLAN

\l,

04




Agenda

O1 02 03
VLANY48 VLAN {EH{EE VLAN Web

RCE H H




VLAN (1/2)

« USG Flex/VPN/ATP 72 IEEE 802.1Q VLAN.

*  VLAN FHEEFERERTEL

- Tagged-based VLAN.

Virtual
Interface

Bridge

Tunnel Ethernet

PPPoE
PPTP Cellular
Port Grouping

Physical Ports

© 2020 Zyxel Networks 74



VLAN (2/2)

. HEFHY VLAN ID /12 1-4094

- & VLAN M HE2REEE —EE 8 VID

Virtual
Interface

Bridge

Tunnel Ethernet

PPPoOE
PPTP Cellular
Port Grouping

Physical Ports
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VLAN &

15

 VLAN Rouvting
« Single Port, Multi-WAN

L2 Switch

VLAN 10 VLAN20
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VLAN WebgtE HH

o EFE > 48B% > 1\ E > VLANE B EBAEEE

€ Add VLAN
Show Advanced Settings

Interface Properties

Interface Type: intemal ¥ @
Interface Name: vlan20
Ione: LANT » 9

b

] Advance

IP Address Assignment
192.148.20.1
255.255.255.0
[ Enable IGMP Support

@ IGMP Upstream

@ IGMP Downstream

Description: (Opticnal)

DHCP Setting

[ Enable IP/MAC Binding
[ Enable Logs for IP/MAC Binding Viclation

None
DHCP Relay
DHCPF Server

© 2020 Zyxel Networks
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VLAN B(EHVE A

TREAE Gateway Z#25 A VLAN 8 &
m/ D8 » Bx%2561F

ZLD 4.60 USG20(W)-VPN | USG40(W) | USG40(W) | USG110 | USG210 mm USG1900 | USG2200
Maximum of VLAN number

ATP100(W) ATP200 ATP500 ATP700 _
ZLD 4.60 USG FLEX 100 (W USG FLEX 200 | USG FLEX 500 | USG FLEX 700 ———
Maximum of VLAN number

128

ZLD4.60 VPN50 VPN100 VPN300 VPN1000

Maximum of VLAN number

128
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Bridge

035

\l,




Agenda

Ol 02 03
Bridge 11-4# Bridge fEFH{E3%  Bridge
Web 5z HIH




Bridge

o NI REEE.
i Ethernet 4 TH k% —4H VLAN 4MHE4HRL

- Ethernet /' E—HE#E L Bridge > Ethernet /)& _EAY IP K Routing
THREBL &R

. Bridge 1\ EMEEEN L Ethernet /) HAEE

Virtual
Interface
VLAN
PPPoE
PPTP Cellular Tunnel Ethernet
Port Grouping Physical Ports
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Bridge (£ H I

« Server fEHHY IP B Internet {5 FHFH[E4EE: IP
- it POC B RENZF FERAREZEME T 1/ LIERH Bridge mode

Bridge Interface
brOIP 172.16.1.33
Subnet 255.255.255.0
Gateway 172.16.1.1

Server|P 172.16.1.34
Subnet 255.255.255.0
Gateway 172.16.1.1
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Bridge /| HEZE

« ¥r¥¥¢ Bridge /1A

BRE > §% > /T E > fEEEs

& Add Bridge
Show Advanced Setiings

= Interface Properties

: Intertace Tyos: °
: zone: °

Member Configuration

sfp
wan2
lan1
for2

reserved

IP Address

I Description: ] (optienal)

R E
ex : [WAN1 and DMZ]

@ Get Automatically
Advance

: @ Use Fixed IP Address

IP Address: 172.16.1.33
Subnet Mask: 255.255.255.0
Gateway: 172.16.1.1 (Optional)

fiar A Bridge 71y IP Address

[ ox_J conco |

© 2020 Zyxel Networks
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PPPOE

\l,

06




Agenda

0] 02 03
PPP /142 PPPoE fEAI1R5E  PPP R
BB




PPP (1/3)

3t~ 1% PPP-over-Ethernet (PPPOE)

PPPOE E)ZHIFER1E xDSL IR1E

Virtual
Interface

VLAN

Bridge

Cellular

Tunnel Ethernet

Port Grouping

Physical Ports

© 2020 Zyxel Networks
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PPP (2/3)

« USG Flex/VPN/ATP $£{LtHY PPP /\ HE=
« ZyWALL/USG series

USG20(W) VPN | USG40(W) | USG60(W) | USG110 UsG210 USG310 | ysc1100 | USG1900 INeyyili]

System Default

User Create 2 2 4 4 8 16 32 32 32

#
1 X wanl_ppp wanl WANI1_PPPoE_ACCOUNT
2 Q@ wan2_ppp wan2 WAN2_PPPoE_ACCOUNT
K Q& sfp_ppp sfp none :
e AN A NN A AN NN NN NS EEE A EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEED © 2020 Zyxel Networks 88
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PPP (2/3)

« USG Flex/VPN/ATP $2£tHy PPP N EEE
e ATP/USG FLEX/VPN series

ATP100(W) ATP200 ATP500 ATP700
ZLD4.60 |5 FLEX 100(W)| USG FLEX200 | USG FLEX500 | USG FLEx700 | ATP800

System Default

User Create 2 4 16 32 32

ZLD4.60 VPN50 VPN100 VPN300 VPN1000

System Default

User Create 2 4 16 32
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PPP (3/3)
. 2R

* Nailed-Up

« Dial-on-Demand @ Edit PPPoE/PPTP

B BRERRE o BUFmYH

—RERE

RATE

THEEE

TESE: wanl_ppp

EATE: wan]

B WAN

i (=)
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PPP (3/3)

«  PPPELRIRRE
ZYXEL Atp200 @60 i

Eigie

TENERE miE VLAN EE = AE

RAEEMER

REREAS
WANT_PPPoE_ACCOUNT

Bl < 218]~13

UPnP
2 2 2 WAN2_PPPoE_ ACCOUNT
IP/MAC 172 9@  won2ppp wan TR
B4 2 e 3 Q& sfp_ppp sfp none
DNS RiZEH % 5. %18 SEET (0 |v| 7 BN | -32 3 works 91



PPPOE {i i

PPPoOE FEE FH Y WAN HYELR

PPPoE connection

Internet
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PPP HRHVECED B

*  PPP ST HRVIRSREE
+ L ISP EERE 0 RARSRERSEILN L
- FHRERIRSE ] DURIRFE A 2] [E#Y PPP 1 iE b

ISP #RS%

(@ * #

—
x§ - B’ Qe ¥ AE @ %k @UFEEs
+ MR8 # FAlpE  FERAA SERE2E
RV Y 1 SFP_PPPoE_ACCOUNT pppoe chap-pap
— BWM 2  SFP_PPTP_ACCOUNT pptp chap-pap
—_ Web 28 3  WANI_PPPoE_ACCOUNT pppoe chap-pap 7410291 4@hinet.net
@ ~ BEHRE 4 WANI_PPTP_ACCOUNT pptp chap-pap
— - TR 5  WAN2_PPPoE_ACCOUNT pppoe chap-pap
— &  WAN2_PPTP_ACCOUNT ppip chap-pap
By d =) | = 18 SEHT (50 v BTI1-626
EFE /B
AP REES
MON 224
IyMesh R5E
firiit/Geo IP
BR#5
B2
AAA (EfRER
REA

B © 2020 Zyxel Networks 93




s E PPP 2R (1/3)

o TstTier : X EMRIR
o € > Y4 > ISP Account

« 4F#EE ISP account ¥ EditisP Account Rule

FBHA:
FEEEEE:
ZiE:

EHTE#AER

EEZERFE:

Note: Service Name fE&BRZEDE - HZER R EGR

Chap/PAP v
74102914@hinet.net

..................................... —
.......... s s
100 (70 81)

0k Cancel |
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a5 E PPP 4R (2/3)

©  BE > 48E% > /1 iE > PPP

+ 3LE PPP A1

4 Edit PPPOE/PPTP X

s B

¥ BRAE

FEBE
NESE:
EENE:
B WAN
i (BiELE)

s
® EE

O BREE

74102914@hinef.net

EEaE:

1P IR
© SEEE 36.231.123.147
© ERERE IP fitk

© 2020 Zyxel Networks
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5 E PPP &R (3/3)

- 3rd Tier: ## (AR E Nailed-UP & e MATFE))
. 35> 48EL > /) > PPP
. B PPP /)i EE T PPPOE i

Eigie dy 5L § EiE VLAN [E 53 =I5 48 7% R VPNIEBENE MR T AR

BBH
— DDNS = TER
@ NAT ZEE QEH QSR @58 @ EEs guEseE
EHEERS - R — . T
LiE ] ?@ wanl_ppp wanl WANI1_PPPoE_ACCOUNT
:-:’ZnMPAC . ¢ 2 9 = wan2_ppp wan?2 WANZ2_PPPOE_ACCOUNT
B 2 B 3 Q8 sfp_ppp sfp none
DNS MEEHF g |5 #1m SEET [50 v 1
~ VPN
— BWM

— Web 238



Trunk

07

\l,




Agenda

01 02 03
Trunk /M8 Trunk EHEE Trunk

Web 5 E HIH




Trunk SR E& & Sl 20T
. iR 3 EARTEREE

*  Weighted Round Robin (WRR) =
* Least Load First (LLF)

« Spillover
»  F—{E%E Trunk FAYS M EED AT LA
« Active

« Passive ( HFELE Active Link dEE G A 2 BUH )
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Trunk e E=1HE(1/3)

 Trunk BEEEHME
©  BYE > HEEE > A1 > 4RESEER P SRS

mizs Z AR PPP FEmS miE VLAN EHE A5 miEs veNEENE B RS
ETEREE
RE
EERhEEE D
EEH WAN R B HFEREg
EE Miemnz
DDNS . ]
R NAT ENERGER ST ERE
SREERE ® SYSTEM_DEFAULT_WAN_TRUNK
ﬂg ALG O ERERENEKaET
EEEs
UPnP
IP/MAC #58
BB 2 R FERERE — —
DNS AR Q72 @ 5E @ ER @S
VPN
— BWM £ 0 B HoE SEET 50 v|f7 EETAER
— Web 258
~ BRMHRE EXBiE
+~ B2RE [ R MR UESE
L % = HE
= Cloud CNM 1 SYSTEM_DEFAULT_WAN_TRUNK lif
~ &R 10
L OsEEERe M Bk stworks 0



Trunk

1={{1%

£ (2/3)

©RRUE > G > JIH > SRESSECT R
© RHTERE (REEREOHELL)

System Default

: [ Edit E Object References

# Name Algorithm
1 SYSTEM_DEFAULT_WAN_TRUNK IIf
Page EI of 1 Show iterns Displaying 1-1 of 1
# Edit Systern Default E|
Weighted Round
N Robin
oad Balancing Algorithm Lec:si Load First ‘< =eesnenesl Least Lood First
S rasaNssEssEEssEs RS sEEsEEESEEESRERERERRRRRRERREEREE Spillover
# Member Mode Ingress Bandwidth ~ Egress Bandwidth
T wanl Active 1048576 kbps 1048576 kibps
2  wan2 Active 1048576 kbps 1048576 kbps
3 wanl_ppp Acfive 1048576 kbops 1048576 kKbps
4  wanZ_ppp Active 1048576 kbps 1048576 kbops
5 sfp_ppp Active 1048576 kbps 1048576 kiops
Page EI of 1 Show items Displaying 1 -5 of 5
oK
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Trunk &2 E=1H (3/3)

- BCE > MR > /1H > SRES R BT HIRES
- ERERE

€3 Add Trunk
Weighted Round
MName: Custom_Trunk_]1 Robin
] l-----------: Lecsi LO‘GCI F'Irsf
: Load Balancing Algorithm: Least Load First <v' Spillover
: Load Balancing Index(es): Qutbound < S UTBound
Inbound
. § Qutbound +
9 Add = w Inkzound
FPage of 0 Show |50 || items Mo data to display
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WRR {&

=t

 Weighted Round Robin (WRR)
« USG Flex/VPN/ATP {45 WAN 7 ifiEs E HIAE EE AT/ E 70 (Session)

Internet .

7 sessions

WAN 5[ FEEE

4 sessions
................................. ®
................. JEE 4 e 5 !
2 sessions é
<
..................... .. .-----................... 2 ...-.-.-.. .-............ 2
- 1 session ® S—
................. Y :
s e 1 ooy B ... ]
-_——
LAN Network

WAN Fy5EE

© 2020 Zyxel Networks
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WRR 52 EEH

COEEE > GRS > A1VE > GBI T
« WRR EHHMHE

[# Edit WRR

# Member Mode Weight
1 ISP Active | 4
2 IsP2 Active 1
3 ISP3 Active i 2

[2x]

ok cancel |

© 2020 Zyxel Networks
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LLF {5 FH B

« Least Load First (LLF)
« USG Flex/VPN/ATP =15 WAN JrEfVEEGREE (Session) - I EE &
ERIE Y WAN ) HI{E A E R

<,
ERTTTELERN o 1
v : 6 e
q @:--erenanss e -
4 —
Internet 198K/256K = N ............ o 3
e
LAN Network

Traffic volume/WAN bandwidth
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LLF 2 E=1H
. >

GERS > FME > GRS ST ERES

 LLFEHEM
i Edit LLF Zx]
Mame LLF
Loc:d Balancing Algorithm Least Load First |
Load Balancing Index(es) Outbound + |nb0u|"|
@ Add B Edit W Femove oM Move
# Member Mode Ingress Bandwidth Egress Bandwidth
1 ISP1 Active 512 kbps 512 kbbps
2 I5P2 Active 125 kbps 128 kbps
3 ISP3 Active 256 kbps 256 kbps
Page II' of 1 Show items Displaying 1 -3 of 3
ok cancel |

© 2020 Zyxel Networks
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15

Spillover £

« Spillover
«  USG Flex/VPN/ATP &&+5 WAN i —ERIFED R E &E AR IR H
#tJ#a Session 25— WAN 1M E

WAN {BILIE

Internet

LAN Network

WAN FHEES
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.A‘ﬂ_‘

Spillover X EE=E

BT > U > N > G AR

« Spillover AY&EH EHH

[# Edit Spillover

@]

Spillover

Load Balancing Index|es):

Page El of 1

|Du1bound + Inbou|v|

O Add B Edit W e e o e
# Member Mode Total Bandwidth Spillowver
1 ISP Active 1024 kbps {512 kbps |
2 I5P2 Active 768 kbps i 128 kbps :

Show items Displaying 1-3 of 3

"~ ok cancel |

© 2020 Zyxel Networks
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Trunk Failover (Active/Passive)fit

 Trunk Failover

55

* You can only set one of a group's interfaces to passive mode in a trunk.

« Example: Spillover algorithm
« ISP 1, ISP 3 (active mode)

* ISP 2 (passive mode)

« The passive interface (ISP2) is activated when all active

interfaces fail

Internet 256K /Active

WAN bandwidth/Connection mode

B
weeennnnnn ol |
: S

)

[ YTTTTITT e 2

L 4 S—
............. o 1

A
LAN Network

© 2020 Zyxel Networks 10
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Failover By EE1H

© EOE > §HER > SMH > SRESEECPETRES

« Interface mode configuration page

7 Edit Spillover

Name: Spillover
Load Balancing Algorithm: Spillover h-4
Locd Balancing Index(es): Qutbound h-4
@ Add & | |

1 ISPl : Active : 512 kiops 512 kiops

2 IsP2 ! Passive 128 kbps 0 kbps

3 I5P3 D Active 256 kbps 256 kiops

Page [1 | of 1+ o Show [50 | items Displaying 1 - 3 of 3

© 2020 Zyxel Networks ]é



Object



Outline

Ol
Zone

04
Address

02
User/Group

05
Service

03
AP Profile
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Zone Y4448 Zone HIE%TE



Zone FAFHI]

- — BN ERERBE—(E Lone EHA
- —{# Zone B A LB EZENH
« F#:H Zone BRI ERZE2EUR



What You Need to Know

« WAN, OPT, LANT, LAN2 and DMZ

* Intra- Zone traffic

«  fH[FE Zone &I T AFEY M HEEC VPN EERR =
* Infer- Zone traffic

AJE] Zone E&IAYS T HER VPN BRI =
« Extra- Zone traffic

*  NERER Zone BT E VPN EEHTE

© 2020 Zyxel Networks ]l



=t
WAN Zone

PPPOE1
Internet

DMIZ Zone

FTP server
192.168.100.10

VPN Zone

preneennne US_TUnne| ........... Y US: 172.100.10.1/24

e DE_tunne! ey o DE: 172.100.20.1/24

LAN Zone

. ...................................... ..l | | | | | LANT: 192.168.1.1/24
. ----------- " E ;
HTTP server S - I
192.168.100.20 H LAN2: 192.168.2.1/24

© 2020 Zyxel Networks
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THEXHY Zone E%1E

« YHZZHY Port, Interface Ed Zone ( VPN100)
« Port - ERHERFLAL
 Interface — a4 » FZI 7 A FH 2R B 2 400 28 {5
« Ione - & T HNHNZ 2 ERAVERE

LAN/DMZ
P& Pl

sfp (OFT)

lan1 [LANT) . ® .
lan2 [LANZ)

dmz [DMZ)

raserved

© 2020 Zyxel Networks ]é



-4

P2 P3
172.16.1.0/24 172.168.2.0/24

- WANT o - WANZ 4

zy>eL ||l Ty

Zone concept

Group interfaces into zones.

Enforce corporate security policy in or
between zones.

Example:

LAN to WAN: Allow
LAN to DMZ: Allow

WAN to LAN:

WAN to DMZ: Allow

1 2 P P2 P3 L
PWR [
svs [] Reser LNk
VPN100 Q AcTE

LAN

P4, P5 P6
192.168.1.0/24 192.168.2.0/24

* 0

P7
192.168.3.0/24

© 2020 Zyxel Networks
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Zone EIHEE (1/2)

© BE > Y > BB

=1
‘m} AX E
- BERE
—— ar Hig — =
].;{ A Qe @ &= §BE WUnsE
—
o 0 RoHOR ) ) GRET[D 6 e
— BWM
m—— Web iE EN3 b
8 - waunm B &= @EsE
- T2EHE . ZE — -
_ 7t 1 LANI lanl 4 —
— .. < 2 LANZ lan2 4
Eﬁﬁ:%ézﬁi 3 DMZ dmz 4
hAﬁl:Z)ﬁ EQ“E:E -~ 4  WAN wanl,wan2,wanl_ppp.wan2_ppp 5
R =
5 OPT fo,s5f 0
IyMesh REHS 6 SsLVEN Stp.sTp_ppp ;
firilt/Geo IP e v 4
BE#5 ec_
HER 8  TUNNEL A
AAA 5[] =-mR SEFA (50 [v 7 FT1-878

© 2020 Zyxel Networks lg



Zone EIHELE (2/2)
o EBE > Wt > B > 45uE

4 Edit Zone

Group Members

Name: LAMT

Member List

=== |nterface === === |nlerface ===
ISP lan
I5P2
I5P3
reserved

]+

© 2020 Zyxel Networks lf
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User/Group

-+ [EAETREEER
- aolmin TS A I R0 - S
| mee | abiies | lognMethod)

Admin Users

WWW, TELNET, SSH, FTP,

admin Change ZyWALL/USG/VPN/ATP configuration (web, CLI) Corssle

Look at ZyWALL/USG/VPN/ATP configuration (web, CLI)

Iitee @i Perform basic diagnostics (CLI)

WWW, TELNET, SSH, Console

Access Users

Access network services

user Browser user-mode command (CLI) IR, TBENBL, S5
guest Access network services WWW
ext-user External user account WWW
ext-group-user External group user account WWW
guest-manager  Create dynamic guest accounts WWW

© 2020 Zyxel Networks ]i



Web GUI of User/Group (1/2)

© BE > I > ERE A
W

@ Add A User

User Configuration

User Name : usera

User Type: user b

Password: e

LRENPEL s et

Description: Local User

Authentication Timeout Setfings @ Use Defaulf Settings D Use Manual Seftings
Lease Time: 1440 rinutes
Reauthentication Time: 1440 minutes




Web GUI of User/Group (2/2)

© BE > I > ERE A
¢ HHE A

5 Add Group

Configuration

Description: (Optional)

Member List

............................................ "
=== Object === : === Object === i

ad-users usera

billing-users : userb .

ldap-users :

radius-users T —

trial-users

uc-users

m m © 2020 Zyxel Networks ]i




AP Profile

\l,
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APIZEE4E(1/3)
¢ PUESEREEHIETIA

o AP EHFEAT,E CAPWAP
o THEXA[UE 8 5 AP (fEAEESMINNE AP License fYE T )

« ZyWALL/USG series

UsSG110
USG40(W) UsG310 UsG1100
ZLD 4.60 USG210 UsG1900 UsG2200
- St ZyWALL110 A A --
8 8 8 8 8 8

Default (free)

Maximum 24 40 72 136 520 1032
License Add 2/4/8/64 Add 2/4/8/64 Add 2/4/8/64 Add 2/4/8/64
upgrade Add 2/4/8 APs Add 2/4/8 APs APS APS APS APS

© 2020 Zyxel Networks ]g



APIEET4E(1/3)

« USG FLEX/ATP series

ATP100(W) ATP200 ATP500 ATP700

ZLD 4.60 ATP800

USG FLEX 100(W) USG FLEX 200 USG FLEX 500 USG FLEX 700

Default (free) 8 8 8 8 8
Maximum 24 40 72 264 1032
License upgrade Add 2/4/8 APs Add 2/4/8 APs Add 2/4/8 APs Add 2/4/8/64 APs  Add 2/4/8/64 APs

13
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APIZEE 114H(2/3)

« VPN series

VPN100 VPN300 VPN1000
Default (free) 8 8 8 8
Maximum 40 72 264 1032
License upgrade Add 2/4/8 APs Add 2/4/8/64 APs Add 2/4/8/64 APs Add 2/4/8/64 APs

13
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APIZEE 114H(3/3)

N WLAN fZH]E3
SHBHY AP B

ZLD4.60

LyWALL/USG/USG FLEX/VPN/ATP

* Compatible APs

Supported Managed AP
NWA3160-N WAC6503D-S
NWA3550-N WAC6553D-E
NWA3560-N WAC6103D-!
NWAS5160N NWAS5123-AC
NWAS5550-N WACS5302D-S
NWA5560-N NWA5123-AC HD
NWAS5121-NI WAC6303D-S
NWAS5123-NI WAC6552D-S
NWA5121-N WAX650S

NWAS5301-NJ WAX510D
WAC6502D-E WAX610D*
WAC6502D-S

© 2020 Zyxel Networks
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Rz RlZsTRE(1/4)

fE ] ZyWALL/USG/VPN/ATP 4535 AP

AP GEHEAY
Manual -8
Always accept VaERES

@ B
ZEHISRRE

Taiwan

© 2020 Zyxel Networks 13
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Rz ZSTIRE(2/4)

SERY Always Accept

o AP BLAGPERIZHS o PERIZEEIE AP fITE] Mgnt AP list

Mgnt. AP List AP Policy AP Group Firmware:
Wireless AP
Mgnt. AP List Controlier
[ Ecit W Remove Reboot Jf DCSMNow df Log @ Suppression On @ Suppression Off
# IP Address MAC Address Model Mgnt. VL...  Description + R2 Mode / Profile / ZyMesh Prof...
1 192.168.1.33 AD:E4:CB:7C:FB:AD WACGS503D-5 AP / default / - default 1 a AP-AQE4CB7CFBAQ AP / default2 / -
FPage D of 1 Show items Displaying 1-1 of 1

«  Monitor/ AP List

mRTRE

| AP BE Top N APs

BEIERLRATE

APBE

E&AP

A0 Q@ =

& & &

CPU £FIE P fullt

1 (] AP-BSECA3B5236C  32%

£ |51

MAC firik
192.168.1.34 BS:EC:A3:B5:23:6C 0 0

Show [50 || ltems

& 246G ME 5G &= HGRER
Tue Mar 23 2021 11:4...

Displaying 1 -1 of 1
w 2uzu cyxel Networks

13
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Rz ZS TIRE(3/4)

A, Manual
o BEIES> G > AP EF:
© AP MESPERIS A © BEEREETOHE AP LA Mant AP List

AP List Radio List Top N APs Single AP

AP List

Mgnt. VLA... Last Offin... LED status Power Mode
0/- NJA

Displaying 1-1 of 1

#  Status Description & CPU ... IP Address Model Group Station Recent On... Registration MAC Address
1 &  AP-AQ:E4:CB:7C:FB:AQ 192.168.1.33 WAC6503D-5 0 Un-Mgnt AP AD:E4:CB:7C:FB:AD

Page EI of 1 Show iterns

o FEIIIAA G on-line AP
I AP BE EETEE Top N APs ESAP
BETEMITE

AP 5E
- x ® &
CPU #£HE P fitdit MAC firfik IE& 246G 055 5C =30 EERE
1 (/] AP-BSECA3B5236C  32% 192.168.1.34 B8:EC:A3:B5:23:6C 0 0 Tue Mar 23 2021 11:4... 13
© 2020 Zyxel Networks 5
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=€ AP Profile

A8
G4

E > Vit > AP
Radio profile
SSID
- SSID list
- Security List
- MAC Filter List

Rz ZS TRE(4/4)

@ RIE
— B ﬁﬂg
VPN
ﬂ‘ - BWM
. Web 8
- B2
— 2R
iR - me
— &1
Qe ERE/A

2

AP BREHS
MON BEHE
IyMesh B E#HE

default
defauli2
Disabled-2G
Disabled-5G

EREI =]

2.4G
5G
2.4G
5G

SE8T |50 v T

none

none

none

none

BTl-4274

© 2020 Zyxel Networks
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Agenda

Ol 02
Address Address Group

VIR E R IE



Address

o ELE > Wk > firhk/Geo IP > firkE

fir firdit & 48 Geo IP
an
@ ® -
L o - IPv4 i35 E
— - . S
~ VPN . Z 4 25 @
k — BWM # Efa EEEL IPv4 {31k &=
e Webmm | DMI_SUBNET  INTERFACESUBNET  dmz-192.168.3.0/24 0
+ BRALEE 2 IPstodRelay  HOST 192.88.99.1 0
— 2RI 3 LANI_SUBNET  INTERFACE SUBNET  lan1-192.168.1.0/24 0
f@} - it 4 LAN2SUBNET  INTERFACESUBNET  lan2-192.168.2.0/24 0
— B 5 RFCI9181 SUBNET 10.0.0.0/8 1
% fEmE/FA 6 RFC1918_2 SUBNET 172.16.0.0/12 1
AP REHE < 7 RFCI918.3 SUBNET 192.168.0.0/16 1
MON 8EHE = = _
e 21 B.#18 BEET @ Add Address Rule @
IyMesh R EHAS
firiit/Geo IP :gsTGE
RiE MName: |PC | SUBNET
HRE Address Type: [HosT oo b eenees P> |INTERFACE IP
INTERFACE SUBNET
IP Address: 1192.168.1.33 | INTERFACE
GATEWAY
GEQGRAPHY
FQDN

© 2020 Zyxel Networks



Address Group

 Address Group
EPERIEEAH IP M0

€ Add Addresz Group Rule

Group Members
Name: Clients
Description:

Address Type: Address v

Member List

——- Object == = : —— Object ===
RFC1918_] : Client_
RFC1918_3 p Clhamil
RFC1918_2 e :
LANT_SUBNET
LAN2_SUBNET
DIZ_SUBNET
IPétod-Relay
WIZ_VPN_LOCAL
WIZ VPN REMOTE -

© 2020 Zyxel Networks



Geo IP
Geo IP % IP fir bk B (BIR ~ BE)ETOHE » BEE

REZEEBUOREH

2235 Content Filter license A EfE

firsik k=2 c| Geo IP

@ BT )
— A5 - PvamuE
K\ + VPN QeI 5E W BE BUEES
— BWM # BiEa k] IPv4 firdit
e — Webma 1 DMZSUBNET @3 grisfritiRa K
~ BEMRE 2  IPétod-Relay
| i % Lt sosn %ﬁ} ......................... ‘TGIWGH| .................
— 4 LAN2_SUBNET  : )
—_— B s REC1918] AAHRE: ' GEOGRAPHY kd :
% ~ ERAE/EA 4 RFC1918.2 ‘ME ‘- Taiwan |v§
e < e B e
— MON REHS

— IyMesh BE4AS
fittit/Geo IP
~ [RB#
— HE

it

o] Cancel

© 2020 Zyxel Networks 14
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FQDN 714
- FQDN firht-94:

@ CONFIGURATION
IP/MAC Binding

Layer 2 Isolation
DNS Inbound LB
Web Authentication
Hotzpot

i Security Policy
Cloud CNM
VPN
BWM
Security Service
Device HA
Object

Ione

User/Group
AP Profile
MON Profile
IyMeszh Profile
Address/Geo IP
Service

IPv4 Address Con

Address

LAN

WIZ

Address Group Geo IP

) Test Result

Test Status:
206.190.36.45
95.138.253.109
98.139.180.149
2001:4998:0058:0c02:0000:0000:0000:00a%
2001:4998:000c:0206:0000:0000:0002: 4008
2001:4998:0044:0204:0000:0000:0000:00a7

X

68.3.0/24

68.1.0/24
68.2.0/24

12
/16
14.30.0/24

© 2020 Zyxel Networks



Wildcard FQDN Object

FQDN pattern supports wildcard

& Add Address Rule

MName:
Address Type:
FGQDM:

google

FQDON

*.google.com

© 2020 Zyxel Networks
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Service

« TCP Application (Transmission Control Protocol, IP protocol 6)
« UDP Application (User Datagram Protocol, IP protocol 17)
* ICMP Message (Internet Control Message Protocol, IP protocol 1)

* User-Defined Services

© 2020 Zyxel Networks ]‘7‘



Service ¥14E% 1€ (1/2)

© B > U > IkEs

« Add one service

Configuration

1

2

3 AUTH

4  Any_TCP
5  Any_UDP
6 BGP

Protocol=51
TCP=5190
TCP=113
TCP/1-65535
UDP/1-65535
TCP=179

Service Service Group

[ T T B e T B )

€ Add Service Rule

Mame:

IP Protocol:
Starting Port:
Ending Port:

service
TCP
8888
8888

TCP

UDP

IChP
ICMPwvé

User Defined

© 2020 Zyxel Networks



Service Y14E%%E (2/2)

«HE > I > B > IR

IR I AE4H

Add Service Group Rule
P

Configuration
Name: HTTP_Group

Description:

Configuration

=== Object === -
AH
AlM
AUTH
Any_TCP
Any_UDP
BGP
BOMJCUR

BOOTP CLIENT -
1 »

© 2020 Zyxel Networks
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BWM



Outline

O1 02 03
BMW BMW 5% E BMW [RE |

THREST4E



Fe{a[{£ F BWM?

-+ ARHIREEREEH
- BEEERERESLIRR

=

WAN side



BWM

. Eﬁz}fﬁ BWM

RSB RN PR B T AE G R
. %> BWM

bl
| B BWM
‘m pr—4—1) B A4 ] 5

©
BE
© iz BiR Bk BE Q FFH oMNED
B ik BWMER FHE R AEHE SNEOTE dGE BRI DSCP B E#H  BWM ER/ERE/LEELE DSCP ..
default shared any none  any any any  any any any nof7/nc/7 preserv...
=1 |3 .13 SEHT (50 v| 7 Brl-121

© 2020 Zyxel Networks lg



BWM J57 (1/3)

- BWM type: Shared
FiA IP/users L2 45 E/HE

User A
192.168.1.33

: ‘g User B
Internet 192.168.1.34

© 2020 Zyxel Networks
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BWM FH#Y (2/3)

- BWM type: per-user

Sales Dept. (Shared 15Mbps)

Iﬂij% H:$§C Sales Dept. (5Mbps per user)

15Mbps 20Mbps 15Mbps 20Mbps

15
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BWM Type (3/3)

« BWM type: Per-Source-IP

m%ttﬁﬁ Sales Dept. (5Mbps per-source-IP)

Sales Dept. (Shared 15Mbps)

192.168.1.3

192.168.1.34 15Mbps 20Mbps 15Mbps 20Mbps

15
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HEEBICIEFFHY BWM (1/5)

- 2 AN ERIREEZEBGatewayEH X - BIMNTHGEEER
10Mbps.

- 2HEFRPRE R 100Mbps 2R T {H X

- Gateway [KHEFHEARME.

15
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HEE BIElEHY BWM (2/5)

« Case 1: [Bil|2E%
| Trafic | Rate | Max.BW Usage | Priorty | ClientResult
T1 7 No ] 7

T2 2 No 1 2
- Case 2: HH[ERYZERIRF] - I H-& BB AR E EHTIEE
e | sote | Mox oW sege | oy | Clenfesu
T1 5 Yes 1 5

T2 5 Yes 1 5

Max. means Maximize Bandwidth Usage

15
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HEE BIEEHY BWM (3/5)

« Case 3: &5fEZE 2Mbps, T1 B Max. BW Usage
e L | v L | ciciions

2+6

T2 2 No 1 2

« Case 4. E&EfEZE 5Mbps, Bt Max. BW Usage
o T2: HATEEESREMRH 2Mbps

e | Rete | ax. W Usage —r—
T1 5 Yes 1 SRS

T2 5 Yes 1 2

Max. means Maximize Bandwidth Usage

15
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HEE BICEHY BWM (4/5)

« Case 5: BW Priority
| rete | moxow vsoge | Fety | Clenfesu
T1 8 Yes 1 8

T2 10 Yes 2 2

« Case é: SESHEREAKBIHERE
| Traffic | Rate | Mox.BW Usage | Priority | ClientResult
T1 10 Yes 1 9.99

T2 10 Yes 2 = 0.01

Max. means Maximize Bandwidth Usage

16
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HEE BICEHY BWM (5/5)

« Case 7: Incoming Rate over the limit of all available BW
e | sete | s oW ge | pirty | Clentseso
T1 40 No 1 6.6

T2 20 No 1 3.3

« Case 8: Maximize Bandwidth Usage

raffic | Rote | Max. BW Usage Ciient Resul
T1 2 Yes 1

2+0~4

T2 4 Yes 2 4+0~4

Max. means Maximize Bandwidth Usage

16
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IR

Internet
4
é
g 1] mmEan l
............. '..............:
é é
Guest
Per-Source-IP
512k / 512k
—_— —y—
IP1 P2

Mary Abel

© 2020 Zyxel Networks ]g
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BWM

BWM #2{it Shared/ Per user / Per-Source-IP =5
THEZ: = Shared

Per-source IP: &l IP #EAHHFEIHVAREECE

Per user: &8 AR EHAEMEEIHEELE

X IE > BWM i/ drig

BE

Configuration
Enable

Description:

Criteria
User:

Schedule:

Incoming Interface:

Qutgeing Interfacs:

Source:
Destination:
DSCP Code:
Service Type:

Service Object:

any
none

any

any

any

any

any
service-object

any

© 2020 Zyxel Networks 16
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BWM 5t 7E

- outbound & inbound FIE&H

By connection initiator
« Initiator - Responder: Outbound

* Responder - Initiator: Inbound

“Inbound” Traffic

............................................ [
fofone Connection (Setup) Direction
B T T LT T T T TP P P PPN
‘Outbound” Traffic
Connecﬁon Responder < ............................................

Inbound BWM

From Zone

A

Initiator

© 2020 Zyxel Networks
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BWM 55E

. 5 > BWM

|&# Edit Policy

Create new Object ~

Criteria
User:
Schedule:
Incoming Interface:
Outgaing Inferfacs:
Source:
Destination:
DSCP Code:
Service Type:

Application Object:

DSCF Marking

DSCP Marking

» Bandwidth Shaping

Guaranieed Bondwidth

any b

none w7

any 7

any 7

FC >

any -

any >
(@ Service Object @ Applicotion Object
EifTomrsnt w7

Inbound Marking preserve hd COﬂﬁgUre hOW mUCh
Outbound Marking: preserve - bOndWidTh can use.

Inbound: 44 kbps (0 : discbled) Pricrity:

Maximize Bandwidth Usage Maximum:

Outbauna: a4 kbos (0 disabled)] Pricrity:
Maximize Bangwidth Usage Maximum:

o

4]

NN RN N R NN NN R R A N AR A NN RN NNEAAANNENENNNNAENENEAEEEEEAEEED

kbps

Cancel
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Types of Unified Security  Configuration

Firewalls Policy Flow



Types of Firewalls

« Packet filter firewall (Layer 3)
WA BB RIEA AR/ H ALk T ie & i e

- Stateful inspection firewall (Layer 4)
NMEERE P RHAVAR/ Havfrik - Bigd T EMr EREIVEHAT
TCP Session state

TCP Sequence number

« Application Proxy (Layer 7)
- fREWITHHEM BN (A - EAERGEE)

© 2020 Zyxel Networks ]g



Firewall

o BEWPHKAEFHAIE R ERAE Zone EIRAYELRHESFT Allow -
Deny = Reject V&
* InZLD, we call this “Z#44E5E1E Security Policy”

Untrusted Network Trusted Network
(Internet) (Enterprise Intranet)

Zone (WAN) Zone (LAN)

© 2020 Zyxel Networks
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Zone Protection

- Firewall i£353%4] ZONE Z 8y Traffic $24Lf5:E

Firewall Rules

WAN 1. WAN fo LAN Deny
2. WAN to DMZ Allow e
3. LAN to DMZ Reject

17

®2016 ZYXEL| 0



A

TR 2 S

» Directional security policy behavior

@ LAN

‘ VPN Tunnel
" -:-:555555555555555555;55;'):9'(" ~ T

Firewall Rules

LAN to WAN Allow
DMZ TO WAN AHOW '..
VPN to WAN Allow

SSL VPN to WAN Allow

VPN to LAN Allow DMZ
WAN to LAN Deny

Any to Any Deny

Noohrhwd =

© 2020 Zyxel Networks l?



oy Security Policy (1/2)

* jir Firewall FRAIEE UTM SRR SR Ry B — 1% HIAR Al

Firewall Rules UTM Profiles
Zone App. Intelligence
Source IP . Content Filtering
Destination IP . SSL Inspection
Destination port
User

Time

17
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¥4 HY Security Policy(2/2)
IR BRI R IS T R

e From : LAN
« To:WAN

- [FEfkil - BaErn g e Bite

Traffic on Both sid ill be scanned
Internet (WAN) con porsiges W

Initiator (LAN)
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Application Content Filter SSL Inspection
Patrol



Application Patrol

17
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pEE APP Patrol?

+ BN HREM ) ~ BGERIER]

o WER - SPEENPYE S 3,000 fELL A Web ER BT B

¢ SBELATREE: YR - DA

. HRIEHE social media, gaming, P2P and other Web apps 724 .

© REESEST>EEEN

Categorize
Identify

Google Apes for Busiw
EY.. . Y f]

Google Apss for Businass
) E - PANDORA
e A . B .
Mones ORACLE — % ) Office365 TL NETSUITE
IDOR. o e
PANDORA [ ifcq ORACLE  |ionoffice

- Productive apps: Priorifize Prioritize
- Acceptable apps: BWM
Non-productive apps: Block

Control

iSkypey i'ﬂm
1S ] l] ;::_ m BitT:ramnl

BWM Block

© 2020 Zyxel Networks 17
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App Patrol

Add profi

-7—5

H

BE.

(1/3)

App Patrol profile management page

ZERs

& Add Rule APP7351
App Patrol
General Seffings

Home:
I —
" =L
Profile Management Wal e
R

e

Add: [ Ecit W

1 default_profile

Page EI of 1

Signature Information

1]

-~ My Application Query Resull

Search applications

@ Search Application s) By Name [

]

@ search Application(s) By Category

Current Version:
Signature Number:
Released Date:

Update Signatures

[ Roufing: 6/15
[E Terminal: 0/é

Application service: 0/38

Instant Messaging: 0/79
[C] Netwerk Management: 0/17

Audio/fVideo: 0/131
Database: 0/13

File Transfer: 0/7

Mail: 0/10

O] Network Service: 0/322
[ security Service: 04

Microsoft Office: 0/1
Peer to Peer: 0/56
:0/6

Displaying 1-1 of 1

B Thin Client: 0/17 Tunneling: 0/3%

Wap: 0f7 Web: 0/2192 webmail: 0/34
32
Query Result
Q|  FiterBy Tags: | chat * social_netwerk * web * mobile ¥ gaming * remofe_occess * mm_streaming * M
E # Applicafion Category Tag Action Log
1 aknator g CGame mobile gorming forward log
2 allslots_casino = Game web gaming forward log
3 angry_birds H Game mobile gaming forward log
T4 anipang H Carme mobile goming forward log -
= H

4

SEEEEEENERERRRRES '
‘Add To My Applicafion § Reset J| Cancel |

Select applications

Add selected apps to profile

© 2020 Zyxel Networks



App Patrol 32 EHIH (2/3)

- App Patrol profile management page

ZERs fEREAKE

Info X

@ Profile Game has been saved. A profile takes effect only when it is applied to
a security policy.Apply this profile to a security policy now?

Select Yes to apply to a security policy

© 2020 Zyxel Networks 17
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App Patrol 32 EHIH (3/3)

- App Patrol profile management page

BIE i FERREAKE
&» Apply Game to a security policy [
[ Show Filter

IPvé Configuration Select security policy to apply

IPv4 Source

LAMI1_Outgaing

sl _Outgoing
3 9 DMZ_to WAMN
4 9 IPSec_VPM_Outg...
5 9 55L_VPMN_Outgoing
& ? TUNNEL_Cutgoing  aTUNRMEL any (Exclu... any any nene al... ne
Page of 1 show items Cisplaying 1 - &6 of & -
-+
ok ] Cancel

© 2020 Zyxel Networks
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App Patrol ]

« {EH App Patrol [R&l{&EFH Facebook




Configure App Patrol (1/3)

BRE TR

App Patrol

m.= Application
"8 Patrol

Profile Management

Add App Patrol profile and add the application
object e

Eannasee

default_profile 0

(8}

EE

Game
@ Add Rule APP9939

Page |1 Profile Management

My Application Query Result

Select Action and Log

e

Query Application
® search Application(s) By Name

Apply the App Patrol profile to security policy © Search Appicaionfs) By Categary

[ Antivirus: 0/3 [ Application Service: 0/38
[ Behavioral: 072 [] Compression: 0/2
[T ERP: 0/1 [ File Server: 0/27
[0 Game: 0759 [ Instant Messaging: 0/79
[0 Middleware: 0/18 [ Network Management: 0/17
[ Printer: 0/6 [T Routing: 0/15
[ Telephony: 0/2 [T Terminal: 0/6
TETRERTN = O wap:0/7 [ web: 0/2192
Query Result
Filter By Tags web % 'mm_streaming % im_mc % file_transfer X soci

gaming * webmail

facebook_messenger Instant Messaging
facebook

facebook_Login

facebook_apps

facebook_video

[ Audio/Video: 0/131

[ Database: 0/13

[ File Transfer: 0/7

[ Mail: 0/10

[0 Network Service: 0/322
[ Security Service: 0/4
[ Thin Client: 0/17

[E] webmail: 0/34

[ Authentication: 0/10
[ Encrypted: 0/8

[ Forum: 0/15

[0 Microsoft Office: 0/1
[0 Peer to Peer: 0/56
[T $tandardk: 0/6

[ Tunneling: 0/39

ial_network * volp ¥ mobile ¥ chat * 4

B g

im_mgc file_transfer social_net...
im_mc chat social_network w...
im_mc chat social_network w...
social_network web mobile g...

social_network web mm_stre...

Note: An application can has multiple APl. The user can add the API to application object separately.

forward
forward
forward
forward

forward

Add To My Appli

© 2020 Zyxel Networks




Configure App Patrol (2/3)

& Add Rule APP993%

Add App Paftrol profile and add the application e g
ObjeCT Query Result

My Application Rule

Summary

Select Action and Log RITTIEL -

W Remove & log¥ & Action¥

1 "facebook_live " Audic/Video
2 'fccsb[mkimessenger 'Instom Messaging
. . . T i
Apply the App Patrol profile to security policy : ,:ZZ:Z‘:ZC_LDQM —
5 'focebook_qpps 'Web
& 'fcxcebook_v'\deo 'Web
7 "tacebook_mail "Webmail
Page |1 of 1 Show |50 |»|items

4
web mm_sireaming

'imjnc file_transfer socicl_netw...
'im_mc chat social_network we...
'im_mc chat social_network we...
’sociol_neMork web mobile ga...

v
social_network web mm_strea...

r
webmail social_network web

4 4
drop log alert

'dmp 'Iug alert

'dmp 'Iug alert

'drup 'Iog alert
’dmp 'IDg alert

gglet .k
forward log alert

drop X _
reject playing 1 -7 of 7

 Save £ 1§ Concel | save ]
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Configure App Patrol (3/3)

Add App Paftrol profile and add the application Profic Management Tl o
object ©Ada @ e
- "" # Name Description Reference Action
: 1 default_profile 0 E55
q H 2 Game 1 =)
Select Action and Log : 3 Facebook 0 S
E Page D of 1 Show iterns i D\'sp\c;fing 1.—3 of 3

Apply the App Patrol profile to security policy ===+

& Apply Facebook to a security policy [Z1]
Show Filter

IPv4 Ceonfiguration

IPv4 Sour... IPv4 Des...

v “hone
9 DMI_to_WAN any any none all... no
9 IPSec_VPN_Qu... alPSec . any any none all... no
? 8SL_VPN_Outg... =35l VPN  any (Exc... any any any none al... no
9 TUNNEL_Outgo... aTUNNEL any (Exc... any any any none all... no
Page El of 1 Show items Displaying 1 -6 of 6
[ ok |

18
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Content Filter

- {tpEERE Content Filter?
« Content Filter BVEZE
« Content Filter &4

18
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HpEERE Content Filter?

-+ REBEEANFET R e
-+ BREHEFIN Z R
- REBECERCEETRIT - [HESES

Search Engine
. AOL

. Google

. YAHOO

Malware Phishing

m McAfee’




Content Filter V5% %E (1/2)

- Content Filter profile E¥ H &
e T

- - - o | & Access Denied I3 ‘
Profile Trusted Web Sites Forbidden Web Sites
Web access is restricted. Please contact the administrator. (Shopping)
=, Configuration
General SeHings =L Walkthrough Q Troubleshooting ¥ content Fitter

Enable HTTPS Domain Fiter for HTTRS traffic @ oo

Drop connection when HTTPS connection with S5L V3 or previous version Please link to https/ zyxel.comhomepage.shtml for web access policy
e . cpage. .

Content Filter Category Service Timeout: [1~60 Seconds)

Message to display when a site is blocked E 5 = o
7 it Fi dmiEProfile
:Denled Access Message: |Web access is resfricted. Please contact the odm'ln\'siroforE' """ E Edit Filter Profile BPP ‘ﬁiﬁ

: http:/ A, zyxel.com/homepage shiml E R IR S BiEE

—R®E
Profile Management _
@ Adc : ove c s s ‘ BFF |
R Fy— e — it ‘ Business Productivity I| (Ei2iE)
E 1 BFF E Business Productivity Protection o
E 2 CIP E Children's Internet Protection a BiESafeSearch
2.3....’?'.'*?E—.EE‘."?'?..E"""""""""""""""""""""""""""""""""""">

Page [1 ] of 1 Show - HERSEES R

EHABEETH

ERESENNEE -
FOBEIATNEE v
ERARSEEE R FRNEE v




Content Filter g

(2/2)

« Content Filter profile configuration panel.

E IR

# Edit Filter Profile BPP

h={{{2

ETEE
WHES

@P2P /i [F) Residiential IP4E [F] Usenet #68
[ Web Mail OEN=REERH W=E R
F % AZERSHAE M OR=2
DEeEs (8 O EAREER [SRCEN -}
[sf-1-3 W REaR BEE B AD#R
OArsfARe Ozn=ERN O 4MER
O ==/ 2REH OE=R= OEEAe
B mae [t s ) B
OFETa [SE B ¥ EERE
ODEEwA O=8/E5keE O=&F#s
[SE1 For1 ¥ TtrEs (St i VE ]
[ 3 W EEE (S 7N: 1.3
B EieE O 528N O #HES

3 OwEes DEssE

s Bx® /08
B i’-}lﬂ;!il skl ) ) ]
OFEE /=8 eIk ) OEFzN
Wk 1 W mEs ¥ 158
FEzEr:En FeRaEEs B =eaEEn
A BERETR ¥ aEsinn HERELE
N 1] 7
« HIE “URL” BRUREEE B
! N 2
Test Web Site Category Message x]
URL to test: hitp://www.youtube Content Filter Category: General
:' N - HTTPS Dornain Filter Cate s General
H Test Against Content Filker Category Server [ > gory
If you think the ccﬁeoor« is incorrect, click this link fo submit a rﬁquesf to review if. “

© 2020 Zyxel Networks



Content Filter s

{5 Content Filter [H$Z IGN K 4H[EEAII A8 1L

& ESEFIUE LM G K IHE - R I HIRIYXEL B
J7 R R

Google
*  YAHOO

Game
IGN

M

18
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% 7€ Content Filter (1/4)

BIE LR

Configure the Redirect URL and Content Filter profile

Use "URL fo test” function to check
the website IGN’s category.

Select the category on Managed Categories
Apply the Content Filter profile to security policy

Check the Result

WEIEIE

REHE
Profile Trusted Web Sites Forbidden Web Sites
-
=, Gonfigurat )
General Seltings ~ * Wzlm%%ﬁglf\n 13 Troubleshooting

¥ Content Filter
Enable HTTPS Domain Filter for HTTPS traffic

Li]
Drop connsction when HTTPS connection with 35L V3 or previous versicn
Content Filter Category Service Timeout:

10 (1~80 Seconds)
Meszzage to display when a site iz blocked
Denied Access Messa Web access is restricted., Please confact the administrator
Redirect URL: hitp:/fvawnw zyxel.com/homepage shiml
Profile Management
Q Add L
: 1 BFP Business Productivity Protection 0
2 ocre Children'’s Internet Protection 0
B L o L eererererererereenanaet
Page |1 of 1 Show |50 |»| items

© 2020 Zyxel Networks
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% & Content Filter (2/4)

. | s 1 .
Conflgure fhe Redirect URL and Contentf Filter proflle f you think the category is incorrect, click this link to submit -—quasf fo review if.
: Message
Use “URL to test” function to check : Content Fiter Cat -
8 1 onrtent rFilter Laregory: (=ames
the website IGN's COTegory' HTTPS Domain Filter Category: Games
Select the category on Managed Categories

E Managed Categoriez

E [7] Advertisements & Fop-Ups [F] Alcohol/Tobacco 7] Arts

H [E] Business [E] Transportation £l Chat

Apply ‘I‘he Con"’en"’ F|H‘er prof”e 1‘0 Secur”‘y po"cy. E [E] Forums & Newsgroups [C] Computers & Technology [E] Criminal Activity

. [ Dating & Personals [ Download Sites [[] Education

-5 _g Enfertainment [ Finance [ Gambling
_._ E}_gr_‘n_e_s_ . [ Government [ Hate & Intolerance
[ Health & Medicine [ llegal Drugs [[] Job Search

Check fhe ReSU” [0 streaming Media & Downloads [ News [ Non-profits & NGQs

[T Nudity [l Personal Sites [[ Politics
[C] Pornography/Sexually Explicit [[] Real Estate [E1 Religion

BN ——d /\
EHE

Tezt Web Site Category

hitpy fwnnw.ign.com

UREL to test:

© 2020 Zyxel Networks
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2 7€ Content Filter (3/4)

¥ smeREL2
B RIS
¥ &R
£5
fiEus

SE Z VR

-
Beih.
R
EEE:
Use “URL to test” function to check P

the website IGN’s category. enEmOTE:

Configure the Redirect URL and Content Filter profile

Select the category on Managed Categories
Apply the Content Filter profile to security policy.

Check the Result

LANT_Outgoing

LANT

(B

any [Excluding IyV |»

< BS BS BSBEE

General Sefiings

¥l Encble Folcy Conral

IPv4 Configuration

Asow Asymmetrical Route

L]

1
2
a
4
5

© @000

LANT_Outgoing =

LAN2 Oufgoing  =LAN2

DMZ_fo_WAN

IPSec_VPN_Out... =/PSec
551_VPN_Oufgo... =3

Policy

[ show Fitter

ony (Exclu...

ony (Exclu..

. ony (Exclu.

any (Exclu...

any
any
any
any

any

any
ony
any
any
any

any
any
any
any
any

any
any
any
any

any

none
none
nane
none

none

allow no
allow no
alow no
allow no

alow no

¥

© 2020 Zyxel Networks
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% & Content Filter (4/4)

- FRAEGEIRILFHGRE L H RS H

Configure the Redirect URL and Content Filter profile

- a X
|« O gT - & senen ol @
& Access Denied x (LT
Use m U R L 1.0 TeST” fU ncﬁon .I.o CheCk Web access is restricted. Pleasc contact the administrator. (Games)

the website IGN's category.

Pleasc link to http://www.zyxel.com/homepage.shtml for web access policy.
Select the category on Managed Categories ‘

i . ) ) Unlock Networking  © (Jj7a
Apply the Content Filter profile to security policy. Possibilities with Cloud ;-,'(;
Nebula Cloud Networking and Management Solution =Y 4

nebula

Check the Result ~ sereesemcensen >

© 2020 Zyxel Networks ]g
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HTTPS Domain Filter

19
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HTTPS Domain Filter JEFH&IE

~y

« %3 HTTPs Domain Filter THEEEJE#E3E 105 FEIERIAY HTTPs AR
wadh o Bl - Bl - BE - 2. F

HTTPS Domain Filter

Pornography o U McAfee Domain Name @

.............................. Query
Detection &

v HTTPS
Gambling . . Requests
‘ ‘ .............................. » Classification Center B - Other premium Services <@rererenennnanas
f Classification (E.g.: Anti-Virus...)
Violence $ ...................... »

.............................. - %E

19
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HTTPS Domain Filter 448

FEHH Content Filter License

pek HTTPS 7843

o RZEELA SSL-Inspection

o BT[N HTTPs AY7FHL

« E#E5T¥E, IyWALL/USG/VPN/ATP sE4afHEE NS EBH SR Ay
HTTPs 72EY

- {ERERRE domain, TIEEEE: URL

19
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HTTPS Domain Filter £%5€ (1/3)

- Content Filter general settings

2L
i

a%

~

~ A

~ VPN

— BWM

— Web 38

~ BEMREE

— L2
ERERKE

4|28 23

FreEEl
EENEBIE

REHS fEE/R L ADL

V] BIAHTIPS WEBERE/ES

[Eig/&nEm: 54088
fEFSSL V3E EERAFRISSLEEHTIPSH EETE
NEBED RERZESERRE: 10 (1~60 ¥ E)

e LR SN PHINC

EIRENTIEE: Web access is restricted. Please contact the administrator.
S3EE URL: http://www.zyxel.com

© 2020 Zyxel Networks

Note: SSL Inspection has higher priority than HTTPS Domain Filter

19
8



HTTPS Domain Filter £%5€ (2/3)
 Domain Query Tool
4R

REHAEHE

el il

Tezt Web Site Category

URL to test: | hitps:/fwww.facebor

Test Against Content Filter Category Server

If vou think the category is incomrect, c: ick this link to submit arequest to review if.

v

Message

x]

Content Filter Category: Social Networking
HTTFS Domain Filter Category: Social Netwarking

© 2020 Zyxel Networks ]Z



HTTPS Domain Filter £%5€ (3/3)

« HTTPS Domain Filter Block/Warn Page

REHRS /2L

B4
@ = —g ¥ content Filter
R o (mEESERAN O
-_— RIFRHTTPS AREEER/Z5
T ERETER ] 05 ]
—_ Web 33 EESSL VIS EERARISSLEEHTIPsSH EEE
@ + BRHREE MERESRERSSERR: 10 (1~60 FoEY)
- TR
% EEELE EHEREEFERAAE
BESNTERAE: Web access is restricted. Please contact the administrator.
PEEER E#EM[ URL: https://www.google.com

P e Y

© 2020 Zyxel Networks
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HTTPS Domain Filter fH#E /452 H

i A htps://www.facebook.com

HTTPS Domain Filter B8 [H 4 /452

‘7_‘

|| Access Denied [ ]

Please link to http:/www.zyxel.com/hom

age.shtml for web acces:

‘Web access 1s restricted. Please contact the administrator. (Social Networking)

s policy.

ZYXEL

Unlock Networking >
Possibilities with Cloud

Nebula Cloud Networking and Management Solution

2 Q

qQ»
o\7a
\J

ZN

nebula

© 2020 Zyxel Networks 20
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https://www.facebook.com/
https://www.facebook.com/

HTTPS Domain Filter Logs

- Category: Blocked Website Logs

BivE Log
View Log View AP Log Dynamic Users Log
Show Filter
Logsz
Cotogory:

Email Log Now | @ Refresh | & Clear

#4+ Time Priority  Category Message Source Destination Note
1 2018-01-13 04:12:... alert Blocked web sites  www.facebook.com : Social Networking. Rule_id=1, 551=N [HTTPS Domein Filter)  192.148.1.101:2%48 B0 51,15.87.346:443 WEB BLOCK
2 2018-01-1304:12.... alert Blocked web sites

Page EI of 1 Show items

www.facebook.com : Social Networking. Rule_id=1, 55I=N [HTTPS Dorngin Filter] 192.168.1.101:2962 B0 31.13.87.36:443 WEB BLOCK

Displaying 1 -2 of 2

Blocked web sites  www.facebook.com : Social Networking. Rule_id=1, 35I=M [HTTPS Domain Filter)

© 2020 Zyxel Networks
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Geo IP &

15

- [H#EREEZR/M (continent) &
- H[HET IP irsk B2 ERIEIZ
« HET IP address/range/subnet 2l[#5E 2
Ex: 5¢E US IP 8.8.4.4 it a8, BUKEERIENR/ L GBI ER - A 8.8.4.4
e H .

Allow

HES

'?."Y “;',i -:.-'5555555555555555555555;@'" e %

© 2020 Zyxel Networks 22



Geo IP ThgES 48

+  Geo IP 0] DI aRAEIE4EES _EHY{E 3 R st B &I,
«  MaxMind &R ER LT 100% ErERE IP 3 B &R E
W T BT
i
- 8.8.8.8 firiAEEY IP
168.95.1.1 firfr & &l 1P
131.111.150.25 {ir ARy 1P
203.32.178.10 friAey 1P

© 2020 Zyxel Networks



Geo IP =

« GeolP 2Z...
« USG/ATP %%l : Content Filter H i —IER#

« VPN &%« —IEAET EENIIRE (Geo-Enforce)
o (& Address P4 EH

« GeolP H[L...
o« EHZ{FHy Security Policy / BMW/Web Auth./ DNS Inbound LB/Session

Control.

- AJEfTESE IP 2EEER.

© 2020 Zyxel Networks 22



Geo IP #5%€E (1/4)

- Address object HHEHHE

firht tirtit B4 Geo IP
=
(@ = IPva il
- v &l
— R
Kk - @ [+ Eiis:-| 7
~ VPN # B E i IPv4 fir ik
T WM | vahes W FORN ... GROOCOM )
— Web 3i2 2 Africa I GEOGRAPHY ¥ Afiica-Al : © #E A=A
I 5 China R GEOGRAPHY . : ,.)
83 - zem i : 2w
+ 4 Germany = GEOGRAPHY ™ Cermany-All H H H
— : : - ks GEOGRAPHY x|
5 Japan : GEOGRAPHY (o] Japan-Al H : B
Eig R H H I HhE: Bl Taiwan H v
6 Taiwan = GEOGRAPHY i - = Hitann H
FERAE/EA . Bl Taiwan-Al E @sENEEEEEESEEEEESEEEEESEERRESEERRESEEEsEEEEEana’
AP BRES < 7 USA -:u. _?_E.O_?ﬁ/??rw = United States-All H
MON @3as 8 H-8888 HOST 8.8.8.8
IyMesh BEEE 9 IPétodRelay HOST 192.88.99.1 [ ok |
firtit/Geo IP 10 DMZ_SUBNET INTERFACE SUBNET ~ dmiz-192.168.3.0/24
R 11 LAN1_SUBNET INTERFACE SUBNET  lan1-192.168.1.0/24
Hii2 12 LAN2_SUBNET INTERFACE SUBNET  Ian2-192.168.2.0/24
AAA fAIfEES 13 RFC1I918_1 SUBNET 10.0.0.0/8
sEA 14 RFC1918_2 SUBNET 172.16.0.0/12
& 15 RFC1918.3 SUBNET 192.168.0.0/16

© 2020 Zyxel Networks



Geo IP %5 (2/4)

« Geography IP EXHEHHA
-

@ * B/ E R EH
— - B 20210311
R nE EETHRA: 20210311
. BTkRA:
“ VPN =
& iz 7]

— BWM ZEEGEENEENT RERSENRER - Lo
—_ Web 2 hvd G HE- |- Taiwan ‘V‘
L - -
gl o ;
S ot S8 E5— - 25l525.52:550

& EREE:

fEfE/aA 4 e mipvansmming)

AP Eﬁii‘fﬂ '1 v BlAustralia

MON SBEHES Sl S NN rry-yeyererryrey-r- S ;

C |

IyMesh REES Oz s m- unce

fithit/Geo IP s - @R IPv4 firkt

i35 S EmToiwanAl SUBNET 10.251.31.0/24

2] R eSS e .

£ ey B 50 F

Y- & EHE HEET (50 | &

z:’"ﬂ B P B4

ISP E%E HhE: ‘Jc:pon ‘ HhE bl 0

2
~ Cloud CNM [®] Japan , Asic © 2020 Zyxel Networks 8




Geo IP 5% 5E(3/4)

+  Geography IP &3 H 1 -# A& & M 5

D firh/Geo IP

@ 4 & B AR fE
— ﬁ*: . | e Japan i EEEE & ]
-+ L T T T T L] | -
S T B e : [*] Japan ) Asia
R aw > 1009000 0 A0 e
—
~ VPN

~ BWM
—_ Web 3
@ ~ BE2RE
— - TERHE
S o

Eig

ERE/E <

AP REAS

MON B#BEES M- ‘.i‘. Aftica |v| HEFIE E| Algeria N

N . B Angola

IyMesh €A S E Benin

firlit/Geo IP = Botswana

BRFS B Burkina Faso

gE Burundi

E Cameroon

AAA S8R 23 E= Cabo Verde

T & Central African Republic

ﬁ?gﬁﬂ I Chad

boh &= Comoros 20 Zyxel Network 20

ISP IE%E Republic of the Congo - | U Lyxel Networks 9




Geo IP % 5E(3/3)

« Security Policy B HHE -2 IF 3BT EIMEE

m e T BETRES
+
—~ == —mEe
& +~ #AiE V] RS
B + VPN
 BWM IPva 85
Fm——— Web iE SETEHEEE
3 _ssune QR
Bg.. #%. IPvA 368 IPva BRI BRI EEE OBEE O BfF log
% ER FRFHR(ADP) IR ? Block_China al ANI aWAN any aChina any any none deny log alert
FE ik gzt E ‘.2......"9.....rc;r.lllll(.).df.é;)irlla...._-.\___._L.}_%I.\!T_I........(;;;yr.(I.E;(.C.IIJ.(;i.n.é.i;:’WKL.L.)....(].r.|;'.........c].r.\;'..........(.].n.y.'.....c;u:;y......rllz).n.é.".(SIIIE).\R/.".IE).QI..""-
- REMH 3 ? LAN2_Oufgoing  alAN2 any (Excluding ZyWALL) any any any any none dallow no
- ufF 4 9 DMI_to_WAN a DMZ aWAN any any any any none dllow no
+ Cloud CNM 5 ? IPSec_VPN_Out... =lPSec_V... any (Excluding ZyWALL) any any any any none dalow no
: ?g;ﬂﬁﬁi <] ? SSL_VPN_Outg... =aSSL_VPN  any (Excluding ZyWALL) any any any any none dalow no
= 7 ? TUNNEL_Outgoi... aTUNNEL any (Excluding ZyWALL) any any any any none allow no
8 9 LAN1_to_Device  alANI IyWALL any any any any none dallow no
? 9 LAN2_to_Device alAN2 IyWALL any any any any none dallow no
10 ? DMI_to_Device a DMZ ZyWALL any any aDe... any none dallow no
11 ? WAN_to_Device aWAN ZyWALL any any aDe... any none dllow no
12 ? IPSec_VPN_fo_... =alPSec_ V... ZyWALL any any any any none dalow no
13 9 SSL_VPM_fo_De... aSSL VPN ZyWALL any any any any none dallow no Zyxel Networks



Geo IP 5% & _FRVRRH]
. Geo IP fri-fJi R S AR A R B

@ Add Address Group Rule Fx
Group Members
Name: Geo_|P_test
Description: ] 5
Error Message
AdcressType: 9
CLl Numizer: 2
Member List Error Number: -43040
_ Error Message: "Join member info address-object group has failed.
=== Object === P I I T Lyt - o T
RFC1918_1 E Geo_IP_Ching E “
RFC1918.3 DLANTSUBNET L
RFC1918_2
LAMNZ_SUBMET .
DMz SUBNET Address object type:

IPstod-Relay Geo_|P_China: Geography
LAN1_SUBNET: Interface Subnet

-

|__ok__J| Cancel
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SSL Inspection

© 2020 Zyxel Networks 2;



Ffa]FEEE SSL Inspection?

« SSL (Secure Sockets Layer) f&FTA~4E (EX: HTTPs)

- ErNERELZ2ERY, - BinASRANEE  BtREE
2 R
o FEEHRES T DIFER SSL N E R R g EE

» SSL Inspection K NE & R E b iR R RE A Hin N T L2

© 2020 Zyxel Networks 2;



SSL Inspection

» SSL inspection JFINE N AR % UTM IHRERL 0] DA N A #TT
N

UTM Check
« Content Filtering
- IDP
* Anfi-Malware
+ Application Intelligence

Encrypt Decrypt
Packet Packet

© 2020 Zyxel Networks 2l



What You Need to Know

SCHERHVEEE
- DES / 3DES / AES

SCERHY SSL N ohaR i 4

o SSLv3
e TLSVI

SCARHVRLSE
 ZyWALL/USGT10/VPN100 and above
» FLEX/ATP series

PRI /EY 12 certificate Wi {E{EE A Z certificate
A kb Anti-Spam/Email Security

© 2020 Zyxel Networks 2,]5



SSL Inspection A% E (1/4)

 Add Profile

EAEAKE
AEER
pRER
EENEBE
ARGERIERE
Pl ]
BrHFRS

IPGISNEEE

SSL s REME
wEas HIAE  BAORE

—RRERE

ARSZETEES ECDSA-RSA-1024 |~

@ Add rule

General Setings

EIx]

Name:

Description:

CA Cerfificate:

SSL/TLS wersion supported minimum:

Action for connection with unsuppoerted
suit:

Action for connection with untrusted cert
chain:

35L_Inspection
defoult

|ss|3 |"| Log: |n0 |V|
= ] tog:lro d
|poss |v| Log: |Iog |V|

o] cancel |




SSL Inspection JE%E (2/4)

- EEG/ER

Monitor Report

s

e IR N
FiiiE=2 BERN
—MRERE
WEHFTER
mREANE ARAE
i e ——- -
el [ e
INTTETE] [
P SSL EeBAE 0
s EBEEH 0
TEE (Kb): 0
TN (Kb): 0
HHEFEEE 0
EBIESR 0

B TR KB THRE I DK

& EPEPass Session R T

© 2020 Zyxel Networks
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Maximum Concurrent Session

« ZyWALL/USG/VPN series

ZLD 4.60 USG110 | USG210 | USG310 | USG1100 | USG1900 USG2200 -VPN

Maximum Concurrent Sessions 1000 1000 3000 3000 3000 5000
1000 3000 3000 1000 3000 4000

« USG FLEX/ATP series

ATP100(W) ATP200 ATP500
m USG FLEX 100 | USGFLEX200 | USGFLExs00 | ATP700 ATP800

Maximum Concurrent Sessions 2000 2000 3000 4000 4000

© 2020 Zyxel Networks 2é



SSL Inspection A% xE (3/4)

+  Exclude List : 35akBypassE B4R T MBS - 7t - B
s » ETREABRE N AR B

@ BRIE

. E —fREE
K . W EEEaSEE
— HRAREE
~ VPN TR
— BWM O & 5E §ER
— b 2
~ TR HEEE 1 *google.com
- - RS 2 *zyxel.com
% mREEX(E £ B #1E SEET (50 |v] 7

© 2020 Zyxel Networks 2;
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SSL Inspection Y

£|S|B1 713

i

3

SMAREE
+ R
+~ VPN Ei38
- BRMEER

ERELNE
AEBIE
mEERR

SSL s

A E (4/4)

Certificate Cache List

s

RSB ELE R

JONASZ

RIEREVESE
JET?EEHEEEE
D@ HETREE
# fEERRAET KR HEAZH ERBEHET SSLikA BRIt BRERE (¥
T O 2021-03-15 ... *facebook.com edge-chat.facebook.com TLS1.3 31.13.87.1:443 86400
2 O 2021-03-15 ... *ftpe8-1.ina.focdn.net video.ftpe8-1.fna.focdn.... TLS1.3 203.74.69.18... 86400
3 8 2021-03-15 ... *ftpe8-4.fna.fbcdn.net video ftpe8-4.fna.focdn.... TLS1.3 203.74.69.21... 86400
4 0O 2021-03-15 ... *fiped-1.fna.focdn.net scontent.fipe8-1.fna.fbc... TLS1.3 203.74.69.17... 86400
5 O 2021-03-15 ... *.ftpe8&-2.fna.fbcdn.net scontent.fipe8-2.fna.fbc... TLS1.3 203.74.69.81... 86400
é Q 2021-03-15 ... *ftped-3.fna.fbcdn.net scontent.fipe8-3.fna.fbc... TLS1.3 203.74.69.14... 86400
7 8 2021-03-15... *ftpe8-4.fna.fbcdn.net scontent.ffpe8-4.fna.fbc... TLS1.3 203.74.69.20... 86400
8 O 2021-03-15 ... uplead.video.google.com safebrowsing.googleapis... TLS1.3 216.58.200.4... 86340
9 & 2021-03-15 ... *facebook.com staticxx.focdn.net TLS1.3 31.13.77.15:... 86220
10 4 2021-03-15 ... *facebook.com scontentocfbedn.net TLS1.3 31.13.87.5:443 86340
1n o 2021-03-15... *.facebook.com www.facebook.com TLS1.3 31.13.87.36.... 86220
12 Q 2021-03-15 ... *.gstatic.com ssl.gstatic.com TLS1.3 172.217.160.... 86340
13 4O 2021-03-15 ... *.google-analytics.com www.googletagmanag... TLS1.3 74.125203.9... 86280
14 2021-03-15... *.facebook.com facebock.com TLS1.3 31.13.87.36.... 86220
15 Q 2021-03-15 ... www.google.com www.google.com TLS1.3 216.58.200.3... 86220
16 O 2021-03-15... *.google.com play.google.com TLS1.3 172217.27.1... 86220
17 ™ NI N2 1R * o ~melA e e mancla ~ana TIel 2 1N 177 19K QLN
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SafeSearch

22
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SafeSearch IHEE/ 45

« SafeSearch on ZyWALL/USG/VPN/ATP
- HPHEEINEE NG EIG
« SZEETE ERZEZEN S [
«  Z=Hf{# Content Filter %1
« HE—(k SafeSearch &,

- Filtering sexually explicit video and images from search result pages.

© 2020 Zyxel Networks 2%



SafeSearch

- W EEL[BESHAEE

N
~

| A3

THNE (EREEBRE A SES)

When SafeSearch is on, sexually explicit video and images will be filtered

from search engine result pages, along with results that might link to

explicit content.

< C | @ Sec

Google

G red crowned crane -

Go x

https;//wwwv.google.com.tw/sea: fe=act

red crowned crane $ Q

Al

Maps  More

About 1,690,000 results (0.31 seconds)

hiips /ien wikipedia org/wikVRed-Crowned_crane v
The red-crowned crane (Grus japonensis)
18 simpified Chinese: F3TR#%: pinyin: danding hé; Japan
tanchézuru. Korean: £
crown’ and T8/ES’ means
Description - Ecology and bshaviour - Status - Culture

crane (taditional Chinese: F31%
e PR or r6maii
romaja: durumi; the Chinese character J3* means ‘red. TH/IK' means

Red-crowned Crane | International Crane Foundation
hitps /www savingcranes org/species-field: glMe fred-crovmed-crane/ v
Red-crowned Cra

nly crane species that have white primary feather
dn, and a large white band extends from behin
The majority of the body is pure white with the exception of black

jult forehead and

ihe eyes and meets

secondary and
POPULATION ~1700 ~ 2,000  HEIGHT ~158 em
1

WEIGHT ~75kg. 17-22Ibs  TREND: Declining

red-crowned crane Fact Sheet - San Diego Zoo Global Library
library sandiegozoo.org/factsheetsired_crowned_crane/red_crowned_crane hmi v
by Balearicinae (2 species of crowned cranes) Subfamily Gruinae (13 3
Grus Species: Grus japonensis. Taxonomic History and Nomes
s Japane: Manchurian crane, known in Japan as tancho (*red mountain'
Grus japone
Taxonomy and History E«hawm and Ecology - Reproduction and

SafeSearch on

r

f

Red-crowned <
crane

The red-crowned crane, also called the
Japanese crane or Manchurian crane, is a
large East Asian crane among the rarest
cranes in the world. In some parts of its
range. Itis known as a symbol of luck
longevity. and fidelity. Wikipedia

Sclentific name: Grus japonensis
Phylum: Chordata

© 2020 Zyxel Networks



Y $&HY Search Engine

 Yahoo, Google, Bing, Yandex
- A9, Alltheweb, Altavista, Ask, Youtube, Lycos, Otange

22
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SafeSearch Y EH

bt

« SafeSearch Fy{EHAFEEEA SSL Inspection

- & SafeSearch IjsERA - firewall €3 1—BRERF R EIHEZFH
URL E.

https://www.google.com.tw/search?¢qg=Red+crowned+crane&safe=active

ieorch URL with SafeSearch P Search URL
q [ ETETTTIITT I I T T T T I T T ® o L NI I T T T T . )
........................................ P = y [CELTTTTIETTETRCTRETPIRRTENTY o
f SafeSearch Result n% 4 SafeSearch Result

© 2020 Zyxel Networks 2§



SafeSearch THEELE

« SafeSearch

R 2T P

1
SH

[ Edit Filter Profile BPP

R A A =HIEEE

—mRRE
£ 'BPP |
R |BusTness Productivity || (E1EHE)
V| B ASafeSearch |
B RAEE S BRS
EHFBESER
EEEEINB v
RAOBRETHENENE:
ERIE BB EEERFMAISE: v

© 2020 Zyxel Networks
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VPN Overview



Agenda

0] 02
(FER: VPN? Efa{E ] VPN?




{1FEE VPN?

« VPN = Virtual Private Network

+ VPNHIEZZE | A MRS ) - BEST T ERIARRSI BT T
% R ORE P E S Y Se R MR B -

22

© 2020 Zyxel Networks 9



Virtual Private Network

WA VPN ZILHB ARV R E SN S REHET VPN S
B M NE B LB PR BRI R PR R Se B 1 B

= ;95

R

Can’t

v v

Y- ‘ L
- -

AN VPN

© 2020 Zyxel Networks 2
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R
2 VPN?



RISEH
o IEBAEES TR F T E R R R R AR S

- EEEREN T e
- fREmREAERA R ZEFI SRR

Headquarters
Amazon VPC
SB/SMB S
Office Nl _—
mployee
— ol S
——
VPN300 ZyWALL VPN Firewall VPN50
VPN Firewall ‘fﬁ\ % VPN Firewall
Branch pe Qg’
< g SecuExtender
zs VPN Client for
Window/Mac 05
VPNI00 Travelling
VPN Firewall Employee

© 2020 Zyxel Networks
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FERI

- HE - PREMVERI FIERAY A EEERS.
o R BT U R A FI AR R

O
4

'v.,.
e

“

N
n
.
N
¢ N
n
n
| |
*
g

¢ n

2
e
a

-.u.ila.

23
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VPN 418 1E?




FNEEE AR SRR “TAE " ?(1/2)

FAE4ERE V.S AR YA
« RS EAE B
- ARSI R AR

o

;;'_

& < AVl
M el

Peter = o
o REZEE HEAEN:



AR AR HEEREE “RAE? (2/2)

¢ VPN =3 AR ERSE R
© R B B T
¢ PATHRET DA R B R A (S A2 %

AJ{Z{T: = (Peer) Authentication
724> = (Data) Encryption

Encryption

Authentication A
Ny >

Still not in confrol
But (Peer)Trusted and (Data)Secured

23
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Avuthentication

« Avuthentication HES BB EBIEE.

* i I'm Alice

I'm Alice

A

You're Alice
g i

Password Retinal  Finger Print

23

© 2020 Zyxel Networks 7



Hash Algorithms JE& %

- ARBREERETEREX
©  RERR A

MD5
SHA-O
SHA-1

SHA-2

SHA-3

1991
1993
1995

2001

2012

(2%4-1) bits
(254-1) bits
(2%4-1) bits

(264—1) bits

(2128-1) bits

128 bits
160 bits
160 bits

256 bits(SHA-256)
512 bits(SHA-512)

224 bits (SHA3-224)
256 bits (SHA3-256)
384 bits (SHA3-384)
512 bits (SHA3-512)

Note: Name with Blue is supported by Security Gateway

Designed by Ron Rivest
Withdrawn shortly after publication

The standard was no longer approved for most
cryptographic uses after 2010.
Designed by the NSA.

Designed by the NSA.

Itsinternal structure differs significantly from the
rest of the SHA family.

© 2020 Zyxel Networks
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Encryption

AR C Vet e Sy NS e

HE - K
(Goodbye, pal)

Authorized

BA7CE203 G0030200
LB7125G0 024FG002
IBDO3C0OO0 887525C1
B7125G0 024FG002
BDO3C0O00 887525C1
F4F3D41 4242434E
'6C2F4F 553D4553

2AA4D 04143B75
"DED9 B57C659E
‘'96DB 7D7F743D
014D 410800CS8

01208600 37D14D0O0O
53D03C00 AD722500
01A07700 37D14DO00O
53D03C0O00 AD72250C

4F553 5341424
6469204
4AF3D414

24 0003424

024E4E4F OOB1D3]
8833BOCC 2957EE
DFO38D7F Al4217
4F571C83 535C0/
C820EEO07 FAAOF
9A36DD29 454EQ
9AS54E072 ' SA14C

ChEfETY m?7?

(What is this22)

h ...................... SolelgY/o) oIl ...................... >
03003802 996CB7BA OEG0161B G0021C06

HA > L
(Goodbye, pal)

N

Authorized

© 2020 Zyxel Networks



Encryption Algorithms

24
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Encryption JH%1(1/2)

«  Symmetric key encryption (EEZI0%) i1 ~ FBEEEERE
I?Lﬁ(ﬁ lil&ti%%)ﬂ%%ﬁ%%%ﬁ MRS A AT E
B EX: IPSec

DES, 3DES, AES

Share secret key

(Same key is used to encrypt
and decrypt message )

Sender )
de Receiver

24
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Encryption JH%1(2/2)

« Asymmetric key encryption (FEEEINE) : MBS
RS EMEEMFRNENANE R ERALE SR AT M
FEE NS VENTE(EX: HTTPs)

RSA, DSA

1. Generate Key Pair 2. Public Key Exchange
Hello! Y6u'W$I Hello!
.............................. ENCRYPT [HECOnsnmiini A D\ DT iy
—— ——
Sender . o Receiver
f Public Key @ Private Key

24
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Encryption JHE X

« DES(Data Encryption Standard)
- 3DES(Triple Data Encryption Standard)
« AES(Advanced Encryption Standard)

m Published Description & Note

1977 56 bits Developed by IBM
« DESis now considered to be insecure due to the
56-bit key size being too small

3DES 1998 168 bits + Applies the DES cipher algorithm three Senderes
to each data block
AES 2001 128 bits (AES128) * AES has been adopted by the U.S. government
192 bits (AES192) and is now used worldwide

256 bifs (AES256)

© 2020 Zyxel Networks 2‘;



VPN 5%

« VPNs B DLE remote-access (connecting a computer to a
network) Eig site-to-site (connecting two networks)

-+ &HEFEHBY VPNs £l
« |Psec VPN(site-to-site & remote access)
* L2TP over IPSec VPN (remote access)

 SSL VPN (remote access)

© 2020 Zyxel Networks 23



VPN Types

e Remote Access VPN

192.168.1.0/24

« Site to Site VPN

v
% PO ™ - EETECTTITE [ RRRrr T ERRRS PY q P ™ T ® %
Gateway A f Gateway B

192.168.1.0/24 192.168.2.0/24

24
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IPSec VPN % 7E

 |PSec VPN % EE R
- SA B
- JSEE T VPN @iy EE,
- NEATAREENHE VPN, {5 ER SRR R =4 24 VPN

Gateway A
192.168.1.0/24 T

/\j/\lP\% 4 S i LLI [ “‘)\,\|P% 5
19216810 VPN 3 A B ﬁfws%%m

192.168.1.0/24
HEY IP 48E% Hy IP 4EE%

192.168.1.0/24

192.168.2.0/24

© 2020 Zyxel Networks 24
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VPN 5E

WAN NT'E VPNRFIRERZFEER | VPN RE

WAN (REZZES I HE & | SRS ENE

F—ITTE HEE A RABEmEaRe | 28R VPN RERT

BEERL - SIEAVPNEERIAT | SRHEm B TR
PUEBABRS - PR -

© 2020 Zyxel Networks 2‘71
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wla =l

EFh

i

1
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Agenda

Ol
Intrusion
Prevention

(A=BGE)

03
Malware
Blocker

(BEREEHE)



Intrusion Prevention(A {ZB7E




IDPE E RS 1L

- |DP

a—

ax¥ AE

ABHRTEIDPEEMAS

— R

EinEEFEG B FERESER—BH

CONFIGURATICN
Licensing
Registration
Signature Update
t Wireless
Network
Interface
Routing
DDNS
NAT
Redirect Service
ALG
UPnP
IP/MAC Binding
Layer 2 Isclation
DNS Inbound LB
IPnP
+ VPN
BWM
Web Authentication
Security Policy

Show Advanced Settings

General Seftings

Enable IDP

Query IDP signatures

Nome: S ostera)
Signature ID: l:l (Optional)

[ Advance
Query Result
@ Activate @ Inactivate 43 Log¥ £ Action'¥
# Status sSID Name Severity Classifica... Platform Serv
[+] Advance
m Custom IDP signature
@ Add & Ecit W Remove [® Export

Page C of 0 Show items

©®2016 ZYXEL|
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IDPE E RS 1L
. ATP SRR EAARERME SN E

Signature database AR

WAN % IEI IE“E'

& mitm T
~ e

25
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H{EEsandbox (L 58)

- DUREHESEHAVANt-virus & IDP A3 3IR R FNAVEL 2

Black List

5 "Jl@ Signature database

Known A/\:.olwore : : D_ D_
i S

Unknown Malware Users

?
(@

25
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+EE2Sandbox (7L F8)?

© BBIRAEBNRET ARELENERIRIE PAITARIAISM
- DRREE FERN—ERULZERIRIE

Execute file
Analyzes behavior
Unknown threat ‘ |dentify malware

)
® Q

Analyser

Virtual environment

25
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Zyxel Sandbox

Zyxel/bra2— B EImARFS - BATPoILUERI M &S/ EF AN AR AEn
RS AR AN R R BT

Malicious

Suspicious

3O
Clean

Sandbox Feedback to ATP
inspection

Inspected traffic D‘ D‘
==

Network 25

®2016 ZYXEL| 7




Zyxel Sandbox

© XIEEREOSARZA
Windows and Mac OSX Operating System
- xXEWE
HTTP, FTP, POP3, SMTP and their equivalent SSL-encrypted versions

25
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Advanced Inspection for Sandbox

© AP ¥ %LT§}$EWE7MD5 Hash 2 /b4
/ORE2FDN [l R RS R

Send MD5

xfl ©

i
S T T T T I

ATP

File is malicious

[y
- —

25
©2016 ZYXEL |
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Advanced Inspecﬁon for Sandbox

. Go’rewoy forword the f|Ie before sendmg to sandbox

Send original file .
/ Reply after analyzing

©2016 ZYXEL| 26
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Supported Protocols and File Types

* Protocol support
HTTP, FTP, POP3, SMTP, HTTPS, FTPS, POP3S, SMTPS
* File type
« Archives(.zip)
« Executable (.exe)
«  MS Office Documents (.xls, .xIsx, XIs, .pptX, .ppt, .pps, .doc,.docx)
 Macromedia Flash Data (.swf)
« PDF
« RTF
« File size
« 32B<File<10MB

26
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Sandbox Configuration

©BE > HRIEH > WA

Sandboxing

@
%
o)
5

CONFIGURATION

Redirect Service
ALG
UPnP
IP/MAC Binding
Layer 2 Izolation
DNS Inbound LB
IPnP

+ VPN

BWM

Web Avthentication
Security Policy

Security Service

App Patrol
Content Filter
Anti-Malware
Reputation Filter
IDP
Sandboxing
Email Security

55L Inspection

General

3& Sandboxing

I Enable Sandboxing I

Enable Sandboxing

Action For Malicious File: destroy

Log For Malicious File:

log

Action For Suspicious File: | destroy

Log For Suspicious File:

Advanced Inzpection

log

~

-

>

I Inspect Selected Downloaded Files I Ena ble OdVOnced inSpeCﬁOH

The file types you select will be regarded as a possible threat. This feature inspects the files which are being downloaded from the Internet and have

never been inspected before. Safe files will be passed through after inspection.

= Note:

Downloads may be interrupted and need to be restarted.

Archives|.zip)
Executables

. PDF
— Object RTF
— Ione

File Submission Options

Ms Office Documents
Macromedia Flash Data

Select file types are

send to cloud sandbox

®2016 ZYXEL|
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Sandbox- iEEE

- RS ZEmEMARBRERNAE - FRIVRAREE PR EINE

IJJ
&

LAN

WAN . ““. //—‘?ﬂgl e
N

®

e e -

26
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Sandbox(GLF8) At EH

- BIE > BLRMETER > 05

Collect Sandboxing Statistics

General Settings

I Collect Stafisfics I since 2018-04-27 17:36:04 to 2018-05-02 05:04:22

Show i

Page EI of 1

Submission Summmary
Total: 173
ing: 0
B : R
Scanned: 173
Destroyed File: 0
Scan Result
Malicious File: 1 T%TE'Z*%
Suspicious File: 0 SEIZIS
Clean Fle: 172
Other: 0
Statistics
# File Name Hash Type Occurence Update Time
1 eicar_com.zip bcedid] 5dB8475545be5bal 142080 Malicious 1 2018-04-27 17:39:32

Displaying 1 -1 of 1

®2016 ZYXEL|
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Anti-Malware



ZEREENE
- Anti-Malware X EZEEREEHFREQNA R

- Anti-Malware Signature
- Threat Intelligence Machine Learning database ( update from Sandbox)
«  Cloud threat database

Regular update

Anti-Malware

L
ATP gg

®2016 ZYXEL|
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)

Anti-Malware f§ 5 :8 €

- EBFEIANnti-MalwareB ATPERRIIAKBERBERINRE

LAN

WAN O fl |E| e e
@ mm=
o e e

®2016 ZYXEL|
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Anti-Malware

o Fz* T BN

@ 8%

— R
}:"‘\ + |E
_‘mﬂ%

+~ VPN
— BWM
e~ Web iR

@ - REMER
— 2R
- ERRRNE
- ASBR
pEEE
- BEEFZEE
- ARERNEE
- %8
- BFHHRE
— SSLBE
- IPEISNEE
+ e
~ Cloud CNM

<

10—
AX AL

2EE TH K

=2aER EEEE EES
BTEMRETE
—fpag & Anti-Malware
=

EHREEBFCAR

Scan Mode
I @ Express Mode © Stream Mode © Hybrid Mode ;-\E‘ATF)iTE
SemE
IEE R
o EpERER EENMERER
7z Archive (/z) - Executables (exe)
AVI Video [avi) Macromedia Flash Data (swf)

BMP Image (bmp)
BZ2 Archive (bz2)
GIF Image (gif)
G{ Archive (gz)

JPG Image (jpg)
MOV Video (maov)

MS Office Document (doc...)
PDF Document (pdf)

RTF Document (rtf)

ZIP Archive (zip)

26
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Stream Mode(1/3)

. Z_’{ Stream Mode, Anti-Malware FFHE5 | AR A K 5 SR E
HETREEEN - DHBR GEE SRR

« Anti-Malware Signature (From Bitdefender)
« Threat Intelligence Machine Learning database ( From Sandbox, support ATP -
USG Flex)

Sandbox

Regularly Updo’re
ThreGT InTe”igenCe ML DB < ....................... @ @
AM signature DB
@ Inspected Traffic %
....................... >
. ...................... ..

© 2020 Zyxel Networks 25



Stream Mode(2/3)

- 1F 2018 4F - Bitdefender J{FEZERIVEHRR - HIE 2 K&
o AEIRE " RENEIREREE
« AV-Comparatives consistently awards Bitdefender the highest possible

rating (Advanced+)

T 4 ADVANCED+
- lefolef
Bitdefender '

27
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Stream Mode (3/3)

HTTP, HTTPS, FTP, FTPS, POP3, POP3S, SMTP, SMTPS
All types

No file size limits

27
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Express Mode (1/2)

Gateway {HzZEMEZET) MD5 Hash{E 2 EimERHEETTELYE » B
ErER 2 BPAEEEGERLS Gateway

« Expand the detection coverage by cooperating with McAfee

» Shorten the time gap between daily signatures update

Zyxel Security Cloud  ....201abase sharing = McAfee:

Cloud queryI Result
‘ Network Traffic Inspected Traffic

© 2020 Zyxel Networks 7
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Express Mode (2/2)

« HTIP, HTTPS, FTP, FTPS, POP3, POP3S, SMTP, SMTPS

« Archives: 77, RAR, ZIP, BZIP2, GZIP

« Adobe: PDF, SWF

« Executables: EXE

» Microsoft Office: Word, Excel, PowerPoint, Outlook and more

« Video/Audio/Image: AVI, BMP,GIF, JPG, MOV, MP3, MPG, PNG, RM, TIFF,
WAV

* No file size limits

© 2020 Zyxel Networks QZ



=g IE
—
/——Ala -~ i N

- Gateway FRAE 2 HPARSGEIE b EEHEEHY B FERF & H AR K
£ HHyit.

« Late response but not over 60 seconds will be stored in local cache

No Response over 2 seconds

Zyxel Security Cloud

Cloud query Result
@

L NetworkTratic o B N, .
4 S ) o . %

Update to Local Cache

© 2020 Zyxel Networks 7
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Hybrid Mode ( ATP Only)

Zyxel Security Cloud

I Inspect with cloud database if no malware detection (Second)

I Inspection with Local DB (First)

Threat Intelligence ML DB

AM signature DB

© 2020 Zyxel Networks 22



7

o teff A EiFEE S LUn e B YRR

UsG USG FLEX ATP
ZLD4.38 ZLD4.55 ZLD4.55
Stream Mode (AHfF)

Express Mode (i 2h)) o o ®

Hybrid Mode (A i i+ a3 ®

© 2020 Zyxel Networks 2;



&R AR

* Express Mode ik FAEARE RAEEAVERET [ Ry 5l e TR
NERAVEE TR
* Stream Mode FefEER (N R ANEE 5 (288 A HEREES )

2

usG USG FLEX ATP
_ 7LD4.38 7LD4.55 7LD4.55 Advantages Disadvantages

Hybrid Mode « Best level of Profection Throughput limited by hardware
(Local Scan + Cloud Query) = Higher cost

= Supports offline protection = Throughput limited by hardware
S’r[eoml gv\ode ® [ ) o = Befter for fresh mutant malware No. of Signatures limited by
(LocalScan) detection hordwore

. =  Won't work in isolated environment

= Over 2x performance increase (UTM) o
Eoress ptcle e e ® = Threat inteligence will evolve from Al leguiles e .
(Cloud Query) =  Mutant Malware may be skipped

= World leading detection rate "
Initially

Performance s

27
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prEEiE=t HB/EHHE

% ¥& MD5 Hash ~ File Pattern
File Pattern</#% wildcard

Elack List

?

Check White List

Filz Pattern
MD5 Hash

@ Add B Edit ® Remove @ Activate @ Inactivate

# Status Type Value

abc.pdf
9AS57429A0D4ADICC2ARSLSSFECDBEFDYF

File Pattern il

MD5 Hash

File Pattern

Show items

© 2020 Zyxel Networks
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* &R AR

 Anti-Malware Black/White List

« Support wildcard as input

Case 1 - Pattern: abc, Match file: abc
Case 2 - Pattern: *abc, Match file: GGabc
Case 3 - Pattern: abc*, Match file: abc.bin, abcGG.bin

EgHE HEE

@ FRTE =E=-} REE
— R
:k - 8% VB AREE

~ 1A

+ VPN FRBIHE
— BWM Qg WHEE WEk QEE Q FE
— Web 2B # WKeg  @m Value

+ REMHE i 1 e File Pattern *abe

e e e L LIC £ Eﬂﬁﬁv E
% mRERE

AEBR

EETSER

© 2020 Zyxel Networks
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Agenda

Ol
SecuReporter

Sp]y

03
SecuReporter

Z



SecuReporter @7t



SecuReporter &7t

« SecuReporter it ZE Bz FREMHBAHR - WERSERMIE
DT ENGERU—B 7 AANMARETER/ DTS ER

28
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+ SecuReporter RE&EREzr Llog, MIEEZBR=.
Security service logs
« ADP/IDP logs
« Anti-Virus/Anti-Malware logs
« Anti-Spam/Email security logs
« Content filter logs
« Application patrol logs
Traffic logs
« Inbound/outbound traffic on each interfaces
Device information logs
« CPU/Memory usage
« Concurrent session
« Login/logout history

28
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- [FHEZ3E https HixlogsZE SecuRepoter {Eligzs

Protocol Port Number Usage

TCP 443 Device sends log data SecuRepoter Server

© 2020 Zyxel Networks 22



SecuReporter Configuration
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SecuReporterf9#l¥atc &

Enable UTM log and collect statistic

Enable SecuReporter service on gateway

Let’s follow the steps!

Login SecuReporter portal ~
-

Add gateway into organization

Monitor network status and activity

28
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RAIEZRIRIUTM Log

- FBFERERUTM log LUEZEZISecureporter server
- ADP/IDP, App patrol, Content filter, Anti-Malware, Email security

pEEiEd
BTEREE

MEEE 1ot

—ppaE Agh Anti-Malware
BA
FEZEIECAR

Scan Mode

@ Express Mode @ Hybrid Mode

e ERARNE
AEEiE

© Siream Mode
HFETE

Select Log or Log alert
E#EEmanEs

log: leg alert v

ARERIBEE
b

=)

Top Malware/Virus Detected

Application Hackt ..

Last 24 hours v

(since May 31 14:55)

116

39

Hits

¢

®2016 ZYXEL|
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B MBI ET &G

- MRBZUWEApPpP Patrol#sT1E

ﬁ

EREFANAE

Collect App patrol statistics

General Settings

Collect Stafistics since 2018-05-30 17:27:37 to 2018-06-01 15:00:01
Apply | Reset | Retresh | Flush Data]

AppPatrol Statistics

#  Application Forwarded Data(KB| DroppedD... RejectedD...
1 ftp_data 875127 0 0

2  windows_mark... | 117503 0 0

3 hitp 41043 0 0

4  dropbox 27289

&  hitps 10053 0 0

7 cloudflare 7259 0 0

8 teamviewer 4851 0 0

9 gstatic 4587 0 0

=

/70N

’

sz st EfESecuReporter 1%

Top Applications Last7 days ¢

(since May 25 15:02)

® windows_marketplace
W http2
amazon_aws
™ ubuntu
® yahoo
W hitps
W smb
® google_gen
| htip
m firefox_update

®2016 ZYXEL|
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Bz L RISecuReporter

- ETBEsRGEEElogEixEISecuReporter fal A s
- &%E > Cloud CNM >SecuReporter

Privacy Statement .

The privacy statement explains what data Zyxel will collect from you and how the data will be uszed.
Thizs iz important for you zo pleasze take time to read it carefully. Thank you.

the SecuReporter server

=1 @

Se
Applicability of Privacy Policy
Zyxel, a world leading service provider, is devoted to provide
multifaceted privacy protections to our Individuals (“You or
you") while you are enjoying our excellent products or services.
We therefore offer you this Privacy Policy (“Policy”) in order to
B sufficiently address our protection to your personal information.
We hope you may spare your time to read through this Policy
I for a better understanding to your rights of personal information.

Please read this Policy carefully

PAbimidiame e

| have read and understand the information and terms in accordance with the Zyxel Privacy Statement. I

e N |

29

®2016 ZYXEL| 1



Z ASecuReporter EH (1/3)

« oLt Web GUIEL SecuReporter|RiE®z:E]
URL: https://secureporter.cloudcnm.zyxel.com

General Settings

Enable SecuReporter @
Include Traffic Log @

SecuReporter Service Licensze Status

Service Status: Activated Rensw

Service Type: Standard

Expiration Date: 0408

| Go to the Secureporter portal || Click to go to SecuReporter portal
& Note:

1. If you want to activate license, please go to portal.myzyxelcom.

=TT

29
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E ASecuReporter EH (2/3)

- EEMZCE A account

Login SecuReporter with MZC account
ZYXEL Cloud CNM | QSecuReporter |

@ Global /EN

ZY>( E L I myzyxel

Easy register, easy access, easy manage

A centrally managed portal for unlocking your business potential.

auangtongazpssicom R (i

O Remember Me

myZyxel 1.0  Sign Up / Forgot Password  Resend Confirmation

'

ta © 2017 Zyxel Communicat

29
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E ASecuReporter EH (3/3)

- TEBRCEARB/ILREZH] - SecuReporterf/ ZB AR ER -

S R rt
w ecuReporter @ guang.tong@zyxel.com.tw @ B

Organization: Network Site/Device: . .
& ] ] A. Navigation Panel

Map Dashboard Analyzer

Network Sites Threat Map

You do not have any organization and corresponding network sites
configured. You need to add organization and corresponding network
sites on the Organization Configuration Page first.

B. Status screen
29
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+ Create an organization

«  Setting > Organization & Network Sites

Organization: W Network Site/Device: V¥

Dashboard

Organization & Network Sites User Account

General

Summary

Add new organization

Organization

X

Organization Name:lZY)(EL I

Description: |

Save Cancel

Name the organization

ranization

Setting

®2016 ZYXEL|
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- REEs AR S P
«  Setting > Organization & Network Sites

Organization: ZYXEL v Network Site/Device: v

Organization & Network Sites User Account

+Add Organization

1 ZYXEL a quang tong@zyxel com tw # Edit X Delete

Add unclaimed gateway into organization

29
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. SEMERNEE —EREIEE -
- AP KREEFEERVEZ.

Organization: ZYXEL v Network Site/Device:

Network Site

1 . Device Setting 2 Data protection policy 3 Data protection select

Device Info

> Back Model Name: ATP200

MAC Address: E4:18:6B:FB:C4:29
Serial Number: S162144250003

Network Site Name:
|rP200 [ll Name network site

" Description:

Organization & Network Site

Previous

Next

[+ g

b
b

ce info organization

®2016 ZYXEL|
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- BREBIRREEER
- EETOREREEBREEENEIZERIERA

Network Site X

Flease select data processing
) Clearing: personal information are disclosure . \
) Analysis: personal data are clear Select the data processing method in example

Pseudonymization: Replacing most identifying fields within a data record by one or more artificial

- identifiers, or pseudonyms.
- Analysis: personal data are clear

Anonymization: personal data rendered anonymous in such a way that the data subject is not or
no longer identifiable

- Analysis: personal data are not identifiable

Previous Save

29
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-+ BIEM4EEEIARE AT

Organization: ZYXEL v Network Site/Device: ATP200 v

Dashboard Analyzer Setting
Organization & Network Sites User Account Personal Data
D Back ZYXEL Network Sites
1 ATP200 ATP200 4 32(ABFW.0)b3 111.243.158.87 33 Pseudonymization # Edit X Delete

29
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-

- ERECDSBEZESHEFERRE, AN BRI - ERIZIRNREER

Re ~ RAEIUERRS

(@) 2

p Analyzer Setting
Security Services Users Traffic Device Health
= Back Top Security Threat Website Categories Last 24 hours
(since May 30 19:06)
Malware 2984 % localiz.me 100.00 %
v v
¥ ¥
-
L WD = R 10000 * 1 2018-05-31 18:00 ksochivan | 213486332
1 localiz. me 222 %
5 52

= T BT o s 2 2018-05-31 18:56 kaochiuan | 213.186.33.2

3 Compromised i 3Te % 3 2018-05-31 18:49 ksochiuan | 213.186.33.2

2 £ B USRS 4 2018-05-31 18:42 ksochiuan | 213.186.332

5 2018-05-31 18:35 ksochiuan | 213186332

6 2018-05-31 18:28 kaochiuan | 213.186.33.2

7 2018-05-31 18:21 ksochiuan | 213.186.33.2

E 2018-05-31 18:14 ksochivan | 213.186.33.2

E 2018-05-31 15:14 kaochivan | 213.186.33.2

10 2018-05-31 18:07 kaochiuan | 213.186.33.2
- - -

4« < Pege | 1 of 1 L) l« < Fage | 1 of 1 L) 4« < Page | 1 of 23 L]
T ==
f P
: M = = . o 0 B b B @ <
A B
©2016 ZYXEL|
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+ Clearing

- WMHAFRE - XA P - MACHIIE - EFE I ZFEROPRBE A
= RIIWIKEE

Example: Top block applications

L T R N

Facebook (authority)
LINE {Authentication)

Mozilla Firefox (access)

TeamViewer {Communication)

Gmail (Authentication)

Google Chrome {access)

1541

257

257

257

256

256

5457 %
9.10%
9.10%
9.10%
9.07 %

9.07 %

s

Facebook (authority) 54.57 %

a
1 Jacky 1285 s

%
2 admin 256 1e 61

%

Personal informationis disclosure

®2016 ZYXEL|
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- BHDER
C HHRUEMENEAERETE

2R

Personal Data Category:  User Name

1 admin USER-Sbi1edb21-das2-5982-a155-42fb2efa9bs ¥ Delete

. . e T T T e T Ay S ¥ Delete
Persohal information Personal information —
in plaintext in ciphertext e

Delete to anonymize

5 | kaochiuan Facebook (authority) 54.57 %
v
A v
1 Facebook (authority) 1541 -
1 Jacky 1285 B339
2 LINE (Authentication) 257 %
3 Mozilla Firefox (access) 257 9.10 % 2 USER-5b1edb21-da92-59a2- a5g | 1661
2185-42fb2effadbs %
4 TeamViewer {Communication) 257 9.10%
5 Gmail (Authentication) 256 907 %
B Google Chrome (access) 256 907 %
Note: Anonymizing personal data is not recoverable 02016 2yxEL] P

2
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« Anonymization

- ERERN - FrAEAGEREZERR

«  Example: Top block applications

1 Facebook (authority)

2 LINE (Authentication)

3 Mozilla Firefox (access)

4 Team\iewer (Communication)
5 Gmail {Authentication)

] Google Chrome (access)

24.57 %

9.10%

9.10%

910 %

907 %

9.07 %

Facebook (authority) 54.57 %

1 USER-e2e586c7-c996-5e7d-
Bddd-caSac0d747f2

USER-5b1edb21-da32-39a2-
a185-42fb2effadbs

1285

256

33.39
%

16.61
%o

-

All personal information
are anonymized

®2016 ZYXEL|
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- BREEBERERIE  ZEERFTAITh 20 HEAEE S 2 A R mIER -

Organization: ZYXEL v Network Site/Device: ATP200 v

Network Site

Networksite Data protection select

Organization & Network

+ Back

Warning message

Once personal data process policy is changed, the logs,
analysis associated with this device will be pruned.

| oK | Cancel

FHREWE T2 1T W T TWIT ST THs T T

Analysis: personal data are not identifiable

Save Close

ne or

o

Setting

# Edit I » Delete

a processing type

®2016 ZYXEL|
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- MR/ ABEBIAREE - FRAZAY

DITRM S R AR E RS R MR -

Organization: ZYXEL

Organization & Network Sites

v Network Site/Device:

Dashboard Analyzer

User Account Personal Data

+— Back

ATP200

ATP200

Network site delete message

Once claim device is deleted, the logs, analysis and reports
associated with this device will be pruned and this device will
be moved to unclaim device. Please download the logs and
reports before delete this device.

OK

Cancel

Setting

mization # Edit » Delete

Delete gateway or network site

30
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- MERAZE - FrAMRERVISIAA ERZ RSO EMER -

Organization: ZYXEL v Network Site/Device: ATP200 v
Dashboard Analyzer Setting
Organization & Network Sites User Account
Organization delete message X

Once the organization is deleted, all corresponding network
sites and user accounts will be also deleted Are you sure you
want to delete the organization?

d Organization

1 ZYXEL # Edit X Delete

OK Cancel
Delete organization

30
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Login SecuReporter portal :
Let’s follow the steps!

Add user and assign to authorized
network site at once

30
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AABME

- SecuReporter fEFZEA - BIHATIREIEH S

Organization admin

Device owner

Organization A Organization B

Site/User admin

Network Network
Site 1 Site 3
Role Type $SO (MZC) Privilege
Organization admin Yes - Full access for whole organizations
Site admin Yes - Full access for assigned site
Site user Yes - Monitor only for assigned site

®2016 ZYXEL|
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- OB ERE - SE D ERIEERAI RS IR R
- [ERBELBEEMZC LEEMMPLIE ASecuReporter
«  Setting > User Account > Add User

29 () (- (\ @
User Account X Setting
. :
Organization & | Login Em(]i|iichurnyster@gmu'|l.com | I rljjesglrsfeergjoclln MZC
Organization / Devices Y Defoult Organization R.  Admin Role
EnTs =
> CHUYANG O O Add User
EIE Assign to be site admin
4 7yTPE [None v | = S
CHT _testing_ATP500 O
CSO_500 O ]
USGT0 O (] -

30
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Login SecuReporter portal

Enable and customize alert notification

Customize alert profile (Opftion)

Let’s follow the steps!

®2016 ZYXEL|

31
0



= =8l

15%
ELE %IJ . # SecuReporter BTG BB IFFNS

cllt
P

AaERE

]]IIF"
ik

=R

. Alerts > Custom Alerts

Trend & List Custom Alerts
Email
Nofification: - Enable alert notification via email

Email Title: ‘The Alert Notification From SecuReporter ‘

Email fitle &
description
(Optional)

Description: | pjozce check the following alert from ATP200 network site

I Event Severity: @ High @ Medium ) Low I

Email Group:

Add recipient’s email address

quang.teng@zyxel.com.tw - i
test@gmail.com ( _)_/‘
from group user’s
)

Alert profile

Alert Profile
Network Security Attack counts Highest Severity Attack counts = threshold within 5 minutes. High 1 counts
Network Security Aftack counts Aftack counts = threshold within 5 minutes. High 10 counts
Network Security Malwarefvirus detection malware/virus attack counts = threshold within & minutes. High 10 counts
dacd Saracholdiin ar © 72016 ZYXEL|
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 Alert profiles are classified into high, medium and low severity.
Some alert profiles allow user edit threshold

Alert Profile
MNetwork Security Aftack counts Highest Severity Attack counts = threshold within 5 minutes. High 1 counts -
Network Security Attack counts Aftack counts = threshold within 5 minutes. High 10 counts
MNetwork Security Malwarefvirus detection malwarefvirus attack counts = threshold within 5 minutes. High 10,00 :
Same malwarefvirus detected times = threshold within 15
Network Security Malware/virus detection - Medium . )
minutes. Edit alert threshold to meet user
MNetwork Security Alert counts Alert counts = threshold. High
Network Site/GW Online status Device off-line for more than 15 minutes Medium 15 mins
Network Site/GW Concurrent sessions Session numbers = 90% Low 90 %
Anomaly Login failure Login failure over threshold within 1 minutes Medium 10 times
Anomaly Traffic anomaly MNumiber of scanfflood detected = threshold within 5 minutes High 1 counts
. . - . Number of TCE/UDPACMP/IP decoder = threshold within 5 v
L | Page | 1 of 1 L |
31
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Alert Criteria Severity Default Threshold
(Fixed)

Attack counts > threshold within 5 minutes.
Malware/virus attack counts > threshold within 5 minutes.
Alert counts > threshold.

Number of scan/flood detected > threshold within 5 minutes

Number of TCP/UDP/ICMP/IP decoder > threshold within 5
minutes

High
High
High
High

High

10 counts

10 counts

10 counts

1 counts

1 counts

®2016 ZYXEL|
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Alert Criteria Severity Default Threshold
(Fixed)

Highest Severity Attack counts > threshold within 5 minutes.

Same malware/virus detected times > threshold within 15 minutes.

Device off-line for more than 15 minutes
Login failure over threshold within 1 minutes

Session numbers > 90%

High
Medium
Medium
Medium

Low

1 counts

2 times

15 minutes

10 times

90 %

31
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MY

|
]

The Alert Notification From SecuReporter inbox

do-not-reply@secureporter.cloudcnm.zyxel.com 12:01 AM (47 minutes ago) L
to me [~

Please check the following alert from ATP200 network site
[2018-06-01 00:01:00] ATP200: Malware/virus detected over 2 times within 15 minutes

©®72016 ZYXEL| 3;



SecuReporter Portal &

- SecuReporter portal B8E7 XS
- Alert > Trend & List

&5 A
= IvIx EH
s

Trend & List Custom Alerts
Alert Trend . .
1 |
IS |
180 - I i
160
140
120
100
50
60
40
20
(Ll T T
525 526 527 528 529 5130
Alert details
2018-05-30 22:12:00 Anomaly Login failure Medium
2018-05-30 22:12:00 Anomaly Login failure Medium
2013-05-30 20:16:00 Anomaly Login failure Medium
2013-05-30 20:16:00 Anomaly Login failure Medium
2013-05-30 17:47:00 Metwork Security Attack counts High

W severity: High
ity: Medic
W severity: Low

w
w
S

Login failure over 10 times within 1 minutes
Login failure over 10 times within 1 minutes
Login failure over 10 times within 1 minutes
Login failure over 10 times within 1 minutes

Highest Severity Attack

®2016 ZYXEL|
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Log Resource

Main menus

Analyzer

Map

Dashboard

Security Services

Users

Device Health
Threat Map

Risk Factor

Sub menu
Threat tfrend

Top blocked websites

Top security threat website categories
Top blocked applications

Top blocked destination countries
Anomaly packet trend
Application patrol

IDP

Top malware/virus detected

Top spam received

Top spam sent

Top Potfentially malicious websites
Most popular applications

Most popular websites

Most popular website categories

Security events

Application usage

Website usage

Top destination countries
Login/Logout history

Traffic upload/download usage trend
CPU/Memory usage frend
Concurrent sessions
Inferface fraffic usage trend
Threat Map

Malware/virus detected
Requests blocked

Total emails inspected

Log Resource
IDP, ADP, Anti-Malware, Email Security, Content Filter

Content Filter (blocked websites)

Content Filter ( Security Threat Web Pages)
App Paftrol (blocked applications)

IDP, ADP, App Patrol, Content Filter

ADP

App Patrol (allowed and blocked applications)
IDP

Anti-Malware

Email Security

Email Security

Content Filter (Security Threat Web Pages)
App Patrol (allowed applications)

Content Filter (allowed websites)

Content Filter (allow website by categories)

IDP, ADP, Anfi-Malware, Email Security, Content Filter

App Paftrol statistics

Content Filter

Traffic log

Device information log

Traffic log

Device information log

Device information log

Device information log

ADP, Anti-Malware, IDP, Email Security
Anti-Malware

ADP, IDP, Content Filter, Application Patrol
Email Security

Note

Has not supported for ATP

Has not supported for ATP

©2016 ZYXEL|
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Security log fype

ADP 2

IDP 1-5 (Defined by device signature)
Anti-Malware 4
Spam 3

App Patrol Blocked application 1

©®72016 ZYXEL| 3;
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Security log type

Blocked website 1

Botnets
Compromised

Content Malware

Filter
_ Phishing & Fraud
Security threat

website Spam sites

Parked Domains

N W W A M N b

Anonymizers

Network Errors 1

32
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