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f(7]: LDAP server &Y+
LDAP Server:10.100.100.50 - fivfi=i= Group(¥] CSO - sales #%i)
Sales #=15 Ei(anney) CSO &= (jones,thomas) é}%’tﬁﬁ‘iﬁﬁﬁﬁgy, I9 manager

Base DN | #{iffkL LDAP/Windows AD [z fiuf s i i B i J?ﬁzﬁ, Lgrap
t/[lﬁT”fL nwa.idv.tw ﬂﬁﬁ& [Ffpl = e &“%}ﬁ‘/ﬁﬁ e
Base DN £i(ou=users,dc=nwa,dc=idv,dc=tw)
Bind DN %.T‘Elﬁ? (R LS RSO (i ) B ARIU P 9 (RS B 2, 2 S AD or LDAP 3l
AYZAER] - (cn=leopard , dc=nwa,dc=idv,dc=tw)
L F P RLY P R R L RLSB[IREIEGG > 2 LDAP Client LI

I?,.iﬁ% User fiJ

LDAP f[I | UID fofai e ¢
Attribute | ou OU kL 7 Active Directory F*é‘a RS R
(OrganizationalUnitDN ) | fili™[# ~ 5 ~ g~ £ 9 OU - OU ok Eﬂf[ ki
PP o
UPN ?‘F’[Elfiﬁ sk mail - 1 manage@nwa.idv.tw

(userPrincipalName)

CN(Display Name) fH 1 £78_UserDN fu— 4 €78 (CN) ffif[1fvist %)
20 47, fHEd 2 (R E (SAM) §PRf
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Welcome admin

— 1 TSI
W FgFmﬁ Jﬁ%}‘f’?
ZyXEL zywalLL USG 100 T ———

E DASHBOARD

@Help Z About & SteMap [@Ob

“”((WWHW

AITECRITCOAREECTITY

Device Information System Status

System Name:
Model Name:

Serial Number:

MAC Address Range:

Firmware Version:

zywall-usg-100
ZyWALL USG 100
5080201008459

00:19:CB: 76:F2:49 ~ 00:19:CB:76:F2:4E

System Uptime:
Current Date/Time:
VPN Status:
DHCP Table:
Current Login User:

Number of Login Users:

4days, 01:08:31

2010-04-20 / 19:08:22 GMT +08:00
[

[

admin (unlimited /00:25:58)

1

(£ System Resources
CPU Usage

Boot Status: oK

H [N°] Licensed Service Status

Memory Usage Status Hame Expiration

IDP Signature 24

WIRS 1) LDAP ify] » @i Configuration-> @R Object(H(+)-> Ok
2 AAA Server>RiEE O LDAP > OREE Add » = Fh v Frivezr 1]
#7757, thomas_LDAP -

PHelp Z About ¥ Site Map [EObject R

_‘--!"_-h______
ZyXEL zywaLL USG 100 .

LDAP Server Summary

CONFIGURATION

# Name Server Address Base ON

App Patrol

» bl | show 50 | w |items Displaying 1-2of 2

= Anti '

- Ant-Virus




WRRS - P PR et LDAP frﬁrjﬁ; EYh 0 EFEE

General Settings

Name:

Description:

Server Settings
Server Address:
Backup Server Address:
port:

Base DN:

[F] usessL

Search time limit:

Server Authentication
Bind DN:

Password:

User Login Settings

Login Mame Attribute:

Alternative Login Name Attribute:

) Edit LDAP
Server Address:

Backup Server Address:

", thomas_LDAP

thomas_ldap

Optional

10.100.100.50 (1P or FQDN)
(IP or FQDM)Optional
389 (1-65535)

ou=cso,dc=rdb,dc=zyx

5 (1-300 seconds)

m=manager dc=rdb,dc

Optional

10.100.100.50 (IP or FQDM)

{IP or FQDM)Opgidnal

Port: 389
Base DN: ou=cso,dc=rdb,dc=zyx
— =S

Search time limit:

Server Authentication

5 {1-300 seconds)

Bind DM: cn=manager,dc=rdb,dc
Password: ey
User Login Settings
Login Mame Attribute: uid
Alternative Login Mame Attribute: Optiol
I Group Membership Attribute: oy ]

Configuration Validation

Username:

| ~

Please enter & user account existed in the configured server to validate above settings.

Thomas

Base DN:*| W%HU HEL ﬂ[;[ﬁﬂ[ﬁ
@[WFL ?Iﬁjﬁf’; i¥
rdb.zyxel.com.tw f[ii¥ CSO IF;L

R~
I

Bind DN: 75| AL ¢ fiL
195 Y A B

Group Membership Attribute
£ OU(EE Y ff = Jp OU £

Group Name)

17k add user i use fi

ext-group-user [ Group

Identifier : CSO

] [ Cancel ]




R : JERE LDAP BRI )

Welcome admin | Logout

ZyXEl. ZyWALL USG 100 —

CONFIGURATION Active Directory
'I'¥ Quick Setup
cy

LDAP Server Summary

@add [ Edic i =)
# Name Server Address Base DN
1 Idap
fz  thomas_ldap 10.100.100.50 ou=cs0,de=rdb, de=zyxel de=com de=tw 1
| | Page of1| ¥ Pl | Show|50 |w |items Displaying 1-20f 2

e ﬂb%ﬁ'\iﬁﬁﬂjf“ T USG R0 1 B o2 E A
1. USG %ﬁﬁ FIASEE T pofp = | =5
2. ?“ﬁ,E,F[[FI\J AD |" ﬁ@é’gﬂ_mﬁ*ﬂ
3. ?“ﬁ,E,F[[FI\J LDAP |" ﬁ@é’gﬂ_mﬁ*ﬂ
4, ?“ﬁj,ﬁ[pd RADIUS (il %gm_rﬁ?ﬂ

WD e AAAserver fiL e 1= B PO ZESEERA EF‘% Idap t‘E”JTF" &35
E‘IJﬁ“;‘l*Jﬁ* ~ [ ¥ - Kf5Z @Configuration-> @R Object(f
F)> OFE User/Group%@%fP“ User-> 9%&; Add

- Welcome ac I Dhelp Z About 4 Site Map [EObject Reference [ Consale [T CLI

CONFIGURATION
"T¥ Quick Setup

Configuration

@add e 1l

2 User Name De=cription

+ Firewall

i admin Administration account
2z ldap-users External LDAP Users

3 radius-users External RADIUS Users
4

ad-uzers External AD Users

Page of1| ¥ Pl | Show|50 [ (items Digplaying 1-50of 5




W g - P YH (User Name (87 ORI 5 1501 » 107
HHH= AAA Server f[1 LDAP ﬁ%’jﬁ, YRR qé[ ffi™] > User type ﬁf{
ext-group-user > Associated AAA Server Object ﬁ“’ﬂﬂj i+ AAA
Server-LDAP = g - HI[[fiu €7 (1735 thomas_Idap) » Group
Identifer i J@PJ Pl AAA server i Base DN i fifi = Group Membership
Attribute {fli™ [z (object Attribute) [ # ok &

&) Edit User letsCS0

User Configuration
User Name: letsCSO

User Type:
ser Type: extgraumﬁr

I Group Identifier:

ted AAA Server Object:

Description:

(Configuration Validation
Flease enter a user account existed in the configured group to validate above settings.

User Name:

o |

) Test Result _ 2]

|

Group identifier ﬁ?f’% AAA server i Base
DN fiufifi = Group Membership Attribute ffi
P (object) ©

Test Status:
oK

Returned User Attributes:
dn: uid=thomas,ou=cso,dc=rdb,dc=zyxel dc=com,dc=tw
cn: thomas

objectClass: inetOrgPerson

" P 1P 75 {17 LDAP server F-group | sales
sm: hung

uid: thomas

Password:: e01ENX03MjVshzhHSTUSL ZljelcyUnFoYUIRPTO= and CSO ’ [’EI _l‘i USG ‘;F:\’z_-/‘“ AAA Server F[fj
LDAP p% Base DN #L ou=cso - Group
Membership Attribute ﬁ’?ﬁ?“ £ OU » F{YLP*‘—

Group Identifier Eﬁ? f CSO -

N _/

ffi"' | configuration validation ﬁrj?“
— (W' LDAP server I CSO F& sy
i BRI (P thomas i
A IR -
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ZyXEL zywaLlL UsG 100

CONFIGURATION

Configuration

@add [

#a

I
Us=er Name
admin
ldap-users
radius-users

ad-uzers

DHelp Z About & SiteMap [EObject Reference lgd Can

Administration account
External LDAP Users
External RADIUS Users
External AD Users

letsC30
—

Local User
—

Page ofl| b

Log & Report

Show | 50 [ (items Digplaying 1-50of 5

W -%ﬁhOConﬁguratlon%e%&; Object(##{F)~> 9%&2 Auth. Methood=> @

™ [:L*:_

ZyXEL zywaiLusG 100 e

CONFIGURATION
'"‘n i

===

Configuration 9
D Add [ Object Reference
EdlatlOd a0 JathoList

? default =517 > O edit 2555 r.;é%i o

Wekcome admin | Loocot

gl%{ﬁ%ﬂ[ h {

Thomas Idap )

b 3 -

FJ'II:I—I SSL %I::IL{I? ) F%\—F"JIEIF' g

£ Thomas_Idap -

Displaying 1-1o0f 1

| local » %}% Add 1™ group

=

(17 fju ™ [ LDAP B Attribute

General Settings

Mame: default

Dadd =2

#

i |
Method List

group thomas_ldap

local

 Log & Report

1
2
3
4

group ldap




SSL VPN %‘-L

SSL VPN L2 A [

G-

fﬁ} , x]‘—}ﬂfﬁf‘% &'EIEI 4 *}Eg—'{[r%ﬁj:c—zk

VIR K%%ﬂﬁm‘#ﬁﬂi;E;iﬂ > (P RBIFTRS S ¢ USG TR

SRR

HER e : USG VPN iU SSL p’m VPN 4! E'[Jr%%’ » FfT- 2T SSL AV - kG
OConfiguration> @2 VPN-> O SSL VPN-> O Add

e addin | | PHsp ZAbout FFSt=Map [RObjectReference G Consols [T CUI
ZyXEL zywaLL usG 100

CONFIGURATION

"T¥ Quick Setup i

Global Setting

Access Policy Summary

(O Add | | G 4 gMiove [E
¥ Shus Hame

Uzer/Group

Access Policy Summary |

Page of1| | | Show|50 |w jitems Displaying 1 - 1of 1

+ L2TP VPN




HWERA g SSL & vpvAIH €7 > HE PO AAA _user_access
(F4T5) © PR £ test

T H I Jf«\_AAA Server default%JE'[Jl%Ju’%}[" Idap-users E&3= 1 Tu IEE
n':ﬁ*mt?,glclﬁﬂ AAA Server [[IfY LDAP%FL Rl » ﬁﬁg%“‘-fvclén E[;Qﬁ;j
= LDAP *EEJ[JE?L—,EI\J o= 1% EFE (=] © lets-CSO)

%}H lets-CSO i * *UJ T]J/%Ef » 7K Network extension EE'fEI' SSL ﬁ YRR
ﬂﬂﬁ?‘% IP & SSL ﬁ b FI iyl LJ:T[ﬁmﬁ EW‘YFI °

- Edit Access Policy 2%

[i=]Create new Object»

Configuration

1 || Enable Folicy 1

Mame: test _gl ﬁj’ F#/#FJ EIUEIQH%&H” Eb;ﬁ

I Join 55L_VPN Zone
ESCripaon: New Create (Optional)

[] clean browser cache when user logs out [:]

User/Group
Selectable User/Group Objects Selected User/Group Objects
=== Qbject === === Object ===
adrnin letsCS0
Idap-users El —
radius-users

IR SSL B Y ORI

2
z o

Network Extension (Optional}

Enable Metwork Extension

Assign IF Pool: ssl_rang_dine w RANGE 9.9.9.9-5.9.,9.10
DMNS Server 1: none v
DMS Server 2: none R

Network extension fFfEf SSL ¥ * RV
WINS Server 1: none 7 EIJ:E{H%FQ IP -

WINS Server 23 none R2
Metwork List
Selectable Address Dbjects Selected Address Dbjects
LAMZ_SUBMET 5 LAM1_SUBMET
wismer SSL i * [ B VPAEEE Y
N +
WLAN-1-1_SUBNET ﬂa ’ i/[[ LANI1 ]— ”E[ JE ?JFI °
external_interface =
PEPEP e T T BT S ‘_'

|

Ok ] [ Cancel




L=S %&;OConflguratlonée%ﬁ; Network—> O Zone>BiiE
SSL_VPN FIfEREL N £ i VPN->SSL VPN #ilf] - 7 SSL o)
HI £ (P ] £ test)

—“\— Welcome admin | Logout
ZyXEL zywaLL USG 100 ' =

CONFIGURATION

PHelp Z About & Site Map [RObject Reference bgd C

'T¥ Quick Setup
User Configuration
Qi (Jedr Wreno @
# 4 Name Block Intra-zone Member
Page of1| ¥ Wl | Show 50 |w |items No data to display

System Default

&
# . Name Block Intra-zone Member
1 LAN1 no lan1
el LANZ no lanz
3 WLAN no ext-wlan, wlan-1-1
e 4 WAN yes wan1,wanz2, wan1_ppp,wanZ_ppp,aux
c— a

I & SSL_VPN yes test I

T IPSec_WPN yes test_p2
Page of1| F Pl | Show 50 |w |items Displaying 1- 7of 7
Log & Report
) Add Zone L
Group Members
Mame: SSL_WPN

19 SSL VPN Fis 1| £78

Block Intra-zone Traffic [

Member List
Available Me
=== ¥YPN Tunnel === ===55] VPN ===
Default_LZTP_YPN_Connection test

®E

I OK. I Cancel




PR GRLA O - [T T IRV AD Server YIREE - iy

| = :ﬂ&ﬁl—: SSL ﬁﬂ .

. 4 T

1. Tum m}avasaptmdcmesemghmwehbmm
2. Turn off Popup Window Blocking in your web browser.

2 Turn An Tmm Duntima Cmiranmant CIDEY in nire aimh henieear

7% SSL o %TEU%%E Active x i*?ﬁ?*’ﬂ;;“*ﬁﬁ-? JRE(jave runtime %l

Welcome
Welcome to SSL VPN

You might need to ciick the yellow waming bar at the top of the browser window to show the
2 . If you can not install ActiveX object, please contact with administrator.

Note: Click the information bar and choose Install ActiveX Control to allow installation to
proceed, or it will try to run with JRE.



W D4 RSP -

Or BEBE @ - Weloome o Porbl: || BB 2 & fEO- ®EEe- TRO- @-

@ EEELAE T T FIHTINT : 58 ZyXEL Communications Corporation’ # 7
Edk o EIRIEE.

HERFFAD

Welcome
Welcome to S5L VPN

You might need to click the yellow warning bar at the top of the browser window to show the
instalation. If you can not install ActiveX object, please contact with administrator.

Note: Click the information bar and choose Install ActiveX Control to allow installation to
proceed, or it will try to run with JRE.

Intermet Explozer - -5

= TS il e
£ ZyWALL SecuExtender ActiveX
29T ZyXEL Communications Corporation

BSEE0) EEEN

EHERIERE - & R ERRRS T B TEATERE -

@ fE R BEREaEE T R B A B EEEERA T TS E
FHZEE Bt EEHRRE e

i ZyWALL SecnExtender Setup

Welcome to the ZyWALL
SecuExtender Setup Wizard

The Setup Wizard will install Zy¥WALL SecuExtender on your
computer, Click "Mext" to continue or "Cancel” ko exit the
Setup Wizard.

B Next &5 4 5E

V

< Back Mext = | Cancel




{7 ZyWALL SecuExtender Setup

Select Installation Folder

This is the Folder where ZvWwaLL SecuExtender will be installed

"Browse",

Folder:

To install in this Folder, click "Next", To install to a different. folder, enter it belo

%E AR R

W Browse ?ﬂ@ﬁl”ﬁ‘, & o

—_‘J

o

Advanced Installer

|C:'|,Program Files\Zy#ELY ZvWALL SecuExtender), Browse. ..

< Back

Ready to Install

i ZyWALL SecuExtender Setup

The Setup Wizard is ready ko begin the 2vWALL SecuExtendel

Advanced Installer

Click "Install" to begin the installation. IF you want ko review or change any of wour
installation settings, click "Back”. Click "Cancel” ta exit the wizard.

7 Install ff H;ﬂ'?—iéf °

< Back Install Cancel

{7 ZyWALL SecuExtender Setup

Completing the ZyWALL
SecuExtender Setup Wizard

Click the "Finish" button to exit the Setup Wizard,

" Finish %’@%%&@’ﬁ%ﬁﬂ%ﬁﬁ °




o FE T (B AR IV Y P A

@ LZ¥yWALL SecuExtender Status

Connection Status
SecuE stender IP Address: 91914919
DMS Server 1: 0.00.0
DNS Server 2: 0000
WINS Server 1 0000
WIMNS Server 20 0.00.0
Metwork 1: 10.7100.100.0/255.255.255.0
Metwork, 2 Mot configured
Metwiork 3 Mat configured
Metwiork, 4: Mat configured
Bctivity
Conrection Time 00: 0003
Tranzmitted 430 Bytes 5 Packets
Received 0 Buytes 0 Packets




