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* ()Tunneled Mode:
- Traffic goes back to controller and then to the destination
- Able to enforcement some security check

AP2: NWA51600\

SSID1

Thin AP Controller: / Profile

NXC5200

ofil

Local Bridge

* (2) Local Bridge Mode:

- Traffic is forwarded at switch level.

- Enhance the efficiency such as for secured &
assive communications
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47243 8 | ocal Bridge & Tunneled F&F3 22 & &

(1) F5&SSID: bridge_mode_SSID, & BB FEVINBAD EE AU HE R
(2) ETSSID: trunnel_mode_SSIDE#F BV AR K SN ER 48 B% #2 IR

Branch Office

VLAN 100

192.168.168.X //

% ~7SSID2: trunnel_mode_SSID =
3 for tunnel mode INE

Gel:
172.24.68.XX :
Internal
s Internet
e - Captive portal
= | L= = - (Web Auth)
Qig;;(’;:)oller: Ged- switch Router ™. APL NWASIEON .
220128 XXXX e
External
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y4% (7B NXC520058 REaRi2E 0
Interface
\ 4
Ethernet & VLAN

Object >¢P Profile

SSID & Security & Forwarding Mode & Radio

AP Management
\ 4

Monitor
\ 4

Wireless> AP info

Network; Routing

Policy Route
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Y4243 8 NXC5200 Dashboard

@ NXC5200] (172.24.68.230) - .: Welcome to NXC5200 . - Mozilla Firefox (===
BsD SBEE R0 ZFE S8E 180 BEHG

v G X N v ~| |29~ Google AP
| [] [NXC5200] (172.24.68.230) - 2 W... | || NXC5200 % | | IPPBXX6004 x| + | |_v

ZyXEL nxcs200
L:i: DASHBOARD

ONSOLE

) POWER =
CHSTATUS

€7 Device Information all@ 2 x| ¥ System Status a [ Bl E X
System Mame: NXC5200 System Uptime: 1days, 16:21:37.
T T NXC5200 CoRE DS e 2010-11-06 / 08:58: 12 GMT+08:00
Serial Number: 5§102C20100003 50-005-3000018 DHCP Table: 2
MAC Address Range: 00:23:F8:42:68:9C ~ 00:23:F8:42:6B:A3 Current Login User: admin {unlimited / 00:29:53)
Firmware Version: 2.20(AAT.1) [ 1.3 / 2010-07-13 09:57:31 Mumber of Login Users; &

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



YA, ¢3 8 [nterface > Ethernet

ZyXEL nxcs200

CONFIGURATION

Configuration

etwork 2 Er ..j T 9 Ina :!_ﬁ
Ll Interface -

t.. Name P Address Mask
ge1 Internal STATIC — 17224 82230 355 255 255 0

+ HRouting

+ Zone

+ NAT

ged STATIC — 0.0.0.0 0.0.0.0

+ AlG

A T ge3 STATIC — 0.0.0.0 0.0.0.0

Captive Portal ges EX€MAl  sramc _ 220 128 160,44 255 255 255,240

Firgwall

ges STATIC —0.0.0.0 0.0.0.0
App Patrol

ged STATIC — 0.0.0.0 0.0.0.0

|t

+ Anti-Viros ge? STATIC — 0.0.0.0 0.0.0.0

© W © @ © © O DR

ged STATIC — 0.0.0.0 0.0.0.0

UseriGroup

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



YAV (38 Interface > VLAN

ZyXEL nxcs200

CONFIGURATION

-+ KON Mo
i Configuration

+ Load Balancing

+ DES . © Add [ Edit W Remove @ Attivate ) Insctvate OB Object Reference

MNetwork

] ]
Interface * 1 i..ll ..F st _m ..I :
Routing 1 [;] wviand STATIC - 1582.188.1.1 1 ge3d,ges, ged, ge’
Zone |2 E;] wvian100 STATIC — 182188168254 100 ge2
MAT — =
ALG {4 4 |Page 1 |ofil| b b | Show|50 |oelitems

IPIMAC Binding

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



ZyXEL

Interface > VLAN (Edit)

i3 Edit Vlan vian100
[=|Hide Advanced Settings

General Settings
Enable Interface

Interface Properties

Interface Mame: vlan100
viD: 100 {1~4024)
Zone: LAMN b
Description: {Optional)
Member Configuration
=
# Port Mame Member Tx Tagging
1 gel no no
2 ge2 ves no
3 geld no no
4 ged no no
5 ges no no
6 ges no no
T get no no
] ged no no

IP Address Assignment

) Get Automatically

@ Use Fixed IP Address
IP Address: 192,168, 168,254
Subnet Mask: 255,255.255.0
Gateway: (Optional)
Metric: 0 {0-15)
Related Setting
Configure Policy Route
Interface Parameters
Egress Bandwidth: 1048576 Kbps
Ingress Bandwidth: 1048575 Kbps
MU 1500 Bytes
DHCP Setting
DHCP: DHCP Server w7
IP Pool Start Address {(Optional): 192.168.168.33 Paool Size: 100
First DNS Server (Optional): Custom Defined hd 168.95.1.1
Second DNS server (Optional): Custom Defined v
Third DNS Server (Optional): Custom Defined v
First WINS Server (Optional):
Second WINS Server (Optional):
Lease time: O infinite
® 3 days |0 hours (Optional) |0 minutes (Optional)
[7] Enable IP/MAC Binding
[7] Enable Logs for IPMAC Binding Violation
Static DHCF Table @ Add =2
# IP Address WMAC Description
4 4 (Page 1 oft ¥ Wl | Show| 30 |¥ |items No data to display



ZyXEL nxcs200

CONFIGURATION

g

Captive Portal
Firewall
App Patrol

-1 Ant-X
= Antvirus
-+ [:.Fl
+ ADP
Dievice HA

=] Object

+ U=

g 7 Frofie|

+ WO Profie
=] Create new Object +

Profile Name:

S5I0:

Security Profile:
MALC Filtering Profile:
Qos:

Faorwarding Mode:

WLAN ID:

[ Hidden SSID

SSID List

Security List

Y4243 8 AP Profile > SSID List

default

bridge_mode_SSID

default b
disable b
WMM R
Local bridge w

1 {1~4094)

[] Enable Intra-B35 Traffic blocking

[ ok

l [ Cancel

=] Create new Object

Profile Mame:

S5I0:

Security Profile:
MAC Filtering Profile:
Qos:

Forwarding Mode:

VLAM Interface:

[7] Hidden 551D

() Edit SSID Profile tunnel_profile1

MAC Filter List
S51D Summary
,@ Add (2% Edit ‘H Remiye [ -
# | Profile Name = |50 | Security Profile. | QO35 | Forwarding Mode | MAC Fitter Profile. VLANID
1 default bridge_mode_SSID defautt WM localbridge dizable 1
2 tunnel_profiel tunnel_mode_SSID securityl WM tunnel dizable 100
i Fage 1 ofi ¥ | Show | 50 :v.'iterns Displaying 1-2o0f 2

tunnel_profile1
tunnel_mode_S5I0
securityl

disable

WMM

Tunnel

wlan100

[] Enable Intra-B55 Traffic blocking

CUNYHYTILNYLULYU £y /ALL CUITHITTULTTLAUUL D wUl pUIlauul .

b
b
b
W
~ | WID: 100
Al YIS 1S3S1 veu.




Zy XEL nxcs2o00

CONFIGURATION

ZyXEL gy, Profile > Security List

~td T Help z&fmlm‘. #QBT!‘BP Eobiect Reference gl

551D List Securibty List MAC Filter List
Security Summary
© aad [ Edt W Remove [ Object
| |
# | Profile Mame « | Security Mode
1 default Y P - i
2 security 1 W paZ-mix
i+ 4 Page 1 ofil » il | Show| 5D | Eitems
AP Profile
-‘-E |—‘—|2 %
@Eﬁ_ o o el ___ Profile Mame:
Profile Mame: el Security Mode:
Security Mode: [wpazmix v ) 802.1X
© 802,1% =
@ PSK
@ Psk Pre-Shared Key:
Pre-Shared Key: 12345575 Cipher Type:
Cipher Type: aes I+ | ReAuthentication Timer:
ReAuthentication Timer: 0 1 (3030000 seconds, 0 is unlimited) Idle Timeout:
Idle Timeout: 3000 {30~30000 seconds) Group Key Update Timer:
Group Key Update Timer: 1300 {30~30000 seconds)

Displaying 1 - 2of 2

ST

:.__securityl
wpa2-mix .V |
| aviprcles
'.aes =
-.0 | {30~30000 seconds, 0 is unlimited)
.. 3000 (3030000 seconds)
. 1800 (30~30000 seconds)

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



YA, (38 AP Profile > Radio

Radio Summary

IPMAC Binding @ Add | & Edit lﬁ Remove [ DOjEC RETErente
= | | |
Captive Portal # | Profie Name = | Frequency Band | Channel I |
Firewail 1 default 246 7 |
App Patral — : — _ _
o I4 4 |Page 1 of1| k k| | Show| 50 | |items Displaying 1- 1 of
+ AntkVirus @-I:‘il:!l;lﬁn  Profile default 21l
Show Advanced Settings  [U5] Create new Object
General Settings 1
-| Obiject Activate
+ User/Group Profile Name: default
e 80211 Band: [2.46 Tael
Channel: [7 .v
3 disable
4 disable
5 disable
5 disable B
7 disable
8 disable =

Copyright©2010 Z [




rA2 438 AP Management

Pl Fabout i Map [Q0bject Reference L Consoke [T CUI

ZyXEL nxcs200

CONFIGURATION

[= Wireless Managed AP List
+ Controller

" '.' Remove [UjReboot
+ MON Mode # P Address | MAC Address | Model
; , 2 172.24.68.18% 40:44:03:05:82:46 MNWAS160N AP/ default AP-404A03058245
+ Interface 4 4 |Page = aof 1| ¥ bkl Shnw;-ﬁrl} 'V litems Displaying 1-20f 2
+ Routing - i
+ Zong &7 Edit AP List
= NAT {iS] Create new Object~
+ AlG
+ IPMMAC Binding General Settings
MAC Address: 40:44:03:05:82:42
Model: MW AS150M
Description: AP-404403058242
Radio 1 0P Mode AP Mode () MOM Mode
Radio 1 Profile: default b
VLAN Settings
Management VLAN ID: 1 {1r4094)

As Mative YLAN




ZyXEL nxcs200

m Status
Port Stati
Interface
Traffic 5
zion Monitor
IPMMAL Binding
pgin Users
=] Wireless

-

AppPatrol

5 AntiX

< AntiVirus
+ OP
Log

M

Radin List

YA (I8 \ONITOR > Wireless > AP info

Walcome admin

| | | 1 | | |
Status | Loading . Reagistration | De=cription = | Model | IP Address | MAC Address _Station |
- lgnt AP AP-404A403058... MNWAS180N ‘220.132.185.10 40:4A:03:05:82:42 1
[ — Mgnt AP AP-404403058... MWAS160N 172.24 68189 40:4A:03:05:82:46 1]
On-Lime AP |

Page 1 ofl| » ¥ |Show|30 |»|itemis

Displaying 1-2af 2

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.




42 (38 MONITOR > Log

B System Stafus

Port Statistics
Interface Status
Traffic Statistics
Session Monitor
IP/MAC Binding

Login Users

- Wireless

AP Info
Station Info

atistics
ftistics
+ Ant-\Virus
+: DP
Log

ZyXEL nxcs200

MONITOR

View Log

[T Show Filter

Yiew AP Log

P Help Z About

(E)Emai LogNow = 9Refresh & Clear Log

# Tmew | Priorty
1 20M0-07-.. info
2 2M0-07-.. info
3 2010-07-... warn
4 Z20M0-07-.. warn
5 20M0-07-.. warn
6  2010-07-.. warn
T 2010-07-.. warn
& 2M0-07-.. info
8 2M0-07-.. info
10 2010-07-... info
11 2010-07-... info
12 2M0-07-... notice
13 2010-07-... notice
15 2010-07-... notice
14 2M0-07-.. notice
16 2010-07-.. info
17 2M0-07-... info
18 2010-07-... info
19 2010-07-... info
20 2010-07-... alert

| Category

. Diaily Report
Caity Report
ADP
ADP
ADP
ADP
ADP
DHCP
DHCP
OHCP
DHCP
Captive Portal
Captive Portal
Captive Portal
Captive Portal
CAPWAP
CAPWAP
CAPWAR
CAPWAP
CAPWAP

Managed AP Dizconnect MACAddr404a03058242, .

220.132185.10:...

| Message . Source | Destination Note

. Email Daily Report has been activated. . l . CONFIG CHANGE
Email Daily Report has been deactivated. CONFIG CHANGE
from Anv to EnterpriseWLAN [type=Scan-Detection.. 192.168.168.34.... 192.168.168.255:136  ACCESS FORWARD
from Any io EnterpriseWLAN, [type=Scan-Detection... 192.166.166.34.... 192.168.166.255:137 ACCESS FORWARD
from Any to EnterpriseWLAN [type=Scan-Cetection... 192.165.163.24:... 152.168.188.255:137 ACCESS FORWARD
from Any to EnferpriseWLAN [type=Scan-Detection... 192.168.166.34:... 192.165.188.255:137 ACCESS FORWARD
from Any to EnterpriseWLAN, [type=5Scan-Detection... 192.166.166.34.... 192.166.166.255:137 ACCESS FORWARD
Sending ACK to 192.168.168.34 DHCPR ACK
DHCP server assigned 192 .168.168.34 to Jones-PC(... DHCP ACK
Requested 152.168.168.34 from Jones-PC(00:1B:77... DHCP Request
DHCP server offered 192.163.168.34 to Jones-PCI0... DHCP Offer
Traffic fromany to any, REJECT [count=9] 192.168.1.71:138  192.168.1.255:138 ACCESS BLOCK
Traffic from any to any, REJECT [count=3] 192.168.1.71:137  192.168.1.255:137 ACCESS BLOCK
Traffic from any to any, REJECT [count=39] 192.168.1.71;137  192.168.1 255137 ACCESS BLOCK
Traffic from any to any, REJECT [count=18] 192.168.1.71:138  192.168.1.255:138 ACCESS BLOCK
5TA AssociationMACAddr 001677 eb 2858, AP=AP-4..
Sucess Send Configuration to Managed AP. MACAG...
Start Send Cenfiguration to Managed AP. MACAddr....
Managed AP Connect. MACAddr:404a03058242, Mo... 220.132.185.10:...

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.
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e Zaddd NXC5200 Routing Priority % E 1=

. Checking
Routing check Priority

high
Many 1 to 1 NAT #1,..., #n
\ 4
Static and dynamic route
low

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.




A2 €38 Object > Address

DHeln ' F About & Site Map [RObject Reference (g Console

CONFIGURATION

Routing
Zona Configuration

€ Add |7 Edit W Remove [ Object Heference

IPMAC Binding # l Name = Type: | Address '
Captive Portal 1 LAN_SUBNET INTERFACE SUBNET  vlan0-192.168.1.0/24 '
F_"E""'a" B 2 | Locwl sscw HOST For policy route 17224 68254

= :EEFWI 3 VLAN100_subnet sugner  For captive portal 192.168.168.0/24
e e & | ZyTP 10_1_subnet SUBNET o policy route 10.1.1.0/24
+ P S | ZyTP_172_16_subnet SUBNET  For policy route 172.16.0.0112
|4 4 |Pager lof1| B B Show | 50 f_-v.iitems Displaying 1- Sof §

| Ghject
UserGroup
AP Profile
MON Profile

Service

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



r47). {3 BNetwork > Policy Route

Welcome admin | Logowt  PHelp Z About s

CONFIGURATION

static Route

[E] Show Advanced Settings

s ZyTP_172_and_10_subnet_Group
BWHM Global Setting .
a| Description:
| |
EnableEWM - .II!‘_FIIIIIIIIIIIIIIIIIIIIIIIIIIII.
O 2| Members: . |gw -
n| ZyTP_172_156_subnet . -
ALG Configuration . ZyTP_10_1 subnet . IP Address: 172.724.68.254 -
- .IIIIIIIIIIIIIIIIIIIIIII EEEEN
[P/MAC Binding : : = .
a F'IJI'T.E| @ Add | O Ml HEMOVE ': HE I vale ._HH 1OYE
x-ismtug'uﬁugsmmghmgmm | Destination | DSCP Cod| Service | Nexi-Hop | DSCP Marl SNAT | BN
Priority 1 for E I}Eﬁ 4 l;l any none avlanitld aVLAN100 subnet aZyTP 172 and_10 subnet Group any any oloclal 82GW  preserve outgoing-inter 0
priority 2 for EE%‘Z}EH 2 l;l any none avianitl aVLAN100 subnet any any any E‘.E.Efi\ preserve outgoing-inter 0
4 4 [Pagel |[ofill/Pp B \ Displaying 1- 2of 2
EEEEEEEEEEEEEEEERESR IIIIIIII.
ged -
EEEEEEEEEEEEEEEERER :
vian100 T IT I I IP Assignment: Static .
| |
i . VLANLIDD subnet . IP Address: 220.125. 160,44 -
IP Assignment: Static . - . Mask: 255,255, 255,240 .
1P Address: 192.163. 168,254 2| Subnet: 192, 168, 168.0/24 |a Status: 100M/Ful -
Hﬂsk:255.255.255.|] ..................... EEEEEEEEEEEEEEEEEEEEEEEEmnn®

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



-3 Edit Policy Route

Show Advanced Settings [iS] Create new Object -

Configuration

Enable

Description:

Criteria
User:
Incoming:
Please select one member:
Source Address:
Destination Address:
DSCP Code:
Schedule:

Serwice:

Next-Hop

Type:

Gateway:

DSCP Marking

DSCP Marking:

Address Translation

Source Metwork Address Translation:

Port Triggering

A2 (3 8 policy Route #1 (GEZE N ER4H & )

(Optional)
any et
Interface >
vlan100 >
VLAM100_subnet b
ZyTP_172_and_10_subnet_g ™

any S
none ™
any et
Gateway g
Loclal_Gw b
preserve R
| outgoing-interface b

@ add 2 et T Remove oM

# Incoming Service

[ ] s Corporation. All rights reserved.

(8] 4 ] [ Cancel




.3 Edit Policy Route
Show Advanced Settings 1S Create new Object +

Configuration
Enable
Description: (Optional)
Criteria
User: any R
Incoming: Interface Ed
Please select one member: vlan100 R
Source Address: VLAM100_subnet B
Destination Address: any w
DSCP Code: any R
Schedule: none g
Service: any R
Type: Interface
Interface: ged
[] Auto-Disable
DSCP Marking
DSCP Marking: preserye
Address Translation
Source Metwork Address Translation: outgoing-interface

UMY IIYI LS VAU ey s Ut

ZyXEL Policy Route #2 GEZE5M3B4EES )

.wuwa0Ns Corporation. All rights reserved.



47243 8 Object >Auth Method

ZyXEL nxcs200

CONFIGURATION Authentication Method

Routing Configuration

@Add [t T Pemove ERCH
# | Method Name | Method List
IPMIMAC Binding | 1 default local |

Captive Portal 4 4 Page 1_ of1| » il | Show |5‘[|' Vltems
Firewall . -
App Patrol

5 Antix Method List add radius-user

+: User/Group
AP Profie
MON Profile

Addrezs

AAA Server

Auth. Mathod

Cerificate

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



CONFIGURATION

Licenzing

= Wireless

+ Controfler
+ AP Management
+ MON Mode
+ Lead Balancing
@i}
| Metwork
Interface
Routing
Zone
MAT
ALG
IFMALC Binding

Rl Captive Portal

+ Firewall

+ App Patrol
= Anti-X
+ AntFVirus
+ IOP
+ ADP
Device HA

-| Obiect

+ User/Group

LoginPage

General Settings
|
W Select Type :
Enable Captive Portal g |
e u @ Use Customizzd Logir Page |
Authentication Method: | default w N ;
- | | T‘D :Dh?d Z\Dﬂa file (*.gif/pno/ipg), browse to the location of the file and then |
™ cliek Upload.
[ Fie Path Selecta fie rath | - v :
i i - lab_NXC5200 Enter User Name/Password and cick tofogin. |
EBxceptional Services B Cstonzedtognpige ‘
: Title: lab_MYC5200
iz - u TileColor: £37eca | (CSS ealor code)
"w Add E REMOVE | Message Col: black (css color code) P
I : Note Message:
. ackground
# | Exceptional Services « - T R
1 BOOTP CLENT u ® Color #3042 Golor »|  (CSS color code)
| |
— u
2 DNS :IIIIIIIIIIIIIIIIIII
{ |Page 'l ofl| b F| | Show 50 |w litems

Authentication Policy Summary

@ Add [ Edit W Remove

pf SEE N EEEEEEEEEEEEEESR

" VLAN100_subnet -

" Subnet: 192. 168. 168.0/24
| |
oM [

Status | Priority | 5510 Profile | Source | Destination = |-‘Schedule | Authentication | Description
Q | 1 any aVLANTO00 subnet any none force CS0_test
Defaut any any any none unnecessary néa

41 4 Pagei of 1

¥

v\ | Show | 50 .v-fitems

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



AL Binding
+ (Captive Portal
Firewall
App Patrol
Antix
+ Anti-Virus
+ BP

Bl Lz=riGroup
AP Profile
MBN Profie

Address

Auth: Method
Certificate

rA2 43 8 Object > User/ Group

Welooms admin

OAdd

Configuration

® | UserName | Description
o=t |

1 admin Administration account
2 dap-users External LDAP Users

3 radius-users External RADIUS Users
4 ad-users External AD Uszers

5 jones Local User

i1 4 |Page 'l |of1| F ¥l |Show|50 |»items

EEEEEEEEEEEEEEEEN
() Edit User jones

User Configuration

User Name:
User Type:
Password:
Retype:

Description:

Authentication Timeout Settings

Lease Time:

Reauthentication Time:

jones

user 7
ALl ]

ALl ]

Local User

Use Default Settings () Use Manual Settings

1440 minutes

1440 minutes

OK Cancel

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



ZyXEL

-g‘u:_}:

Welcome to NWA5160N
Username: admin
Password:

Router> enable

Router#

Router# show version

ZyXEL Communications Corp.
model : NWA5160N
firmware version: 2.17(AAS.1)

BM version :1.13

build date : 2010-07-13 08:58:05

Router# configure terminal

Router(config)# capwap ap vilan ip

address

gateway

Router(config)# capwap ap vlan ip address

<W.X.Y.Z>

dhcp

Router(config)# capwap ap vlan ip address 192.168.1.198
<W.X.Y.Z>

Router(config)# capwap ap vlan ip address 192.168.1.198
255.255.255.0

Router(config)# capwap ap vlan ip gateway 192.168.1.254
Router(config)# write

Router(config)# exit

Router#

T 1 4eie & Thin AP(NWAS160N)3* = 3% F € IPix

Router#

Router# show interface all

No. Name Status IP Address Mask IP
Assignment

1 lanl 1000M/Full 0.0.0.0 0.0.0.0 Static
2 vlanl Up 0.0.0.0 0.0.0.0 Static
3 br0 Up 192.168.1.198 255.255.255.0 Static
4 wlan-1 n/a n/a n/a n/a

5 wlan-1-1 Up 0.0.0.0 0.0.0.0 static
6 wlan-1-2 Up 0.0.0.0 0.0.0.0 static
7 wlan-1-3 Up 0.0.0.0 0.0.0.0 static

Router# ping 192.168.1.254

PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.

64 bytes from 192.168.1.254: icmp_seg=1 ttI=64 time=1.42 ms
64 bytes from 192.168.1.254: icmp_seg=2 ttl=64 time=0.710 ms

64 bytes from 192.168.1.254: icmp_seq=3 ttI=64 time=0.736 ms-----

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



Ve

Router# show version

ZyXEL Communications Corp.

model : NWA5160N

firmware version: nwa5160n-2010-04-07

BM version  :1.07

build date  : 2010-04-07 01:48:04

Router# configure terminal

Router(config)# capwap ap ac-ip 220.128.xx.xx 255.255.255.240
Router(config)# write

Router(config)# exit

Router# show capwap ap ac-ip

AC IP: 220.128.xx.xx 255.255.255.240

Router# ping 220.128.xx.Xx

PING 220.128.xx.xx (220.128.xx.xX) 56(84) bytes of data.

64 bytes from 220.128.xx.xx: icmp_seq=1 ttI=57 time=193 ms
64 bytes from 220.128.xx.xx: icmp_seq=2 ttI=57 time=388 ms
64 bytes from 220.128.xx.xx: icmp_seq=3 ttI=57 time=453 ms

--- 220.128.xx.xx ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2020ms
rtt min/avg/max/mdev = 193.442/345.353/453.655/110.616 ms
Router# Generating a 512 bit RSA private key

__________ ++++++++

UG o 2 T R

writing new private key to ‘'/tmp/dtlIsCA.pem’

Controller % fr;g% >

ZyXEL EX¥T! i%i'%ThirJl AP NWA5160N45 %2 NXC5200

Router#
Router#
Router# show capwap ap info
SM-State RUN(8)
msg-buf-usage 0/10 (Usage/Max)
capwap-version 10000
Radio Number 1/4 (Usage/Max)
BSS Number 8/8 (Usage/Max)
IANA 1D 037a
Description AP-404A03058242
Router#
Router#
Router#
Router#

Router# ping 168.95.1.1

PING 168.95.1.1 (168.95.1.1) 56(84) bytes of data.

64 bytes from 168.95.1.1: icmp_seg=1 ttI=247 time=86.1 ms
64 bytes from 168.95.1.1: icmp_seq=2 ttI=247 time=182 ms
64 bytes from 168.95.1.1: icmp_seq=3 ttI=247 time=240 ms

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



Y472, {3 8 Romote site

1113
I8}
i
fik
%
N
N
]
O

L 9 EEnEn
ENEERHEE
B (=8 -
Bi tunnel mode SSID BEZS AR !!!!
"ﬂ_ ! T
|
Ak bridoe mode SSID BEZSEMER Al |E
- Lk}
—! l_.
& 3205 BEXSITMAR Ml
Rk zyxeLn BERREINEE Ml -
=
SEESSEn O 2 uuans
B #Ech,
& A tunnel_mode_SSID HIEREE M S WEREE
SEHARMASTIRRE 2R ERTE -
50 ||
EENEELERTEES):
2000000
[ @mFmD)
s NRLHUSE REEER  BERS tunnel_mode SSID MARRE - UM

) EfA-
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Y42, (38 Romote site EE O] SLEVEIPAIL
B RIBEWNAC]EZAHE KIMN

Em C:\Windows\system32\cmd.exe - |0o] x|

VLAN100

fe8@::dc1B:d58f :hfh5:
192.168.168.34

2560 .2550.255.0
192.168.168 .254

Microsoft Windows [H{FF 6.A.68821
Copyright <c» 20086 Microsoft Corporation. All »ights reserved.

C-slUserssJones»ping 168_.25.1.1 —t
.168_168.
168 168 .
168 168 .
168 _.168.
Hﬁ FPing % n+

A DB -

C:~lUsers~Jones >




y47). {3 8 Captive portal (fIH:3:E)

IT httpy/pwnanaithome.com.bwy v |42 | X || Google 2~
g |irmams mREsm ] PR BB

@ HEE RS R AR -

AN ER U AN R R RN RS - -
AR E SRR R S R MMM FTETAY - BB 00 - Window

Google

FEUEREEIASEAEMA TECEEHBES 3 @@' 2 .Htm :
POBER SED REN BOSSE) IEM S8

EMESCHELES  METSEE S IES - T =
) uy e - | @ ! NXC5200 % - Pl B o s [ G
© S EEmLEE - " |38|~| @ nxcs200 € Nxc5200 ; (A[ES R AE e L
© BENSIAN FEE |\
= EHfthEHl
5 NXC5200 J
hitpy/Asanv.ithome.com.bw/ @ AEA
jones

Google P~
i & | sermware i ‘ B
ZyXEL
1440 | Renew
—
23:59:57
23:59

Copyright©2010 Zy | Logout



A2, ¢33 Remote site

B Chwindowsysystem32yemd.exe - ping 172.24.68.254 -t

) S AR At ==
—8
R
IPvd SEEHEH: &
IPve SEERHE T
i E
BEID: tunel_mode
S 1316
HE 54
HEELE:
FEmEEm. [ =mAsm |
iEEh
B — Bk e
{iITEH: 747,430 dﬂ:ﬂ 6,920,045
[ @asm |[ OeRD || 28e |
[ FEEAC) |

of 1F

172 _24_68_254:
172 _24_68_.254:
172 _24_68_254:
172 _24_68.254:
172 _ 24 _68_254:
172 .24 _68.254:
172 _24 _68_254:
172 _24_68.254:
172 _24_68_.254:
172 _24_68_254:
172 _24_68_.254:
172 _24_68_254:
172 _24_68.254:
172 _ 24 _68_254:

¥R =28m=
H% Féﬁ=6 2ms
H# Féﬁ=5 Sms=
B

HF R =48ms
H#F"ﬁ 37ms
HFR=51ms

HEERE ?ms TTL=25

AF

AAEFTP

Bl Cohwindowshsystem32hnemd.exe - pina 172.24.78.254 -t

172_24_78_254:=
172_24.78_251
172_.24_78_254
172_24_.78 _254:=
172 _24_ 78 _254:=
172_24_78_254
172_.24_.78_254
172_24.78_251
172_24_78_254
172 _24_78_254
172 _24_78_254
172_24_78_254
172_24.78_254:=
172_24_78 _254:=

TN R T

#Fl 6ms TTL=-25 & FTP oo /public/driver/ oooo 172.24.78.5 - Windows Internet Explorer = |[FEEE
AFE]=39ms 25 Q ) | i) ftpypr172.24.78.5/public/drivers « | 4| % || Googre 8~
HEF =3 4ms =
#
H;FE‘[ e 4 |25~ | @ ZyXELENC {& FTP oo /publ... % - B~ &G
FTP 10 /public/driver/ LTI 172.24.78.5
FEHEAE Windows EFEHERAGRIL FTP » 35— T [EE] » A&EE—T [E Windows 1§

FFERi=-124ms TTL

#F‘

R =35ms
HFRH=38ms
H%F‘Eﬁ=43 ms

mm CAWIndowsisystem22\cmd.exe
~E =

Control—C

~C

C:Wsers ~wJones>ping 168.95.1 .1

* DBl EEEE BRI

FEEHRE FTP] -

339,956

14,722, 63¢

36,742,37
3,228,848
HP 2230s Bac 20030330

‘-IP 2230s ZyTP 20091023
nkPad X31 r

0o
10 WODA2 V.

4 ewe

IhddInternet

RE(E)

& UserAware.html *§ Google

€ Google - Windows Internet Explorer | = N |
@ ) |23 httpy//www.google.com.tw/ o | 4 \ x || 6ooghe £ -
EEDG) BENM) EREEQ IAM BEH

B

NENOUEWYANDAR

Copyright©2010 ZyXEL Cor

BEE #H hE #H WE Gmal ZLv

Google 58 | 1FFR

W iBGoogle R ATATEE

BEERE  Google ®2FM  Google.com in English

Hnnurneauuvl o wuipuiauuvll.

iGoogle | st

ALY 1TOTIVCU.

Hin AR

PR
| TE
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Thank You
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Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



YA {348 |ocal Bridge Mode

Intra-BSS

STA4 3

N

VLAN 900 | \\
192.168.10.x - (¢ / X
N N

AP1(VLAN200)

A\ @ TN
STAs e 10,9500 3
|
NS00 quest ) ag | <
Lt (VLAN100) | - E’
\ P
1 STA1>STA4 T adius
Intra-BSS : Driver take care , no 10.54.33.1
VLAN issue vlan 20 \
2 STA1>STA3 . P
AP adds VLAN90O tag for switch
STA’ s traffic
3 STA4->STA2 DHCP
AP adds VLAN9OO tag or VLAN
10 for STA’ s traffic 10.54.33.2
4 ——— STA2>RADIUS
AP adds V!_AN'IO t?g or VLAN WLAN Controller

_ Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



VLAN-900
192.168.10.x

STA3

ffffffff STA1>STA3
Same subnet:

AC extracts the original packet from
tunnel, and switches the packets to
the corresponding WTP by tunnel

,,,,,,,,,, STA4->STA2
,,,,,,,,,, STA2-> RADIUS

Cross-subnet (Router mode):

AC extracts the original packet
from tunnel, and routes the packets
to the corresponding WTP by
tunnel

——————————— Controller «<— Router

Cross-subnet (Switch mode):

AC extracts the original packet
from tunnel, and sends to the
network. Then Router sends back
the routed packet, and AC tunnels
it to the corresponding WTP.
(STA4->WTP->AC->Router->AC-
> ->

VLAN 900
192.168.10.x

VLAN10
172.16.10.x

N
~~ - VLAN100

AP2 oy ’
(VLAN100) E
) :
,,,,,,,,,,,,,,,, =
vvvvvvvv 10.54.33.1

switch E’
DHCP

10.54.33.2

Evlanv‘v20

WLAN Controller

VLAN 900
1192416 84104

VLAN 10
172.16.10.1

Data Tunnel

Copyright©2010 ZyXEL Communications Corporation. All rights reserved.



