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Thin AP兩類型無線資料轉送模式

SSID1
Profile 
SSID1
Profile 

SSID2
Profile 
SSID2
Profile 

Tunneled

Local Bridge

• (1)Tunneled Mode:
- Traffic goes back to controller and then to the destination
- Able to enforcement some security check

• (2) Local Bridge Mode:
- Traffic is forwarded at switch level.
- Enhance the efficiency such as for secured & 

massive communications

Thin AP Controller: 
NXC5200

AP1: NWA5160N

AP2: NWA5160N
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Ge1:
172.24.68.XX
Internal

SSID2: trunnel_mode_SSID
for tunnel mode

SSID1: bridge_mode_SSID
for local bridge mode

VLAN 100
192.168.168.X

Internet

AP Controller: 
NXC5200

switch
AP1: NWA5160N

Ge4:
220.128.XX.XX
External

switch AP2: NWA5160N

Intranet

switch

HQ Office

Branch Office

Captive portal
(Web Auth)

Firewall

Local Bridge & Tunneled 應用架構範例
(1) 訪客SSID: bridge_mode_SSID,僅具備存取外部網路的權限
(2) 員工SSID: trunnel_mode_SSID具備存取內部及外部網路權限
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NXC5200設定觀念及建議步驟

Interface

Ethernet & VLAN

Object >AP Profile

SSID & Security & Forwarding Mode & Radio

AP Management

Network> Routing

Monitor

Wireless> AP info

Policy Route
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NXC5200 Dashboard

Ge1 Ge4
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Interface > Ethernet

External

Internal
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Interface > VLAN
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Interface > VLAN (Edit)
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AP Profile > SSID List
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AP Profile > Security List

訪客使用 員工使用
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AP Profile > Radio
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AP Management
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MONITOR > Wireless > AP info
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MONITOR > Log
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NXC5200 Routing Priority設定觀念

Direct-connected Subnets

Policy Route #1, #2, … #n

Many 1 to 1 NAT #1,…, #n

Routing check

Main route table

Default WAN Trunk

Static and dynamic route

Checking 
Priority

high

low



Copyright©2010 ZyXEL Communications Corporation.  All rights reserved.

Object > Address

For policy route

For policy route

For captive portal

For policy route
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Network > Policy Route

Priority 1 for 員工用
Priority 2 for 訪客用
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Policy Route #1 (連至內部網路用)
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Policy Route #2 (連至外部網路用)
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Object >Auth Method

Method List add radius-user
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Captive portal (網頁認證)
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Object > User/ Group
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設定範例設定範例設定範例設定範例1: 1: 1: 1: 如何將如何將如何將如何將Thin AP(NWA5160N)Thin AP(NWA5160N)Thin AP(NWA5160N)Thin AP(NWA5160N)設定為固定設定為固定設定為固定設定為固定IPIPIPIP位址位址位址位址

Welcome to NWA5160N
Username: admin
Password:

Router> enable
Router#
Router# show version
ZyXEL Communications Corp.
model           : NWA5160N
firmware version: 2.17(AAS.1)
BM version      : 1.13
build date      : 2010-07-13 08:58:05

Router# configure terminal
Router(config)# capwap ap vlan ip
address
gateway
Router(config)# capwap ap vlan ip address
<W.X.Y.Z>
dhcp
Router(config)# capwap ap vlan ip address 192.168.1.198
<W.X.Y.Z>
Router(config)# capwap ap vlan ip address 192.168.1.198 
255.255.255.0
Router(config)# capwap ap vlan ip gateway 192.168.1.254
Router(config)# write
Router(config)# exit      
Router#

Router# 
Router# show interface all
No. Name       Status              IP Address      Mask         IP 
Assignment
======================================================
1   lan1       1000M/Full          0.0.0.0         0.0.0.0 Static
2   vlan1      Up                  0.0.0.0         0.0.0.0 Static
3   br0        Up                  192.168.1.198   255.255.255.0 Static
4   wlan-1     n/a                 n/a n/a n/a
5   wlan-1-1   Up                  0.0.0.0         0.0.0.0 static
6   wlan-1-2   Up                  0.0.0.0         0.0.0.0 static
7   wlan-1-3   Up                  0.0.0.0         0.0.0.0 static

Router# ping 192.168.1.254
PING 192.168.1.254 (192.168.1.254) 56(84) bytes of data.
64 bytes from 192.168.1.254: icmp_seq=1 ttl=64 time=1.42 ms
64 bytes from 192.168.1.254: icmp_seq=2 ttl=64 time=0.710 ms
64 bytes from 192.168.1.254: icmp_seq=3 ttl=64 time=0.736 ms-----



Copyright©2010 ZyXEL Communications Corporation.  All rights reserved.

設定範例設定範例設定範例設定範例2: 2: 2: 2: 遠端遠端遠端遠端Thin AP NWA5160NThin AP NWA5160NThin AP NWA5160NThin AP NWA5160N指定至指定至指定至指定至NXC5200 NXC5200 NXC5200 NXC5200 
Controller Controller Controller Controller 設定範例設定範例設定範例設定範例

Router# show version
ZyXEL Communications Corp.
model           : NWA5160N
firmware version: nwa5160n-2010-04-07
BM version      : 1.07
build date      : 2010-04-07 01:48:04
Router# configure terminal
Router(config)# capwap ap ac-ip 220.128.xx.xx 255.255.255.240
Router(config)# write
Router(config)# exit
Router# show capwap ap ac-ip
AC IP: 220.128.xx.xx 255.255.255.240
Router# ping 220.128.xx.xx
PING 220.128.xx.xx (220.128.xx.xx) 56(84) bytes of data.
64 bytes from 220.128.xx.xx: icmp_seq=1 ttl=57 time=193 ms
64 bytes from 220.128.xx.xx: icmp_seq=2 ttl=57 time=388 ms
64 bytes from 220.128.xx.xx: icmp_seq=3 ttl=57 time=453 ms

--- 220.128.xx.xx ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2020ms
rtt min/avg/max/mdev = 193.442/345.353/453.655/110.616 ms
Router# Generating a 512 bit RSA private key
..........++++++++++++
....++++++++++++
writing new private key to '/tmp/dtlsCA.pem'
-----

Router# 
Router# 
Router# show capwap ap info

SM-State                   RUN(8)
msg-buf-usage 0/10 (Usage/Max)

capwap-version                   10000
Radio Number                   1/4 (Usage/Max)

BSS Number                   8/8 (Usage/Max)
IANA ID                   037a

Description                   AP-404A03058242
Router#
Router#
Router#
Router#
Router# ping 168.95.1.1
PING 168.95.1.1 (168.95.1.1) 56(84) bytes of data.
64 bytes from 168.95.1.1: icmp_seq=1 ttl=247 time=86.1 ms
64 bytes from 168.95.1.1: icmp_seq=2 ttl=247 time=182 ms
64 bytes from 168.95.1.1: icmp_seq=3 ttl=247 time=240 ms
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Remote site 筆電選取無線SSID
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Remote site 筆電可先取得IP位址
但還未授權故不可連至內網及外網

VLAN100
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Captive portal (網頁認證)
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Remote site 筆電可正常連至公司內網

內網FTP

外網Internet
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Thank You



Copyright©2010 ZyXEL Communications Corporation.  All rights reserved.

Local Bridge Mode
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Tunnel Mode


