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CONFIGURATION

gl /GNT Mode

+ LAN Setting

| [Ibfl-'rt

System

+ Log & Repori

KTER A #— 5 AP # 5 AP Controller
% 2> 1 #-J & Standalone % g AC Controller ¥ %7 Apply(% *)

MGNT Mode

Management Mode

| @ &P controlier |

[ 1 Standalone AP

() Managed AP

o] [

FTEF LRGN LT L E S controller #3% 3K & K
Lk-§ W IR ("F 7 Mode o eh B i S 1%; AR TR
* T_EH >, % = standalone-backup.config: ¥ j£_Maintenance—>File
Manager-> 43 ¥ standalone-backup.config # y;]ra%-;%s o T 3T Yes » %
h R EATELE ) 12 A dE o

Warning b4

Do you want change mode to controller mode? It wil reset to default configuration.

You can download/apply the previous configuration(standalone-backup.config) at MAINTENANCE-
>File Manager->Configuration File.

~
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# 2 - ¢ & Configuration(zk £)>LAN Setting> % £ * ~ Controller
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CONFIGURATION

= MGMT Mode

[ | AN Setting

|th # Wireless
L: + Device HA

& Object

System
Fl Log & Report

# L RN Controller AP 3-fe ¥ — B B Z_IP =xk » ¥ IP address ﬁi%l »
fe ¥ P 2 ttgatewayﬁk?] > F K enl VR P & E R d R
IP i=4xt o

s

-

1P Address Assignment

IP Address: 192.168.1.5

Subnet Mask: | 255,255.255.0

Gateway: 192.168.1.254 (Optional)

DHS Server Settings

©@add [ A Edit .‘;‘-‘:-3.'.'::'--.-9 M Move

# 4 Type DNS Server

m

Default NIA

VLAN Settings
Management VLAN ID: 1 (1~4094)

[¥] As native vLAN

Apply [ Bisct ]

All contents copyright (c) 2012 ZyXEL Communications Corporation.
-6-



www. zyxel.com.tw

Version 1.0

‘}5:3?’{, : 'Ef%ﬁ'%] » iz fs e IP 18
5 I] System status v management Mode ¢ &1 % controller

PHelp ZAbout & SiteMap [EObject Reference Ggd Console [0 CLI

ZyXEL nwa3560-N

@ DASHBOARD

|4 Device Information
System Name:
Model Name:
Serial Number:
MAC Address Range:

Firmware Version:

nwa3560-n

NWA3560-N

5110020001324

50:67:F0:37:9F:C4 ~ 50:67:F0:37:9F:C6

2.23(UIC.1)b2 / 1.13 [ 2011-05-02 09:38:26

a/’(')\f

5" System Status
System Uptime:

Current Date/Time:

Current Login User:

Boot Status:

“I'-v“? %

ZyXEL

¥_Dashboard (¥ #5 ) »

e R
00:56:29

2011-05-26 / 16:17:17
GMT+00:00

admin (unlimited / 00:29:58)

oK

Management Mode:

controller

E) System Resources
CPU Usage i@ Interface Status Summary -|&|®|x

E Name Status  VID HASt.. IP Add/Netmask IP Ass... Action

lan 1000... 1 nla 192.168.1.5/25... Static na
Memory Usage

i |

Ll Top 5 Station ~{@|e|x

Flash Usage # AP MAC Max Station Count AP Description

M 1 40:4A:03:79:ED:44 0

XITERE B #- 5 AP #& 2 managed AP £ # 4 T Controller AP IP

aﬁﬂjg—h D #-¥Y - 5 AP # 7 Managed AP gﬁ—fﬁﬁ.ﬂ?— ~%5.5'g;’z3 R
~ MGNT Mode # 3 Managed AP # 2L Manual ( = # )
1 Primary static AC IP ﬁi%l » Controller AP =1 IP = & (4" = &
Controller AP % 192.168.1.5) -

Management Mode

[ AP Controller

() Standalone AP

I @ Managed AP I

() Auto (DHCP Server Option 138 setting required)

@) Manual
Primary static AC IP: 192.168.1.5| (Optional)
Secondary static AC IP: 0.0.0.0 (Optional)

| Apply Reset
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HTe %é’ A g TFERL B ALE & = Managed 03¢ K # aRK
- v IR K ?E(“f 7 Mode M ¢h H W @ A TR E), R T W
X T >, T; = standalone-backup.config: ¥ j& Mamtenance%FlIe
Manager%:}ﬂ] standalone-backup.config # 4% - ¥ 4% 7 Yes» &
h - ERTETE ) 1~2 A48 o

Warning [ |

? Do you want change mode to managed mode? It wil reset to default configuration.
~..~  You can download/apply the previous configuration(standalone-backup.config) at MAINTENANCE-
>File Manager->Configuration File.

ves J[  me |

ﬁ&?—L - ¢ w 3| controller AP g 12 4 & - BLiE 3_1%”&;{ Z_BlT
i P~ Wireless—> 2t:E AP Management—> ¥+ 4 | Managed
AP zxp bk Rkiw

CONFIGURATION Mgnt. AP List

+ MGNT Moda Mgnt. AP List

+ LAN Setting | @
.r‘:’ Edit Remaove Rebaot

* Lontraile # P Address MAC Model  RiMode/Profile Mant. V... Description =

* 1 192.168.1.200  40:4A:0379:E.. NWA.. AP/ default 1 AP~4U4AU3?9...|
= MON Mode
= Load Balancing
+ DCS

2 Doara HA

Pagel_ofl bl Show 50 (v items Displaying 1 -1 of 1
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A

F# % Managed AP - XFHZIP> vifd &
7 % DHCP Serverfic 8 # 5 IP =% 4 > £ &
Bl

ip L Managed AP
;% ;£ Pk EE_fT ux lﬂi

& Managed AP £ #3% Z_IP ¢33 3% ¢
7 * NWA3160N/NWAS3560N & * console s3] T %t » i% 1)

Managed % ¢ (h AP 1+ » ¥ & * % =248 » ¥ % Baud rate 3%
%.:115200/Data:8/parity:none/Stop:1 Flow control:none

& 5'pr £k
Username'ﬁi%J > admin

Password: ﬁlhj > o~ b AP e g5 R R 1234

Router> enable

Router# configure terminal

Router(config)# capwap ap vlan ip address 192.168.1.200 255.255.255.0
3% %_AP 1 IP i= 4t

Router(config)# capwap ap vlan ip gateway 192.168.1.254 255.255.255.0
I3% Z_AP i if e Gateway

Router(config)# capwap ap ac-ip 192.168.1.5 192.168.1.250

1% Z_controller #1IP % - %% % = ‘e controller AP 1P =5t
Router(config)#exit

Router#show capwap ap ac-ip

/I & controller #IP % - %22 % = ‘e controller AP 1 |P =5t
Router#show capwap ap info

II#& & Managed AP &_% 5 P ¥| controller AP} ,SM-State &7+ RUN(8)%
33y !

= >
(2. COMS:115200baud - Tera Term VT ] - . o 0
|Ei|a Edit Setup Control Window ﬂ_e\p

Helcome to NWA3160-N

Username: admin

Router# configure terminal
Router(conflg?# capwap ap vlan ip address 192.168.1.200 255,255.255.08

Router{conf ig)# capwap ap vlan ip gateway 192.168.1.254
Router{config)}#
Router(conf ig)# capwap ap ac-ip 192.168.1.5 192.168.1.250
Router(conf ig)# ex1t
Router# show capw 5 ac-ip
AC IP: 192.168.1. 5 192.168.1.250
'Router# show capwap ap info
-State RUN(8)

msg-buf-usage /0 (Usage/Max)
caEwap version lovol
adio Number 174 (UsagesMax)
BSS_Number 00 (UsagesMax)
| IANA ID 037a
Description AP-404AQ379ED44
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i%,% C » Controller AP #% =z_profile(Radio/SSID/security)
Ak 3% SSID 2 & M%7 > 5\

WPA2 Employee 192.168.1.0/
B g 24

None 10 Visitor No No 10.0.0.1/24
GER

3572 SSID # I,k %5 % F VLAN # % 3 IP 2 &* - Firewall %
Switch #%% & % # VLAN p#,SSID 5 % I & &4 2 5

AP ‘qu ‘\‘:b“;}‘ﬂ i ‘\7};‘-"»
%

n Auth. Method

|
: |
MAleiller l
Protile
+EEEE |
AP Profile
|
|
|
|
|
i |
y | >
o A T Ak K Mac filter~security profile - SSID profile >
Radio profile .

« #Ad AP Management :% 7 ¥ #:xp + e Managed AP » { iE 5%
% * Radio Profile -
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ﬁﬂ?i - i x Controller AP ek 23w E‘,L:E;J{ T D ELE
Object($ ¢ )> L% AP Profile(AP % Z_4%)

CONFIGURATION

+ MGNT Mode

%2+ = ¢ BE[SSID]> ghiE [Security List](& 8% > 147 4)> gLE
Add (#73)

Radio

SSID List Security List MAC Filter List
Security Summary
Add [ Edit | Remove [GgObject Reference
# Profile Mame Security Mode [
1 default none
i Page 1 Cof 1 r vl SMWEU.VEME Displaying 1 -1 of 1
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HIELw L E2 & p M E 2 - 45 Employee 5 SSID e chE 242
WPA2-MIX = ;¢ » &+ % pre-share Key = ;¢ » @?‘] » E R
T PREREORAE o

1) Add Security Profile 7 |[3¢
el — - — -
Profile Name: WPAZ
Security Mode: jwpaz—mb; ”V
@ 8021
Radius Server Type: w

[E] Primary Accounting Server Activate

Accounting Server IP Address:

e Fe [ " . | f4. .
Arcounting Server Port: {1~G5535)
Accounting Share Secret:

Ij Secondary Accounting Server Activate

m

Accounting Server 1P Address:
Accounting Server Port: | {1~65535)
Accounting Share Secet:

ReAuthentication Timer: {30~30000 seconds, 0 is unlimited)

@ PSK
Pre-Shared Key: 87554321
Cipher Type: |2es [
Idle timeout: 13000 (30-30000 seconds)
Group Key Update Timer: | 1800 {30-30000 seconds) 5
[ oc [ cance |
. LA
# EN

MAC Filter List

Security Summary

O Md [ et Remove [ Object Reference
§# Profile Name = Security Mode
1 WPA2 WpaZ-mix

2 default none

Page 1  of1 #| | Show|50 | v items Displaying 1 - 2 0f 2
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LESE

F&2%> 2B SSID’ - # % Employee (E * i *) »SSID:
A-company » - i % Visitor(3* % & * )SSID: Visitor

SSID List Security List MAC Filter List

S5ID Summary

) Add |[ A Edit J Remove [ Object Reference

#
1

Profile Ma... SSID Security ... QoS MAC Filt... VLAN ID
default ZyREL default WM disable 1
Page 1 of 1 *| | Show 850 |w items Displaying 1 -1 of 1

ﬂﬁ)’i‘ﬁ* = D FTRTH SSID & @ 4o o3k T F A 5 A-Company > SSID:

Employee » iE 2~ Jx -+ 7 i = Security Profile:WPA2 - «
#7 OK

(.3 Add S5ID Profile -

[i=]Create new Object -

Profile Mame: Employes

S5ID: A_company

Security Profile: WPAZ Eg
MALC Filtering Profile: disable R
QoS WMM b4
VLAM ID: 1 {1r4094)

[7] Hidden ssID
Enable Intra-B55 Traffic blocking

QK Cancel
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ﬂﬁﬂz’ﬁ—L AL FET ATH SSID g 40T 0 K T L AL 5 (Vistor > SSID:
Visor » iE P~3p 3% Security Profile:default - ¥ 37 OK

n

) Edit SSID Profile Visitor 7|x

\.=) Create new Object«

Profile Name: Visitor

ssID: Visitor

Security Profile: default V]
MAC Filtering Profile: | disable v
Qos: WM v
VLAN ID: 10 | (1~4094)
[7] Hidden ss

[] Enable Intra-BSS Traffic blocking

CONFIGURATION

MAC Filter List

List Security List

+ MGNT Mode
+ LAN Setting

SSID Summary
Qadd [ edt | Remove |
& Profile Name »  SSID Security Profile QoS MAC Filtering . VLAN |D
3 AP Profile 1 Employee A-company WrAZ WMM disable 1
+ MON Frofile P Visitor Visitor default VUMM disable 10
+ Certificate 3 defaul 2yxel default WM disable 1

Page 1 of1 | | Show &0 |w items Displaying 1 -3 of 3
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#H = + ¢ % AP Profile>Radio( & T )2>Add #73 - £ 7 5] 978 T
% o

CONFIGURATION

+ MGNT Mode Radio Summary

= LAN Setting
m @ Wireless |@-‘\dd o Edit Jf Remove Q) Activate () Inactivate [QgObject Reference
“ e * S... Profile Name ~ Frequency Band Channel ID Operating Mode
- _ 1 () default 246G 6 MBSSID
7 =
+ MON Profile 2 iy default? 5G 36 MBSSID
+ Certificate 4 4 Pagel oft » | | Show 50 |w items Displaying1-2of2

(_sepy ][ Reset |

B Lo T AETH) G > R e 40T 0 B RATRLEL LA
4o Managed_AP( & # 5 G 7 @] v )T E B 2 4
0 T RARECY 51 SSID WEL AT RE -
) Add Radio Profile 2%
[FE| Show Advanced Settings [i=]Create new Object -

General Settings

Activate

Profile Name: Managed_AP

802.11Band: 246 ==
Channel: g v

MB55ID Settings

SZEdt

# S5ID Profile

1 4 Employee

I=able

dizable
disable
dizable
dizable
dizable

B~ hoon g

[ o [ cancel
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Bz L TT FIERLBMT P L LA (AESAP F e
FI7E ERE L LH)

Radio Summary
@ Add [ Edit . Remove fgl Activate 19'1 Inactivete [ Obje
# Status  Profile Name ~ Frequency Band Channel ID
1 ] Managed AP 246G 9 I
| 2 g default 240G 3
= MON Profile 3 @ default2 5G 36
; Page 1 |oft| b i Show; 50 |+ items Displaying1- 3 of 3

I Apply. I [ Resat

®EHF D #-Managed AP £ * X TE

L2 e %:53";%1 Z_B 7 0 £ B~ Wireless> BL:E AP
Management—> gk:% © ;3 Managed AP 4™ Editi& {(7iF
B-zx & * Radio profile -

Site Map [El0hject Refarence Gd Console [T CLI

CONFIGURATION

+ MGNT Mode
+ AN Setting

+ Controller |P Address MAC Model R1 Mode / Prafile Mgnt. V... DescriEian -

i L 12.1681200 404A03TOE. NWA3L AP gdefat 1 AP

+ MON Mada

+ Load Balancing | Pagel of1l v b Show S0 Yo Oeplfh L1 00
+ DCS

s+ Novira HA
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ﬂﬁ,ﬂ?: Lo D RT %iE(e 0 iE P~ Radio OP Mode(#g # & iT4-5;8) 5 AP
Mode(# ¥+ & #-74) & »* Radio 1 Profile EPH I L~

= -+ = #ri2 2 eh Managed_AP <7 Radio Profile -

| Edit AP List

|.=|Create new Object»

Configuration Description 7
MAC: 40:4A:03:79:ED:44 ok ] PR
" == a L vl IOy
Model: NWA3160-N Ak B AP
Description: AP-404A0379ED44
| Radio 1 OP Mode @ APMode] () MON Mode
Radio 1 Profile: Managed_AP i Management VLAN
VLAHN Settings ID:K 25 &g~ ? #
AP P a1
Management VLAN ID: 1 (1~4094)

7 VLAN ID

[¥] As Native VLAN

% 9 1% as Native
VLAN » % ot AP 3+
¥ % % tag ] switch

oK Cancel

7~

HDCS(8 M E5) 7 i AP § BTt ? §
i R] ) B SRR
2% DCS

B LT F AT R AP RS 0 TR Y R A AR

ﬂl@é’;ﬁ Z_B]T  Z B Wireless=>

CONFIGURATION

= HGENT Mode

= LAN Settng

Eb = VWirniess

+ AP Management

MOH Moda

A Aplancing

.
.
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Bz L7 fa® DCS(B BAEEP)# ic o TG ik 1 AP f B
B g TR B ooEag 0 & 2.4GHz & 5GHz ¥
AAEE E P NiEE p #iE B (Auto) 0 & * Manual iE B~
R IR B Y AW o

JECH

General Settings

DCS Time Interval: 720 {10140 mirutes)

DCS Sensitivity Lewved: Figh v

EHERBEEERET - AP RERHEMRIHE

| Enable DCS Chent Aware ——

2.4-GHz Settings

2.4-GHz Channel Sslection Method: auto e
2.4-GHz Channel Deployment: Fouwr-Channel Deployment ¥ | (FCC: 1,4, 7, 11 ETS: 1, 5,9, 13)
5-GHz Settings

[#] Enable 5-GHz DFS Aware
5-GHz Channel Selection Method: sisto ~

2.4-GHz Settings

2.4-GHz Channel Selection Method: franal il

Available channels Channels selected

2

=]
e
"= R ¥, T

10

12 i1
13 1
8
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HAE= L= B FRe = 4 Controller AP &Managed AP £k
S pE T
s

ALY REF AW T PREELT

Eﬁ'F_w.

A _company

Ty AEL NEGAB LS

Visitor

zyxel_guest

PB74

ZyXEL_ESBU

LA — T

—k R AR SRR D)
imER : AE {2 |=
IPv4 SEERRE: E e = SEEREETE DNS 58
IPve SEERAE FERETTE F WildPackets 802.11n Wireless USE &
iE EE{it 00-19-CB-C2-24-F2
S3ID: Visitor | ‘ DHCE E&F =
TS 00:45:31 IPvd {irtt 192.168.1.190
i 300.0 Mbps [Pvd THEIEES 255.255.255.0
BEr{gH8 011F10H4E FF06:17:39 =
,555! HEFHA W11FEI0H6E T 06:17:39
IPv4 FAER RS 192.168.1 254
IPv4 DHCE {s]AR 53 102.168.1 254
IPv4 DNS {51AR 28 1921681 254
. - IPv4 TWING {Z1AR S
BE — k" =— B2 b NetBIOS over Tepip B... 2
- il BEL-F 4 P it fefi0::h97d:9207 4204 cd e %15 E
{UTLER: 4,668 | 11,533 1PuE TELEREE
IPv6 DN a1 5% =

J €| I} | 3

[ BpEe || BEAo) || e
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aﬁa?: L A~ ¥ _Controller & & 2 » ] Monitor 7 station List ¥
MR IR el Lok

MONITOR

+ LAMN Status Station List
B Wireless
+ apinrormation # MAC Address « R, SSID Name Security Mode  Signal Strength TxRate  RxRate  Assocciation fi.
Station Infe
+ Rogue AP

iz S5ID Name: Visitor (2 Stations)

1 00M%eec22. 1 Vistor NONE 1300 130 TS0 200,

+ Log 1000 il

2 0013dZbEE. 1 Vistor HONE PR 1E11:33201...
il

Page 1 ofi] b d| Show-.éﬂ w litems Displaying 1-2of 2

® T 3 Bl g enE_ZyXEL % ¢ 3] Switch 2 Firewall # %3 7 7%
#4385 7 VLAN R 20 8 F ZyXEL BIF AT 6 p 3 o
HF- 1 &~ Il A switch £ > ghiE = ¥ H Advanced
Application> 8% VLAN-> 2L:E Static VLAN & {7 373 VLAN
10

ZyXEL

E save B Status ElLogout BHelp

Static VLAN

,,,,,, [ @) VLAN Status VLAN Port Setting

................. d Application, . . VLAN Search by VID

The Number of VLAN: 1.
Index VID Elapsed Time Status
VLAN - 1 1 0:05:13 Static
Static MAC Forwarding
Static Multicast Forwarding
Filtering
Spanning Tree Protocal
Bandwidth Control
Broadcast Storm Control

Mirroring Change Pages Previous
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# 2= © Static VLAN & {7 273 VLAN 10 » ¥ 9 iF Active I & VLAN
Group ID @?J » 10°2~4~25 % trunk port * >t AP %2 Firewall
TAHXEL5~7-9 ~25 5 VLAN10 = f & (54T Add

@ save B status FlLogout BHelp

| O
3 : @) Static VLAN ) VLAN Status -
% ..Advanced Application ACTIVE ] |
& _IP Application Name VLANTO 1
: _Management VLAN Group ID 10 -
5
o8 VLAN
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